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N3jaa 3axBaJHOCTH
XKeneo 6ux ma ce 3axBamuM MeHTOPY, npod. np 3opany JoBaHoBuhy, Ha O6e3pe3epBHO]

MOJIPIIIY KOjy MU j€ TIPYKHO KaKO TMPUIUKOM CIPOBOEeHa NCTPAKUBAKHA OMMHMCAHOT Y
OBOM pajly, TAKO U Y YUTABO] IOCATAIIH0] HAYIHO] M CTPYYHO] KapHjepH.

3axBajbyjeM Cce W CBUM Mpodecopuma ca KaTelpe 3a padyHapCKy TEXHHKY H
uHpopmatuky Enexrporexnuukor ¢akynrera y beorpaay o kojux cam y IpeTXOaHUX
jeaaHaecT roJMHa MHOTO TOTa HAy4HO U OJ1 KOJUX CBAKH JIaH MOJKE Jla Ce Hay4d HEIITO
HOBO.

3axBaJjbyjeM Ce U CBOjUM JparuM Kojerama aCHCTEHTHMA M capaJHUIMMA ca KaTeape 3a
padyHapcKy TexHUKY W uH(popmatuky Enexrporexnuukor ¢akynrera y beorpany ca
KOjuMa Beh 1ecT roanHa I1einuM U 100pe U JIoIIe CTpaHe Haller Moca.

Keneo 6ux ma ce 3aXxBajMM CBOjJOj CYNpy3u JeleHH, KOja M€ WHCIIMPHIIE Ja CBaKora
JlaHa y CBaKoOM morieay OyneM cBe 0ospu. [lopen Tora mro Mu je mpyXuia MmoapIiuKy,
uMasa JocTa CTpIUbEha 32 MOj paj M mpeysena Ha cebe Behu /1e0 mociaa OKo ofrajama
Hame khepke, ynMme MM je omoryhuna Aa OBaj paja HamuieM, MOMOIJIA MU j€ H
MPUIMKOM MMIUIEMEHTAIM]e CUCTeMa. 3aXBaJIHOCT ayryjeM u kKhepku Hatammju koja je
y MOj )KHMBOT yHEJIa HOBY PaJoCT M ONTHMH3aM U IOMOIJIa MU Ja HAallopaH 10cao OKO
nycama paga 0yJae MHOTO JaKIIH.

3axBasnmo Oux ce U cBojuM poaurtesbuma, CrnaBky U Mapunu, kao u 6paty Muomry,
KOjH Cy YUTAaB XUBOT YBEK Ty 3a MEHE J1a MH IPYKe MOJIPIIKY KaJia je TO MOTPeOHO U Ja
ca MHOM TII0/ieNie paiocT. be3 \mruxoBe moapiuike u pazyMeBama JaHac He Oux Ouo Ty rae
cam.

Ha kpajy Oux ce 3axBaivo M CBOjOj pOJOMHM M TpHjaTebUMa Ha IMOJAPIIIM M Ha
pasyMeBamy 3a TO IITO CMO C€ MHOro pehe Hero MHave JIpYXUIM TOKOM IepHuoja

u3pajie OBE AUCEpTalInje.



HacnoB gokTopcke aucepramuje; Busyenna penpeseHTanuja KpuUnTorpadckux

ajropuTama

Pe3ume: Y 0BOj aucepTanyuju je ONMMCAH HOBU CHUCTEM 3a BHU3YEIIHY pelpe3eHTalujy
kpunrorpadekux amroputama (COALA). I'maBHE IMJb pa3BHjEHOI CHCTEMA je Ja ce
MTOMOTHE CTYJE€HTHMAa KOjU Cy HOBH Yy OOJIACTH 3aIITUTE IOJaTaKa Jia JIaKiie u 00Jbe
caBJIaJiajy TPaJAMBO U3 00JaCTH KPUNTOrpadCKUX aaropuTama Koje MpeacTaBiba OCHOBY
Ha KOjy ce HaioBe3yjy cnoxenuje Teme. Ha Enekrporexunukom dakynrery y beorpany
MOCTOJM KypC TIIOJ] HA3WBOM 3alllTUTa IIoJaTaka Ha KOME C€ Hajlupe Hu3y4yaBajy
KpUNTorpa)Cki anropuTMH Ha KOjUMa CE€ 3aCHUBA]y CHUTYPHOCHU TIPOTOKOJIU U
aruIMKalyje Koje ciayxe Ja o0e30ene CUrypHOCHE CEepBHCE, a HAKOH TOTa Ce M3ydaBajy
aruMKangje koje o00e30el)yjy MpexHy CHUTYpHOCT, JOK C€ Ha Kpajy ylasu y
npo0JIeMaTHKy CUTYPHOCTH padyyHapCKUX cucTema (xakepw, BUpYycH, UTH.). [Ipahemem
pe3yaTaTa CTyjAeHaTa Ha HMCIHUTY NpuMeheHo je aa CTyneHTH uMajy mpodiiemMa aa
caBlafajy TpaauBO U3 O0JAaCTH KpHUNTOrpadCcKUX anropurama, IITO C€ KacHHje
HEraTHUBHO OJ[pakaBa HA HHXOB CBEYKYIAH yCIeX Ha UCIHTY. AHAJIM30M pasjiora Koju
Cy IIOBENH 10 OBaKBOT CTama JOILIO Ce JI0 3aKJbydka Ja OM yBoleme cucrema 3a
BU3YEIIHY pPEMpe3eHTAIM]y KPpUNTOrpad)CKUX alroputaMa y OKBHUPY JIabOpaTOPH)CKHUX
BE&XKOM Ha TpeIMETy MOTJIO OUTH jeqHO o1 pemniewma npodiema. Kopumheme oBakBux
cucreMa je yoOWYajeHO Ha TMpeIMeTHMa U3 O00JacTH pauyyHapcKe TEXHHKE H
uHpopMaTuke Koju u3ydanajy codreep. Ilpe pa3zBoja HOBOT cucTema, HalpaBJbeHA je
aHanm3a nocrojehux pemema Kako Ou ce yTBPAWIO Ja U Beh MOCTOju CUCTEM KOju Ou
UCITYHHO TIOTpede mpeAMeTa U Kako OM ce YCTaHOBHUJIO KOj€ Cy TO KapaKTepHUCTUKE KOje
6u Taj cucteM Tpebao 1a uMa J1a OM ce YCIEIIHO KOPUCTHO y HACTaBU. Y CTAHOBJBEHO je
Jla MaKo TOCTOjU BEIMKHM Opoj CHUCTeMa 3a BU3YEJHY pEINpe3eHTAldjy alropHTama,
penaTuBHO Manu Opoj mUX oMoryhaBa BH3YyENIHY pEmNpe3eHTaIr]y KpUNTOTrpadCKux
alropuTamMa, JIOK Mel)y aHalM3WpaHUM CHUCTEMHMa HE TIOCTOjU CHUCTEM 3a BU3YEIHY
penpe3eHTannjy KpunTorpadCKux aiaropuramMa KoOju y TMOTIYHOCTH 3a/I0BOJbaBa
notpebe npenMera 3amTuTa nojaraka Ha Enekrporexnuukom daxynrery y beorpany.
Ha ocHoBy cucremaruzamuje mnoctojehnx cucrema 3a BH3YEIHY pENpe3eHTaIN]y
aJIropUTaMa ca MOCeOHHM OCBPTOM Ha CHCTEME KOjU CE MOTY KOPHCTHUTH 3a BHU3YEIHY

penpe3eHTannjy KpunTorpagckux anropurama JgepuHHCcaHa je METOAOJIOTHja pa3Boja



OBAaKBHUX cHCTeMa. AHAJIM30M JIUTepaType Koja ce 0aBU CUCTEeMHUMa KOjU c€ KOPHCTE 3a
nomoh y yuewmy neduHHCAaH je HauMH KopHIIhema pa3BUjeHOI CHCTEMa y HACTaBH.
PeanuzoBanm cucrem omoryhaBa mpaheme u3BpIIaBama CBUX KpUOTOrpadCKUX
ajropuTamMa Koju Cy oOjallllbeéHH Ha 4YacoBMMa TpelaBama W BEXOW, MpHUKa3zyje CBE
JieTajbe U3BPIABakha 32 CBAKU OJ1 MOJPKAaHUX AITOpUTaMa, 3a MOjeAMHE AITOPUTME TJie
j€ TO OJ1 BAYKHOCTH CHUCTEM PaJH ca PEaTHUM BeJIHMYMHAMa IapaMmerapa ajJropurMma Koje
Cce KOPHUCTE y TPaKCH W CBU TapaMeTpu aJropurama Cy KOHPUTYpaOWJIHM Kako Ou

MOTJIH JIAaKO ¥ Op30 J1a ce MPUKaXy pa3IMuuTH MPUMEPH U3BpIIABaKka allrOpUTama.

VY okBHpY AucepTanuje HalpaBJbEH j€ Mperyiea 00JacTH CHCTeMa 3a TIOMON y y4ewmYy,
mpersies;] 00JIacTH BH3YEJIHE pPENpe3eHTallrje alropurama, Kao W mperjea o0iactu
BU3YeEITHE pernpe3eHTannje Kpunrorpadekux anropurama. Jlar je onuc kpunrorpadckux
anroputama koju cy nojapxkanun y COALA cuctemy. Cuctem nma MoryhHOCT BU3yeTHE
pempe3eHTanyje IMeT BpCTa KPUNTOTPAPCKUX — anropuTama:  CYNCTHTYIIHOHHX
anroputama (I{e3ap amropurtam, monoandabercku aiaroputam, Playfair anroputam u
Vigenereanropuram), Tpancnosunuonux airopurama (Rail Fenceanroputam u Row
Transpositionanropuram), npoaykuuonux anroputama (Rotor Machineanropuram),
cumerpuuHux 010K anroputama (DESanroputam u AES anropuram) u anropurama ca
jasaum kibyuem (Diffie-Hellman anropuram 1 RSAanropuram). Iloceban akieHar je
CTaBJbCH Ha OOjalllmbemhe JeTa’ba BE3aHMX 3a BH3YEIHY PENpe3eHTallH]y alropuTaMa
kopuitheny y COALA cucremy. Ilpukaszan je u jgerajbaH (YHKIHOHATIHH OIHUC
COALA cucrema 3a BU3yellHYy perpe3eHTalljy Kpunrorpackux aaroputama. ¥ pamy
Cy oOjammeHn W JeTajbu Be3aHu 3a coprBepcky mmruieMentannjy COALA cucrema.
Jat je mpermen TexXHOJIOTHja KOpUIINEHUX 3a CO(PTBEPCKY HMMIUIEMEHTAIIH]Y,
o0jamimena je CTpyKTypa co(pTBEpCKOT pellemha W JaTh Cy JeTajbh HaIlpaBJbEHUX
npomupema Javan SWINgAPI-ja, kao 1 HauWH W3BpILIABakba AITOPUTAMAa ITOAPKAHUX Y
COALA cucremy. HaumH xopumhema peaqu3oBaHOr CHCTEMa 3a BHU3YEIHY
penpe3eHTannjy KpUNTorpagcKux ajlropurama y OKBUPY MpeaMeTa 3alTHTa MojaTaka
Ha Enexkrporexnnukom ¢akyntery y beorpaay omucan je Kpo3 mperiies OCMUIIBEHUX
nabopaTopujckux BexxOM y okBupy kojux ce xopuctu COALA cucrem. Y mIKOJICKO]
roguan 2013/2014.yBeneHa je jour jeaHa HOBHHA Ha MPEAMETY, a TO je KopHIIheme
cucrema Moodle3a ucnutruBame U OICHHUBALE CTyICHATA Y OKBHPY JIAOOPATOPH]jCKUX

BeXOH, 1a je U To onucaHo. Y paay je npukaszana u eanyarnuja COALA cucrema ca



acrekTa e(QHUKaCHOCTH NPWIMKOM IpUMEHE Ha NpeaMeTy 3allThTa IojaTaka Ha
Enextporexuuukom ¢akynarery y beorpagy. Cucrem ce KOpPUCTH Yy HacTaBu y
NPETXO/HE TPHU IIKOJCKe roauHe (yBeaeH je y Hactapy 2011/2012imkosicke roauHe).
PesynraTu mpuMeHe cy MepeHH 3a IpBe JIBE TOIMHE KOpHIIhema cucTeMa, ¢ 003upom
na je Tpeha mkoJyicka roguHa y K0joj ce CUCTEM KOPUCTH joll yBEeK y TOKy. EBamyaruja
je mozxesbeHa Ha Tpu nena. Hajmpe cy mepenu edexkru yBohema COALA cucrema y
HacTaBy Ha OCHOBY YCIICHIHOCTH CTyJ€HAaTa Ha MpeIMeTy Yy MpPBOj IIKOJICKO] TOJMHH,
3aTuM Cy yrnopeheHu pe3yiaTaTd Kopulihewma W3 NpBE W ApPyre rojwHe, a Tpehu neo
aHanmu3e 00yXBaTHO je YTHCaK CTy/eHaTa Ha OCHOBY YIUTHHKA KOjU CY IOIYH-aBalu.
Pesynratu eBanyanuje cy mokasaiu Jia cy Hajehy KopucT o yBohema HOBOT cucTeMa
y HAacTaBy MMaJlil CTYACHTH KOjU WHAuYe OJUIaXXy TPEHYTaK y KOMeE IOJIaXKy MCIUT 3a
KacHHj€ UCIIUTHE POKOBE Yy TOKY IIKOJICKE TOJMHE KaKo OM MMaii BHIIE BpEMEHa Jia ce
OpUIIpeMe 32 UCHUT M KOjU HE YCIeBajy Ja IMOJ0XKE WCHOUT WU Ta IMOJIOXKE allu ca
HHUCKOM OIICHOM, Ka0 U HajOOJbH CTYAEHTH KOjUMa je KOpHIIheme crucTeMa IOMOIIIo Ja
mo00JbIIajy CBOje OlleHe. AHaIN3a aHKEeTe KOjy Cy CTYACHTH MOIYHaBalld j€ TToKaszaa
na je COALA cucreMm ycnenrHo MCITYHHO OCHOBHH IIMJb, & TO j€ Ja CTYJIEHTH 00Jbe

pasymejy TpaauBo U JeTajbe aIropuTraMa Koju cy OKPUBEHH OBUM CHCTEMOM.

Kibyune peun: Busyenna penpesenrtanuja anropurama, CUCTEMH 3a MOMOh y y4emy,
Kpunrorpadgcku anropurmu, 3amTura noparaka, Exykanuja y o0nacTH 3amTure
nogaraka, AES amroputam, DES anropuram, Diffie-Hellman amropuram, RSA

ITOPHUTAM.
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¥Y:ka nayuyna o6aact: Pauynapcka TexHuka u nuHGopMaTHKa
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Title: Visual representation of cryptographic algorithms

Abstract: In this dissertation a novel system for visual esentation of cryptographic
algorithms (CryptOgraphic Algorithms visualL simuiéit — COALA) is presented. The
main goal of the developed system is to help stisdeho are new to the field of data
security to easier and better understand the rahténiat covers cryptographic
algorithms, which represents the foundation on thie more complex topics rely on.
At the School of Electrical Engineering, Universadl/Belgrade there is a course called
Data Security that covers topics from cryptographlgorithms, through security
protocols and applications, to system security.f@owing student’s results on the
exam it was noticed that students tend to havel@mub to cope with the material
covering the field of cryptographic algorithms, wiilater had negative impact on their
overall success on the exam. After analyzing thesaes that lead to the described
situation, the conclusion was drawn that the inigtin of a system for visual
representation of cryptographic algorithms witte taboratory exercises in the course
might be a solution to the problem. Usage of simslgstems is quite usual at courses
that teach software related areas in the fieldoofiguter engineering and information
systems. Before a new system was developed ansaalfy existing solutions in the
field was made in order to determine whether aesyghat covers the needs of the Data
Security course already exists and to define wiitéracteristics should such system
have in order to be successfully used as an edwnedhtaid. It was found that even
though there is a large number of systems for Viee@esentation of algorithms (AV
systems), there is only a small number of systeha tan be used for visual
representation of cryptographic algorithm and nohé¢hese systems fully covers the
needs of the Data Security course. Based on thiersgfization of the existing systems
for visual representation of algorithms with speaigention on those that can be used
for visual representation of cryptographic algorith a methodology for the
development of such system is proposed. By anabfdise literature that is concerned
with the elLearning tools an efficient way of usithg developed system in education
process is defined. The developed system enabtagedieanalysis of the execution of
all cryptographic algorithms that are explainedhat lecture classes and the problems

classes. It presents all details of the executibsupported algorithms, where it is



significant for understanding the system works wéal world lengths of the algorithm
parameters, and all input parameters in the algostare configurable in order to make

it possible to easily and quickly show executioralgiorithms on different examples.

As a part of the dissertation, several overviewgewmade: an overview of the
eLearning tools field, an overview of the field eowg systems for visual
representation of algorithms (AV systems), and \eeraew of the field concerned with
systems for visual representation of cryptograpiigorithms. The description of
cryptographic algorithms that are supported in @@ALA system is presented. The
system supports five different types of cryptogiahgorithms: substitution algorithms
(Caesar, monoalphabetic, Playfair, and Vigenererdlgns), transposition algorithms
(Rail Fence and Row Transposition algorithms), pobidn algorithms (Rotor
Machine), symmetric block algorithms (DES and AES&)d public-key algorithms
(Diffie-Hellman and RSA). Special emphasis is pthan the explanation of details
about the visual representation used in the COAlstesn. The detailed functional
description and details about software implemeotatwf the COALA system are
presented in the dissertation. Overview of thernetdgies that are used, the structure of
the software solution, and the modifications of stendard Java APl and the Swing
API, and details about the implementation of thgoathm execution are given. The
way in which the developed system was used withim Data Security course is
described through the presentation of the desitatsatatory exercises which make use
of the COALA system. In the school year 2013/20adther novelty was introduced to
the course and that is the use of the Moodle platfor examination and assessment of
students at the laboratory exercises and thissis ekplained in the dissertation. The
dissertation also shows an evaluation of the COAdystem from the aspect of
efficiency in the application in education. Thetsys has been in use for the past three
school years (introduced in school year 2011/2018¢. results of the system use at the
course have been measured for the first two yeanse the third year is still in
progress. The evaluation is divided in three pdrtsthe first part the effects of the
COALA system introduction to the course is measurased on the results of students
on the exam. In the second part the results frommdansecutive years of the system
usage have been compared. In the third part theiaspiof students who used the

system was analyzed through a survey conductetiansécond year of usage. The



evaluation results showed that the introductiothefCOALA system brought benefit to
all students, especially to those students whoipusly could not pass the exam in the
first examination period of a school year and tmemf the best students to improve
their grades. The analysis of the survey conduatedng the students who used the
system showed that the COALA system successfulfiiéa the main goal which was
to help students to better understand the matendldetails of the algorithms that are

covered by the system.

Keywords: Algorithm visualization, eLearning tools, Cryptoghac algorithms, Data
security, Security education, AES, DES, Diffie-Hhedin, RSA.

Scientific area: Electrical and Computer Engineering

Scientific subarea: Computer Engineering

UDC number: 621.3
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1. YBOJ

VY naHamme BpeMe padyHapH Cy TOCTaUd CAacTaBHH €0 CBAKOJHEBHOI JKHBOTA.
3axBasbyjyhu TEXHOJIOIIIKOM HaNpeTKy y pa3BOjy padyHapa AaHAc C€ BEIUKH Opoj
pa3HOBpPCHUX ypehaja Moke oKapakTepucaTH kao pauyHap. Ca apyre cTpaHe, pa3BojeM
WuTepHera onuio ce A0 MHOIITBA HOBUX CaJipkaja KOjU Cy JOCTYIHHU KOpHIIhEeHmeM
MOMEHYTHX Yypehaja. YmpaBo OBaj CIoOj JOBEO je 10 Tora Jia ce JaHac padyHapu

MOJTj€THAKO KOPUCTE Y 3a0aBHE, €yKaTUBHE U MTOCIOBHE CBPXE.

Nmajyhu y BuIy UYMBEGHHMILy Ja C€ JaHac IyTeM padyHapa o00aBjhajy MHOTE
omepanuje Koje cy 0e30€JHOCHO OCET/bMBE jeHa OJ OMTHUX OOJACTH padyHapCKe
TEXHUKEe W WH(POpPMATHUKE IOCTaje 3alITHTA IMoJaTaka. 3alliTHTa I0JaTaka jeé OJyBeK
Ouna OuTHa, anM je paHuje HajBuIle KopuinheHa y BojHe cBpxe. /laHac oBa olGusact
MOCTaje TO/IjeTHAKO Ba)KHA CBAKOM I10j€MHITY KOJU KOPHUCTH pauyHap u MHTepHeT, 6e3

003upa Ha CBpXY KopHIIhema.

3axBaspyjyhu omacky 3amTuTe TMojiaTaka y IeHTap NMaxme, Ha BehuHu Qakynrera y
CBETY Yy OKBHPY CTyAHja W3 00JIAaCTH padyHApCKe TEXHUKE M WH(OpMATHKE TOCTOje
npeaMeTH Koju ce 6aBe oBoM obnainhy, na Tako U Ha EnekTpoTeXHu4KkoM (hakynTeTy y
beorpany (ET®). Ox 2007/2008.mKkoncke roauHe Ha YETBPTOj TOJUHA OCHOBHHX
CTynHja ojJceka 3a COPTBEPCKO HHKEHEPCTBO YBEACH je 00aBEe3HW MPEAMET TOJ
HasuBoM 3amrruta mogataka. Ox 2008/2009mikoiicke roguHe OBaj MPEAMET j€ YBEACH
U Ha YeTBPTOj TOAMHUM OCHOBHHMX CTyIMja KAa0 W Ha MacTep CTyAMjaMa oOJiceKa 3a
padyHapcKy TEXHUKY M MH(OpMaTHKy Kao u300pHU mpeamer. Llusb oBor mpenmera je
yIO3HaBaWkHE CTYyJICHaTa ca MEXaHW3MHUMa KOJH C€ MPUMEHY]y y OOJacTH 3allTHTE
Mo/IaTaKa, aruIuKalrjaMa Koje ce KOPUCTe Kako Ou ce 00e30e11iii CUTYpHOCHU CEPBUCH
¥ HAYMHMMAa IPUMEHEe TUX aruinkanyja. @ona yacoBa mpeaMera je JBa yaca mpeaBama,
JIBa yaca Be>KOM Ha TabJu U jeliaH yac 1JabopaTOpHjCKUX BEXOU HEAEJbHO, C TUM IUITO je
yac JabOpaTOpHjCKUX BEXKOM TpeABUNHEH camMO 3a CTYJIEHTE OCHOBHUX CTyIHja.
Jluteparypa Koja ce KOPHCTH Ha MPEAMETY CaCTOjU CE M3 KEHHUTE€ Ha EHTJIECKOM Je3UKY
[1] u maTepujana Ha cprickoM je3uky [2]. ['panuBo Koje ce M3y4aBa Ha MPEAMETY je
BeoMa 0OMMHO, ¢ 003MpOM Ha TO J1a CTYACHTH HEMajy Ipe3Hambe U3 OB 00JIacTH, a Ja

Cy KOHIENTH BeoMa KOMIUIEKCHHU. Y OKBHpY npenmeta usmely ocranor uzyuaBajy ce u



KpUNTOTpadCcKu aIrOPUTMHU U TO: CUMETPUYHU U aCUMETPHYUHHU.

Kox cumerpudHuX anropurama mpBo ce pajie KIIACUYHU KPUNTOTPaCKH alrOpuTMH,
KOjU Cy jeHOCTAaBHUjH, M TOTOJHM 3a JIEMOHCTpAalMjy KOHIenaTa o0jalllkeHNX Ha
npenaBamuMa. Ilopen Tora, o1 KIACHYHUX KPUNTOTpaCKUX alropuTaMa ce MOJa3H
Kako OM cTyaeHTHMMa OWJIO jacHO M 300T 4era OBM aJTOPUTMH HHUCY MOIJIM J1a Cce
KOPUCTE y CaBpEMEHHM IpHMEHama. 3aTUM Ce M3y4aBajy JiBa CaBpeMeHa CHMETpHYHA
ook anroputma Data Encryption StandardDES) u Advanced Encryption Standard
(AES). DESanropuTam je BakaH 300T TOTa IITO j€ TO MPBU MOACPHU CUMETPHYHH OJIOK
aJTopuTaM KOjJU j€ YCBOJEH Kao CTaHAap/l U KOpUIINEH y KOMEPIHjaTHUM ITpUMEHaMa y
BpeMeHCKOoM pa3no0spy o 20 roauna (mouesrmm ox 1977.roxuue). 36or Tora je oBaj
QITOpPHUTaM MOTOJaH J1a Ce MOKaXy MPUHLUIH JAU3ajHa CUMETPHUYHUX OJIOK aJIrOpHTaMma,
Kao M CTPYKTypa Ha K0joj je 3acHoBaH (FeistelcTpykrypa anropurma), ainu u HegoCTaIH
KOJH Cy JIOBEJIM JI0 TOTa Jia ajJropuTaM y JeIHOM TPEHYTKY mocraHe HeOezOeman. AES
aIropuTaM je€ CHMETPUYHH OJIOK aJlrOpuTaM KOJU j€ JaHac y YIOTpPeOW y CBUM
nprMeHaMa, ma je 300T Tora BaXKHO J1a CTYACHTH Hayde M Kako (YHKIMOHHUIIE OBaj

ITOpUTaM.

Kon acumerpuynmx anroputama (OJHOCHO ajropurama ca jaBHHM KJbY4eM)
u3ydapajy ce Diffie-Hellman u RSA Rivest Shamir Adlemaranropurmu. Diffie-
Hellmananropuram je 3Hauajan U3 paziora ITO je TO MPBH AITOPUTaM KOjU je MKaJaa
CMUIIIJBEH U3 OBE TPYyIIE alropuTama u 00jaBJbEH 3aj€HO ca KOHIIEITOM aCUMETPUIHHUX
anroputama (1976. rogune). OBaj aaroputaM HHjE€ MPAKTHYHO KOPHUCTHTH 34
mmdpoBame, Beh camMo 3a CUTYpHY pa3MeHy 3ajeJHHYKE TajHe BpelHOCTH u3Mmely aBa
KopucHuKa. RSA anropuram je mpBH aqroputaM U3 OBE TpyIe alIropuraMa Koju uma
moryhaoct mmdpoBama (cmunuben 1977. rogune). OBaj anropuraMm je W JaHac y
ynotpebu, ¢ 003uUpoM J1a 10 cajia HUCY TTpoHal)eHn pasiio3u Koju O JOBEIH A0 3aMEHE

OBOT" AJITOPUTMA HCKHUM HOBUM.

[Ipatehn pesynrare cTymeHara Ha HUCIHUTY npuMeheHO je 1ma CTyAeHTH HMajy
npobiema Ja caBiazajy rpaJuBO U3 00JacTH KpUNTOrpadCcKUX anropurama, IITO ce
KacHHje HEraTUBHO OJIpaKaBAJI0 HA IUXOB CBEYKyMaH ycrex Ha ucnury. Ilocroju
HEKOJIMKO pa3yiora KOju Cy MOTJIM YTHIIaTH Ha OBaKaB HeraTuBaH TpeH. [1pBu pasior je
Taj MTO CYy MOjeAMHU KPUNITOTPaA()CKU AITOPUTMH KOjU Cy O0jallllbeHU Ha MPEIAMETY

BeOMa CIIOkeHH (y HTaby Cy PEaHU AlTOPUTMHU Y YIOTpeOu) u 300T TOra He OCTOjH



MOTryhHOCT J1a ce Ha MperaBambiMa WM BexkOaMa Ha TalJu MpUKa)ke U3BPILABAKE OBUX
anroputama. Jlpyru pasjor u3ia3sd M3 OICera OBOI HCTPAXHMBamba U 3axXTeBao OH
MOCeOHY COIMOJIONIKY aHAIKM3Y, a YKJbYUyje YHEHHUILY Jla ce CBe Behu Opoj cTyneHara
3aroIbaBa M Mpe HEro IITO 3aBPIIN CTYAHWje, I1a CAMUM THM PE3YJITaTH Ha HCIATHMA

1I0CTajy JIOIIHjH.

OHO mTO je yoOW4YajeHO Ha MpeaMeTHMa M3 00JIacTH padyHapCcKe TEXHHUKE |
UHpOpPMATHKE je 12 ce y OKBUPY J1a00OPaTOPH)jCKUX BEKOM KOPUCTE PA3TUUUTH CHCTEMH
3a momoh y yuewy. Ha mpeamernma Koju Cy BHIIE OPHjEHTHCAHH Ka H3Yy4aBamby
XapJBepa TaKBH CHCTEMH Cy uecTo codrBepcku cumynaropu [3], [4], [5], [6], unju je
3alaTak Ja CUMYJIUpajy XapABep Koju ce u3y4yaBa. Ha Taj maumH omoryheHo je
CTyIlEHTHMA Jia CTCKHY HIPaKTHYHO 3Hame Yy pajy ca CHMYJaTopoM XapjBepa, a ca
Jpyre cTpaHe HHje MOTPeOHO HANpaBUTHU BEJIMKY WHBECTHIM]Y Y IOTJeny HabaBke
noTpeOHe onpeme. Ha mpenMernma Koju u3yvaBajy copTBEp 4€CTO c€ KOPUCTE CUCTEMHU
3a BU3YyEJIHY penpeseHTannjy anropurama [7], [8], [9]. O6mact npojekroBama crcremMa
3a BU3YEJIHY PENpe3eHTAI]y aIropuTaMa umMa Ayry TpPaJuLinjy U BeTUKU Opoj OBaKBHX
cucteMa je 1o caga peanu3oBaH. Ca pacTOM IMOMYJapHOCTH 3alITHTE MOJaraka
MojaBJbyje CE€ CBE BHUIIE CHCTEMa 3a BHU3YEIHY pEMpe3eHTAIM]y KpHUNTOrpadCKux

aJIropuTamMa.

JeZHO ol MOTEHIMjaTHUX pellekha MpodiieMa KOju je YOUeH Ha MpeIMeTy 3allTUTa
nmojaraka Morjo Oum ma Oyzme yBoheme cucTemMa 3a BHU3YEIHY penpe3eHTaln]y
KpUNTOrpa)CKUX alropurama y OKBHpY 1abopaTopHjcKuX BexxOH Ha nmpeameTry. OBakaB
cucteM Ou Tpebao na omoryhm mnpaheme u3BpIIaBama CBUX KPUNTOrpadCKuX
alIropuTaMa Koju cy o0jallll-eHH Ha YacOoBMMA IpeAaBama M BexOW, a Mopao Ou 1a
YKJbYYH CBE CIIOKEHH]E aJITOPUTME 3a KOje HHje Moryhe Jpyraduuje mpHuKa3aTH Kako ce
u3Bpmanajy. Cuctem OM MOpao J1a TpUKa3yje CBE JETaJjhe M3BpIIaBama 3a CBAKH O]
ajropuTama. 3a 1ojeinHe ajJropuTMe IIe je TO O/ BaXKHOCTHU CHcTeM Ou Tpebao a paau
ca peaJHUM BelMYMHAMa IapaMeTrapa ajlropuTMa Koje ce Kopucte y mpakcu. CBH
napameTpH ajaroputama o Tpedanm na Oyay KoHPUrypaOuiHM Kako OW MOTJIHU JIaKO U

Op30 Aa ce MpUKaXy pa3InYUTH MPUMEPHU U3BpIIIaBama ajJropurama.

C 003upoM Ha YHICHHIy Ja TIOCTOJU BEIMKM OpOj CHCTEMa 3a BH3YCIHY
perpe3eHTaNnjy alropuTrama, OJf KOjUX Cy HEKM M CHCTEMH KOju omoryharajy

ayTOMAaTCKO T€HEpUCAmhe BU3YEIHE PENpe3eHTalllje MPOU3BOJHHOI allTOpPUTMa, Hajlpe



je HarmpaBJbeH mperiesn nocrojehux cucrema. Y CTaHOBIBEHO j€ /1a HAKO TOCTOjU BEIHKH
Opoj cucrteMa 3a BH3YEIHY pENpe3eHTAlHjy ajJropurama, pelaTuBHO Maiu Opoj HUX
omoryhaBa BH3YeJIHY pENpe3eHTAI]y KpUOTOorpagCKuxX anropurama. 3aTUM CY
JEeTaJbHO aHAJIM3UPAHW CHUCTEMH KOju omoryhaBajy BH3YyeNHY peNpe3eHTaIH]y
Kpunrorpadckux anropurama. Pesynrar ananumse je 1a He MOCTOjU CHCTEM 3a BU3YEIIHY
penpe3eHTannjy KpunTorpadCKux aiaropuramMa KoOju y TMOTIYHOCTH 3a/I0BOJbaBa
noTpede npenamera 3amruta nogataka Ha ET®-y. Ha ocHOBY mpeTXoaHux 3akjbydaka,
JIOHETa je OoJyuTyKa Ja Ce€ peajlu3yjeé HOB CHCTEM 3a BH3YCIHY peNpe3eHTAlH]y
kpuntorpadekux anropurama (COALA) koju OM y NOTHYHOCTH 33JJOBOJBUO YOUCHE
notpebe. Ha ocHOBY ananu3e imTepaType Koja ce 6aBu cUCTeMHMa KOjU c€ KOPHCTE 3a
nomoh y yuyemy OCMUIIJBEH j€ U HaYWH Ha KOJU OM C€ CHCTEM KOPHCTHO Y HACTaBH Y
OKBHpY J1a00OpaTOpHjCKUX BEXKOM ca IHMJBEM Ja C€ CTYJCHTHMa IOMOTHE na 0oJbe

caBJIaJiajy rpauBoO U3 OBE 00JaCTH M TUME NMOOOJBILAjJY CBOjE PE3Y/ITATE HA UCTIHTY.

JIoKTOpCKa IucepTamyja CaapkKd JEBET IOTJIaBJba, CKYNl HEONXOIHHX TpHIIOra H
nperyiea kopuutheHe auteparype. Y Apyrom IMOTJIaBJby HAJIpe j€ HalpaBJbeH IMperien
oOmactu cucrema 3a momoh y yuemwy. [IoTom je HanpaBibeH nperies 00IacTH BU3yEIHE
perpe3eHTalnrje alropuramMa, a HaKOH Tora W O0OJIaCTH BH3YEIIHE PEIpE3CHTAIN]e
kpuntorpadckux anropurama. Ha kpajy, Ha OCHOBY CBera HM3JIOKEHOT H3BYYCHH CYy
3aKJbY4IH KOjH C€ MOTY NPUMEHHUTH NMPHUIMKOM pellaBama MpolieMa IMOCTaBJbEHOT Y
auceprauuju. Y TpeheM MOriaBiby je MpPUKa3aH OMUC KPUNTOrpadCcKUX airopurama
koju cy noapxkann y COALA cucremy. Crucrem noapskaBa HeT BpCTa KpUNITOrpadcKux
aNropuTaMa. CyNCTUTYLIHOHE aJrOPHUTME, TPAHCIIO3MIMOHE aITOPUTME, HMPOIYKIMOHE
aNTOpUTME, CHUMETpPUYHE OJIOK aNropuT™Me W alroOpuTME ca jaBHUM KJbydeM. Y
YEeTBPTOM IIOIJIaBJbY Cy OOjallllbeHHW JIeTaJbh BE3aHM 3a BU3YEIHY pernpe3eHTalu]y
anroputama kopumheny y COALA cucremy. Ha ocHOBY 3akibydaka HM3BEICHUX Y
noryiaBiby 2 npowusamao je au3zajH kopumhen y COALA cucremy. Y meToM morjiaBiby
je mpukazaH nerasbaH ¢GyHkumoHamHu omuc COALA cuctema 3a BU3YEIHY
penpe3eHTanrjy KpUOTOrpaCKUX alropuraMa KOjU j€ pealn3oBaH. Y IIECTOM
NOTJIaBJbY Cy OOjallllbeHM JeTajbu Be3aHu 3a coprTBepcky umruiementarnunjy COALA
cucremMa. IIpBo je gar mperyien TeXHOJOrHja KopuimheHUX 3a COPTBEPCKY
MMILJIEMEHTAIIA]y, HAKOH TOTa je o0jalimeHa CTPYKTypa cohTBEPCKOT pelieHkha, IMOTOM

Cy JaTh JeTaJbl HEONMXOMHHX mpommpema cranpapaHor APl-ja  (Application



Programming Interface xoja cy HampaBibeHa M Ha Kpajy je oOjalllbeH HaYMH
u3BpIuaBama anropurama noapxkanux y COALA cuctemy. Y cenMoM MOTJaBiby je
ONKCaH HauuH Kopuuhewma peann30BaHOI CHUCTEMA 33 BHU3YEIHY pENpe3eHTaLujy
KpUNTorpadckux  ajnropurama |y  OKBUPY Kypca 3amTuTa IOAaTaka Ha
Enextporexunukom ¢akynrery y beorpagy. Y ocmMoM 1mornaBiby je omnmcaHa
eBasryanja COALA cuctema ca acriekra eUKacCHOCTH MPHIMKOM MPUMEHE Ha Kypcy
3amtura nojgaraka Ha EnexrporexunukoMm dakynrery y beorpany. Cuctem ce Kopuctu
y HAacTaBU y MPETXOJHE TPH MIKOJCKe roamue (yBemeH je y HacraBy 2011/2012.
IIKOJICKE TOAMHE). Y JeBETOM IOINIaBJby Jlaje Ce 3aK/by4aK, Kao KPUTUYKH OCBPT Ha

HCIIYHBCHEC HUJbCBA IMOCTABJBCHUX HaA IMOYCTKY OBOI' paldada, Kao0 U PE3UME CBCra

ypahenor.



2. TPEIVIEJ PEJIEBAHTHE
JINMTEPATYPE

VY oBoM nornasspy he Hajpe OUTH HampaBJbEH Mperiiea o0IacTH cucTeMa 3a moMmoh
y yuemy. Ilotom he OuTu HampaBibeH mperjen oOJacTH BU3YEIHE penpe3eHTaluje
aIropuTaMa, a HaKOH TOra M 00JacTH BH3YeNHE peIpe3eHTalyje KpUnTorpadckux
anroputama. Ha kpajy, Ha OCHOBY cBera U3J0KEeHOT Ouhe U3BY4YeHM 3aKJbyUIH KOjH Ce

MOTY IPUMEHHUTH IPUIMKOM pellaBama MpodiieMa MOCTaBbEHOT y AUCEPTALUjH.

2.1. HPETJIEA OBJIACTHU CUCTEMA 3A IIOMOT Y YUEDY
Cucremu 3a momoh y yuemy (enri. eLearning toolscy aeo caBpemenor o6pa3oBHOT
nporeca. [ 1aBHU 3a7aTak OBHX CHCTEMa je Aa oMoryhe oHMMa KOju MX KOPHUCTE Ja
JaKIle CaBlalajy TpaguBo. Y JaHAIIkbEe BpeMe IMOCTOJU BEIHMKH Opoj pa3HOBPCHHUX
cucremMa 3a momoh y yuemy. Y 3aBUCHOCTH 07 00JAaCTH MPUMEHE U HHUBOA MOTPEOHOT
3Hama 3a KOpUIMhEemEe CHCTeMa pa3juKyje Ce M TEXHOJOTHja TpPUMEHEHa 3a
peanuzanmjy cucreMa. brno OW BeTWKHM HM3a30B HAMPAaBUTH CBEOOyXBaTaH IIPeETJiea
nocrojehux cucrema 3a momoh y yuemy. Y HacTaBKy he OMTH NpHKa3zaHH HEKH O
penpe3eHTaTuBHUX cucTeMa 3a nmomoh y yuemy. OBH cucTeMu cy ogabpaHu Tako ja
MOKPH]y IITO BUIIEC PA3HOBPCHUX MYJITHMEIWJATHUX caJipikaja M TEXHOJIOTHja, Kao U

IITO BUIIC PA3JIMIUTUX obnactu IIPUMCHCE.

TaGena 2.1 npukasyje ommre uHpopmalje o ogadbpaHuM CUCTeMHUMa 3a momoh y
yaewy. OBe mH(popmarje oOyxBarajy: Ha3WB CHCTeMa, OOJacT MPUMEHE CHUCTEeMa,
3eMJby HACTaHKa CHCTEMa, FOJMHY HacTaHKa (3a cUCTeMe 3a Koje je oBa MH(opMmaruja
JIOCTYIIHA) WJIM TOJMHY MyONMKalMje cucreMa (3a CHUCTeMe 3a KOje HHUje JOCTYIHA
rOJMHA HACTAaHKa), JUHK Ka CHCTeMy (3a CHCTEME 3a KOje IMOCTOjH CajT Ha KOME Cy
JOCTYITHH) WJIM JIMHK Ka MyOJMKalMji KOoja OMHUCYje CUCTeM (3a CHCTeMe KOjUu HeMajy
cajt), pedepena. CBUM JIMHKOBUMA j€ MOCIEAMU NyT mnpuctynano ampuiaa 2014,

TOJUHE.

Alice tool [10] mpencraBiba 3D WHTEPaKTHBHO AHMMHUPAHO OKPYXKCHE KOje je
pa3BUjeHO KaKo OM MOMOTJIO CTYJCHTHMA KOjH y4e IpoTrpaMupame Ja pa3yme]jy Kako J1a
NpUMEHE TEXHUKE 3a pelaBame mpolieMa y CBOjUM MporpaMuMa M Kako Jla KOPHCTeE

yoOuuajeHe nporpaMmcke kouctpykuuje. BlueJ tool[11] je unterpucano JavapassojHo



TaGena 2.1.IIpernen HEKUX O pEeNPE3CHTATUBHUX CHCTEMa 3a MoMoh y yuemy

Hasus cucrema Ob6nact npumeHe 3emsba loa. JINHK Ped.
Alice tool nporpamuparse CAL 2000. http://www.alice.org/ [10]
BlueJ tool 06jeKTHO AycTpanuja, 2003. http://www.bluej.org [11]
OpujeHTUCaHo Benunka
nporpammparbe BbputaHuja
CWRU tool set MYATUANCUMNIN- CAL 1999. http://drushel.cwru.edu/375/index.ht | [12]
-HapHo ml
VHXeHepCTBO
Digital 3D Lego CUrYPHOCHM CAL 2011. http://coitweb.uncc.edu/~wwang22/r | [13]
tool npoToKoNn esearch/
papers/IEEE-TLT-Wang.pdf
Digital Violin CcBUparbe CuHranyp 2005. http://www.comp.nus.edu.sg/~wang [14]
Tutor tool BUO/IMHE ye/
Explore! tool uctopuja Utanuja 2008. http://ivu.di.uniba.it/people/ardito [15]
/Software/Explore/index.htm
Exspot tool nocete mysejuma CAL 2005. http://www.exploratorium.edu [16]
Family Ensemble | ceuparbe knasupa | Janad 2004. http://www.vis.uky.edu/~cheung/cou | [17]
tool rses/
ee639_fallo4/homeworks/p556.pdf
Haptic/Aural tool | matemaTtuka CAL 2011. http://research.vuse.vanderbilt.edu/ [18]
MEDLAB/research_files/haptics.htm
HRITEH tool set Xupypruja LBajuapcka 2005. http://www.hystsim.ethz.ch/ [19]
Humanoid CTpaHu jesnk TajsaH 2010. http://hci.csie.ncu.edu.tw/ [20]
Robots tool set
Hyperscore tool KOMMNOHOBaHe CAL 2004. http://hyperscore.wordpress.com [21]
My3MKe
MLVLS tool set onwTe HameHe KuHa 2010. http://www.carstenullrich.net/ [22]
pubs/Ullrich10Mobile.pdf
MTM tool set onwTe HameHe CAL 2003. http://www.csc.villanova.edu/~klassn | [23]
er/
PRAR tool set onwTe HameHe JykHa Kopeja | 2009. http://cgit.nutn.edu.tw:8080/cgit/ [25]
PaperDL/CUC_110118152121.PDF
Quest Atlantis onwrTe HameHe CAL 2005. http://atlantisremixed.org/ [26]
tool
Robovie tool set CTPaHM jesnk JanaH 2005. http://www.irc.atr.jp/~kanda/ [27]
SDLDS tool OCHOBM Cpbuja 2013. http://ieeexplore.ieee.org/xpls/ [3]
payyHapcke abs_all.jsp?arnumber=6280603
TEXHUKe
Seeing Sound cBUpare AycTpanuja 2005. http://web.arch.usyd.edu.au/~andre [28]
tool MY3UYKMX w/
MHCTPYMeHaTa
USIM tool set nocete mysejy CAL 2002. http://www.hpl.hp.com/research/ [29]
papers/2002/ubiquitous.html

OKpYyKeme ca rpapuukuM kopucHuukuM uHTEpdejcom (erra. Graphical User Interface
— GUI) muzajuupanuM 3a ydeme OCHOBHHMX KOHIICMaTa OOjEKTHO OpPHjEHTHCAHOT
nporpamupama Ha (akynreruma. CWRU tool sefl2] moapasymeBa ga CTyIACHTH KOjH
y4de pa3nu4uTe 00JIACTH pajie 3ajelHO y TAMOBUMA KaKoO O JM3ajHUPATH, HAPABUIU U
UCIIPOTpaMUpalid CONCTBEHE ayTOHOMHE po0OTe MOMOhy KOjUX O ce TaKMHUYUIU
NPOTUB JAPYIHX THMOBA y jABHOM TaKMHUYCHY Ha Kpajy CeMecTpa y UIPH CaKyIJbamba
mwiactuuHux jaja. Digital 3D Lego tool [13] je cucremM 3a €IEKTPOHCKO YyUCHE
CHUTYPHOCHHUX TPOTOKOJIAa Y KOME CYy IPUMEH-EHE TIeIaroIliKe METOJIe KOje ce KOPUCTE Y
UrpaykaMa KOHCTPYKIIHOHHUM CETOBHMMA, Ia Cy CUTYPHOCHE MPUMHUTHUBE MPEACTAB/LEHE

ka0 LeQgOo KOIKHIlE a CHTYPHOCHH IPOTOKOJIM Kao CTPYKType Koje ce ao0ujajy



cmarameM  korkuna. Digital  Violin - Tutor [14] npencraBba codTBepcku
MYJITHUMEAMjaTHH ajlaT JAW3ajHUPaH 32 MOYETHUKE Y yUelY CBHpama BUOJIMHE Kako OH
UM TIOMOTa0 Ja HAIITUMYjy BHOJHHY, yO4e T'pEUIKE y CBOM CBUPamy M IPENO3HAjy
UCIpaBHO OjcBHpaHy Kommosuinjy. Explore! tool [15] mpeacraBiba MynTuMeujanny
UTpy Koja yKJbydyje Kopuithemhe MOOMIIHUX TEXHOJIOTH]ja 32 KCKYp3Hje Y UCTOPU]CKOM
HapKy 3a y4eHHKE Y OCHOBHOj mkoiu. EXSpot[16] je amar Gasupan Ha kopumrhewmy
RFID Ttexnosoruje koju mma 3a IuJb J1a MOOOJBIIA MCKYCTBO KOPHUCHUKA TMPHIMKOM
MOCETE MY3€jy TaKo IMITO My oMoryhaBa Jja CHUMH JIeTalbe CBOj€ MOCETe M KaCHHje MX
anamm3upa kox kyhe. Family Ensemble tool17] mpencraBiba BHIIEKOPUCHHYKH
MY3MUYKH CHCTeM 3a 3a0aBy M eAyKalldjy KOju TOMaxke JeTeTy Ja Hay4yH Ja CBHUpa
KJIaBHp Tako MTO oMmoryhaBa Ja pomuTess W JETe CBHPAjy y IyeTy INpH 4eMy ce
u3Boheme poauTesba ayroMaTcku Kopuryje. Haptic/Aural tool [18] je codrBepcka
aruIMKalyja Koja je pa3BHjeHa Ja KOPUCTH XaNTUYKU €KpaH KOjHU pearyje Ha JOAUpP KakKo
Ou momorJia yueHuIuMa ca omTeheHnM BHJIOM J1a yue MaTeMaTHKy Y OCHOBHO] LIIKOJIH.
HRITEH tool se{19] je reHepruky XUPYPUIKA TPEHUHT CUMYJIATOP 32 XHCTEPOCKOIH]Y
Koju oMoryhaBa KOPHUCHUIIMMA J1a yBex0aBajy Mpolenypy W OazudHe MaHMITYJaIu]e
npwimkoM crnpoBohema mnpouexype. Humanoid Robots tool sef20] xopucru
XyMaHOHHE Po0OTe 3a YUeHhEe CTPAaHOT je3uKa y OCHOBHO] mikoiu. Hyperscore too[21]
je rpaduuKky CHCTEM 3a KOMIIOHOBAaKkE€ MENIO/Mja y3 IMOMON padyHapa HaMEHmEH
KOpHUCHHUIIMMA 0€3 MPETXOIHOI TEOpeTCKOr 3Hama W o0yke. MLVLS tool set[22]
MpeAcTaB/ba MOOUITHU €AyKAIlMOHH CHCTEM KOju oMoryhaBa CTyJEeHTHMA Ja YXHUBO
npaTe HacTaBy Ha CBOjUM MoOOWIHUM ypehajuma y3 moryhHocT uHTepakiuje ca
npejaBaunMa TOKOM Tpajama yaca. MTM tool set[23] npencraBiba ckyn pemema 3a
norerikohe koje onemoryhasajy kopuniheme Lego MindStormgomriiera 3a npaBiberbe
poboTa y eaykanuju u3 00JacTH padyHapcke TexHuke u uapopmaruke [24]. PRAR tool
set[25] je MHTEpaKTHBHU CHCTEM 3a Y4e€HE KOjH KOPHCTH INPENo3HaBambe oOpaszana u
usMemeHy peannoct (enri. pattern recognition and augmented reglityako 6wu
MIOMOTA0 CTYIEHTHMA TMPHINKOM y4eha M3 JINTEPaType JOAAaBAEEM ayIuo W BHUICO
cagpkaja. Quest Atlantis t00]26] je 3D BuiekopuCHHYKA BUPTYEIHA UTPa HAMEH-CHA
ey yzpacta ox 9-15 roamna 3a yueme onpeheHux 00IacTH M3 MIKOJCKOT TUIaHA U
nporpamMa Kpo3 HU3 aKTHBHOCTH KOje C€ ISIMMHYHO CIIPOBOJE y BHPTYEIHOM, a

JNCTUMHYHO y CcTBapHOM cBery. Robovie tool set[27] mpeacraBmpa kopumiheme



MHTEPAaKTUBHOT XyMaHOMJHOT poOoTa moja Ha3uBoM RoObOviekao Tyropa 3a ydeme
cTpaHor jesuka y ocHoBHOj mkomu. SDLDS tool[3] je codrBepcku cucrem pa3sujeH
Kao TOJIPIIKA MpeIMeTUMa U3 00JIaCTH OCHOBA padyHapCKe TEXHHKE KOju oMoryhasa
CTyJIeCHTUMa O0O0Jbe pa3yMeBame€ KpO3 CaMOCTaaHO Kopuithewme Koj kKyhe W Kpo3
naboparopujcke BexxkOe, a HACTaBHHUIIMMA TOMaKe KPO3 ayTOMATCKO OICHHBAmHE U
Bepudukanujy pagoBa cryaeHata. Seeing Sound[28] je cucrem 3a Bu3yelHY
pempe3eHTanrjy 3ByKa y pPEaTHOM BPEMEHY KOjH TOMake My3W4apuMa IPUIAKOM
CaMOCTaJTHOT TPEHHUHTA U 3aMerbyje MoTpedy 3a mpucycTtBoM uHCTpykTopa. USIM tool
set[29] ce cacToju U3 ckymna NOMONHUX anara KOju Cy pa3BHjCHH Jia TO00JbIIA]y ITOCETE
MOJICPHIM MHTEPAKTUBHUM MYy3€jUMa Ha CIIMYaH HAYMH Kao IITO Cy ayJAHO BOJAUYHU TO

ypaauiii y KIIaCHYHUM MYy3€juMa.

[IpojexToBame crucremMa 3a moMoh y ydemwy Haja3d ce Ha MPeceKy NMPUPOJHUX U
JIpymTBeHUX Hayka. CBakako je moTpeOHO UMILTIEMEHTHUPATH oapeheHn cuctem 3a mra
je ToTpeOHO TMO3HABAKE JeAHE WJIM BUIINE HHKCHEPCKUX 005acTH, alu je Takohe
noTpeOHO MPBO OCMUCIUTH CHCTEM M TO Tako Ja Oyne edukacaH kama ce Oyne
KOPUCTHO Kao nmomoh y yuemy unMe ce 6aBe apymrBene Hayke. [loctoju Benuku O6poj
nyOnuKamyja o MPOjeKTOBAKY CHCTEMa 3a MOMON y y4dermy MOCMaTpaHO M3 acleKTa
npymreerux Hayka [30], [31], [32], [33], [34], [35], [36], [37].I'maBuu 3akspy4ax
BehnHe OBakBUX CTyaWja je Ja je HauMH Kopuimhema CHCTeMa 4YeCTO BaKHHU]H O]l
TEXHUYKUX KapaKTEPUCTHKA CHCTEMaA IO MHUTamky ePUKACHOCTH cHcTeMa Kao moMohu y
yuewy. Y [37] neduHrcaHu cy MpUHIMIN AM3ajHA 32 KOpHITheme MyITHMEIN)jaTHIX
cajZipkaja y CHCTeMHMa KOjU c€ KOpHUCTe Kao rnmomMoh y ydemwy. OBH NMPUHIUIM JHU3ajHA
ce Oasupajy Ha aHanu3u edekara MyaTuMeanje y exykanuju. Y [37] HaBemeHo je mer
NpUHIMNA JHM33ajHA. BUINIECTPyKa penpe3eHTanuja (enri. multiple representation
cycemHoct (eHri. contiguity), moxesreHa naxma (eHri. split-attentior), caxxeroct (enra.
coherencg u wunmuBuayanne pasauke (enrn. individual differences Tlpunimmn
BUIIIECTPYKE pEMpe3eHTaIM]je MoApa3yMeBa aa je 00Jbe Nmpuka3zaTu HeKy WH(opMaiujy
KopuithemeM JBeé WM BHILIE pPA3JIMUUTUX PENpe3eHTalMja, HEro camo jEIHOM.
[IpuHIMD cyceqHOCTH Mpeiaxke Aa Kaaa ce mHopMaluja Mpe3eHTyje KopHIIhemeM
BUIIIC PA3TMUYUTHUX PETPE3CHTAIM]a T€ penpe3eHTaIje ou Tpedasio na Oyay mpukasaHe
uctoBpeMeHo. [IpuHIMI TONe/beHE MaXKFkhe O3HavaBa Jla Kaja Ce BHILNE PAa3IMIUTHX

penpe3eHTalrja KOpUCTE 3a MPE3eHTOBAkE UCTe HH(POPMAIUje pa3InuuTe pernpe3eHTa—



Tabena 2.2.11pernesn UCITylEHOCTH NMPHUHIIMIIA JU3ajHA Y 01a0paHUM CHCTEMUMa 3a IIOMON Y yuemy

Hasus cuctema BuwecTpyKa penpeseHTauuja CycegHocT MNogesbeHa naxmwa CaxkeTocT
Alice tool + + - +
Blue) tool + - - +
CWRU tool set + - - +
Digital 3D Lego tool + + - +
Digital Violin Tutor tool + + + -
Explore! tool + + + +
Exspot tool + + + -
Family Ensemble tool + + + +
Haptic/Aural tool + + + +
HRITEH tool set + + + +
Humanoid Robots tool set + + + +
Hyperscore tool + + + +
MLVLS tool set + + + -
MTM tool set + - - +
PRAR tool set + + + -
Quest Atlantis tool + + - -
Robovie tool set + + + +
SDLDS tool + + - +
Seeing Sound tool + + + +
USIM tool set + + + -

nyje 6m Tpebano na yrudy Ha pa3iuuuTta 4yyia. [[puHImn caxeTocTu cyrepuiie aa ou
OPUIMKOM MYATHMEIUjalHe Npe3eHTalje Heke MHQopMalyje caMo HajBaKHUjH
nenoBu Tpebanu OMTH mpuKazaHu. [IpuHIMI WHAMBHUIYaTHUX pa3iuKka oljamimaBa Ja
edexkTu cuctema 3a momoh y ydemy HUCY HCTH 3a CBE KOPHUCHHKE, Ma OW CUCTEM

TpedaJio MPUJIArOIUTH IMJHHO] TPYITH KOPHUCHHUKA.

Tabena 2.2 naje mperjea UCIyHEHOCTH NMPUHIMIA au3ajHa aedunucanux y [37] y
cucTeMrMa 3a omMoh y yuemy HaBeJeHUM y Tabenu 2.1.3a cBaku CHCTEM MOCTOJH Pell
y Tabenu Koju cagpu OWHapHY HHpOpMalMjy O TOME Ja JIM CHUCTEM HCITyHhaBa
onpehenn mnpuHIMN Mu3ajHa. [IpUHIUN MHIUBUAYATHHX pa3lidKa C€ HE Halla3h y
Tabenu, jep WCIYHEHOCT OBOT MPHUHIMIIA HUje Ouiao Moryhe oapeauTH Ha OCHOBY

PAaCIIOIOKHBUX IMOoAaTaKa O CUCTEMHUMA.

VY tabenu 2.2 npUHIMI BUIIECTPYKE PETMPE3CHTAIN]E j€ UCIYHEH YKOJIUKO CHCTEM
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KOpHCTH OapeM JBa pa3jnuuTa THma caapxkaja. M3 tabene ce BUAM Ja CBH CHUCTEMH
UCIYHaBajy MPUHLMI BUILECTPYKe penpeseHTanuje. [IpuHnun cyceqHocTH je UCIyHheH
YKOJIMKO C€ PAa3IMYUTH THIIOBH C3/IpKaja KOPHUCTE CUMYJITAHO y CHCTEMY 3a MOMoh y
ydewy. [IpuHIHNI moaesbeHe Maxme je NCIYHBEeH YKOIMKO CHCTEM 3a moMoh y ydemy
aHrakyje BHILE O] jeTHOT YyJia KOPUCHHUKA Y jJeTHOM TPEHYTKY. [I[pHHIINII Ca’keTOCTH je
UCIYHCH YKOJIHMKO CYy y CHUCTEMY 3a IMOMON y yuemy Npe3eHTOBAaHE CaMO HEOIXOHE
nHpopmanje. AHaAIM30M Tabene ce MoXe BHACTH Ja BehnHa omabpaHux cucreMa 3a
nomoh y yuemy uCIymhaBa OBE MPUHIIMIE AU3ajHA Yy BeIUKO] Mepu. CHCTEeMH KOjU HE
UCITYHaBajy OBE NPUHIUIIE YTJIIABHOM MMajy HEKY CIelIM(pHUHy HAMEHY KOja He 3aXTeBa

Jla CBU NPUHIUIHN OYAYy UCITYHCHU.

22.MMPEIJIEJ MNOCTOJERUX CHUHCTEMA 3A BHU3VYEJ/IHY
PEIIPESEHTALINJY AJITOPUTAMA

OO6nact BU3yenHe penpe3eHTalyje ajaropiurama je akryeiaHa Beh Jyru Hu3 roauHa. 3a
TO Bpe€ME€ pa3BHjEHO jeé M KOPUIINEHO MHOTO Pa3HOBPCHUX CHUCTEMa Ca Pa3THUYUTUM
HaMmeHama. Benuku je M3a30B HampaBUTH CBEOOYXBaTaH IMperiiel mocrojehux cucrema
3a BU3YENIHY penpe3eHTanujy anroputama. C 063upom 1a 06act noctoju Beh 10BOJbHO
JYyTO HAlHCaHO jé W HEKOJIMKO PEeJIEBAaHTHHUX IpPETJICIHUX pajoBa M3 OBE 00JacTH ca
pa3nmuuuTUM (POKYyCOM HCTpakMBama. Y HACTaBKy OBOT IOIJIaB/ba Hajmpe he Outm
NPE3CHTOBAHM PEJIEBAHTHHU TMpPErJeIHH PaJOBH M 3aKJbYYlld HU3BEICHH Ha OCHOBY
CIPOBENICHNX HUCTpaXKMBama y TUM pajoBuMma. Hakon tora 6mhe HampaBibeH mperiien
oabpaHMX CHCTEMa 3a BU3YEIIHY pEeNpe3eHTalHjy ajJropurama rnpema TaKCOHOMHjama
NPEATIOKEHUM y TPETJIEJHUM pPaJoBHMA, AIM M Ha OCHOBY KapaKTEPUCTHKA CHCTEMa

OMTHUX ca aclieKTa BU3YyeIu3allnje.

VY pany [38] ayropu ce GaBe mperieoM CHCTEMa 3a BU3YCIHY PEMPE3CHTAIN]y
mporpamMa M ajropuTaMa KOju Cy YCHEeNTHO KopuliheHW y HacTaBu. McTpakuBame je
oOyxBatuio 18 oBakBux cucrema. @OKyc OBOI Mperieaa je Ha yHoTpeOJbHBOCTH
cHUCTeMa 3a BH3YeJHY pelNpe3eHTalujy ajlropuramMa Kao IOMONHHX CpeacTaBa y
HacTaBH. Mieja je 1a ce Ha OCHOBY TIperjieia CUCTeMa 3a Koje je 00jaB/beHO Aa cy Ouimun
0]l KOPUCTH Y HAaCTaBHM yO4Hd KOje Cy TO Ba)KHE KapaKTEPUCTHKE OBAKBUX CHCTEMaA Koje
Cy JOTIpHHENE MOCTH3amy TakBor pesynrara. Kiacugukanyja cucrema 3acHOBaHa je Ha
JIBa KpUTEpHjyMa. HUBOY alCTpaklMje M HauuHy HMIUIeMeHTanuje. IIpema HHUBOY

ariCTpaKIfje pasjiMKyjy ce IBe BPCTe cucTema (IpeMa TaKCOHOMHjU Ae(PHHUCAHO] y
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[39]): cumcremm 3a Bu3yenHy penpeseHTanujy anroputama (enra.  algorithm
vizualizations) u cuctemu 3a BU3yEIHY pelpe3eHTalujy mporpama (eHri. program
vizualizations). I[Ipsa rpyma oOyxBaTa cHcTeMe KOju omoryhaBajy CTaTHUKy WIH
JTMHAMUYKY BH3YEIHY PENpe3CHTAIH]y aIFOPUTMA, JIOK Jpyra rpyna o0yxBaTa CHCTEME
KOju oMmoryhaBajy CTaTWUKy WM JMHAMUYKY BH3YEJIHY PENpe3CHTALM]y M3BpILIaBaba
nporpama. [Ipema HauMHY UMILIEMEHTALIUje PA3JIMKY]y CE TPH BPCTE CHCTEMA. CUCTEMH
Koju kopucte ckpunre (enri. Script-based systemsjcremu koju Kopucre uHTEpDEjC
(enrn. interface systems) cucremu Koju koprcte npeBoamian (enrii. compiler-based
systems).IIpBa rpyna omoryhaBa KOpUCHHMKY Ja caMm Oupa Koje JeJIOBE Hporpama
(asropuTMa) KeaH Ja BU3yelIHM3yje Tako mTO My omoryhaBa ja y Koay Joja MO3HBE
Jeny 3a BU3YyeNW3aljy, Jpyra Trpylna HYId KOPHUCHUKY HHTepdejc 3a yHampen
neduHECaHy BHU3yenH3anujy, AoK Tpeha rpyma ayromaTcku o0OaBjba BU3YETU3AIH]Y
nporpama (JIropuT™Ma) KOoju KOPUCHHK muiie. ¥ o0yxBaheHUM CHCTEeMHUMa UCTIMTHBAHE
Cy IBe OMTHE KapaKTEpHCTUKE: YIMOTPeOJHMBOCT CHCTEMa M YCHEIIHOCT Kopuinhema
CHCTEMa y HACTaBHU. 3a eBallyallyjy YInoTpeOJFMBOCTH CHCTeMa KopHIiheHe Cy HEeKe O
meroponoruja aedunucane y [40]: Hedopmanna ucnutuBama (rae CTYACHTH 1ajy CBOje
MHUIUBCHE O CHCTEMY), XCYPUCTHYKA WCIUTHBama (TA€ CTpydmakK IpoBepaBa
KapaKTEepUCTUKE CUCTEMA), TEXHUKE YIUTHHUKA (T/Ie CTYACHTH MONYHhaBajy YIUTHUKE O
CHCTEMY), OIICepBallMOHE CTyAWje (mocMmarpa ce Ha KOjH HAyMH CTYICHTH KOPHCTE
CHCTEM) M KOHTPOJIMCAHHM EKCIepuMeHTH (OCHM MHIbEHa CTyleHaTa Mmoryhe je
NPOBEPUTH U e(PUKACHOCT CHCTEMA). 3a eBallyallrjy YCIEIIHOCTH KOopuIihema cucTemMa
y HacTaBu KopumiheH je 3akibydak u3 [41] koju TBpau 1a je 3a euKacHOCT cucrema 3a
BU3YEIIHY peNpe3eHTalnjy ajJroputaMa OMTHHjE€ Ha KOJU HAUYMH Ir'a CTYJCHTH KOPHCTE,
HEro INTa je U KaKo BU3YeIHO npuka3aHo. Kopumhena je TakcoHomuja neduHrcaHa y
[42] koja ommcyje KOjU Cy TO HAYMHHM WHTEPAKIHje MPUIMKOM KOpHIIhema CHCTeMa 3a
BU3YCJIHY pelnpe3eHTalujy airoputama; 0e3 Busyenmszauuje (SHria. NO Viewing),camo
nocMmarpame Bu3yenusanuje (eHra. Viewing), oAaroBapame Ha THTamka y BE3H
Busyenusamuje (enri. responding)xoudurypucame Busyenuszanuje (enra. changing),
KOHCTpyHCame Bu3yenusaluje (eHry. CONStructing), mpukasuBame BHU3yeTH3AIH]e
(enrn. presenting)IIpBu HUBO MOApa3yMeBa CHTYyaIljy Y KOjOj HE IIOCTOjH CHCTEM 3a
BU3YCJIHY peNpe3eHTaIljy airopurama (IIOYETHO CTame), APYrH HHBO MOJpa3zyMeBa

MOCTOjabe CHCTEMA 3a BU3YENIHY perpe3eHTalll]y alropurama y KOMe CTyIeHTH MOTY
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Jla IOCMaTpajy U KOHTPOJIMIILY TOK BHU3yelu3auuje (CBM HapeIHW HUBOM 00yXBarajy u
OBaj HUBO), Tpehm HUBO MmoxpasymeBa Ja CTYIEHTH OJArOBapajy Ha MUTama y BE3M
MmocMaTpaHe BH3yelH3alldje, KOJ YEeTBPTOI HHMBOA CTyACHTHMa je omoryheHo na
MOIUGHUKY]y BH3yeau3anujy (HIp. KOHGHUTYPHINY YiIa3HE MMapaMeTpe), METH HHUBO
JI03BOJbABa CTYJCHTHMA J]a CaMH KOHCTPYUILY BU3YENIHY PElpe3eHTaIjy ajJroputMa u
IIECTH HMBO IOJpPa3yMeBa Ja ce€ O] CTyJeHaTa O4YeKyje Ja MPE3EHTY]y BHU3YyeIU3alujy
npea myonuKoM. JenaH o 3akJbydaka OBOT TIperiiesia je 1a Ou ynmorpeO/bUBOCT CHCTEMA
TpebaJio TpoBepaBaTH KOMOWHOBAHKEM pa3IMUYUTHX METOJAa y TIPOlecy pa3Boja
cucreMa, anu BehMHa aHAIM3MPAHUX CHCTEMa HHje KOPHCTHJIA TaKaB HAYMH IpOBEpeE.
Kox Behune cuctema mpoBepa ynoTpeOJbUBOCTH HHjE JIOBeNa J0 3aKjbydaka Koju Ou
omoryhunu moOoJblliamkbe cucrema. J[pyru 3akipydak j€ J1a CHCTEMH 3a BH3YEIHY
perpe3eHTannjy airopuramMa Mory OWTH e(ukacHH Kao TOMOhHO CpeacTBO y
enykanuju. Tpehu 3akspyyak je 1a mpoMeHa ca IPBOT HUBOA UHTEPaKIKje Ha OWII0 KOju

HapeJHU HUBO MHTEPAKIIH]je JJOHOCH NOOOJbIIAKE Y YUY KOJI CTy/IeHaTa.

Mera ctyauja epMKacCHOCTH BH3YEJHE penpe3eHTanuje anropurama [41] oOyxBarta
aHaIM3y 24 eKCIEepUMEHTATHUX MCTPaXHBamba CHCTEMa 3a BH3YEIHY PEIpEe3CHTAIH]y
alropuTaMa Kako Ou ce 000 OArOBOp Ha MUTAME Ja JIH CY OBAKBU CUCTEMH KOPHCHH
y enykanwju. JegHa oj kiacuduUKalMja CUCTEMa 3a BHU3YEITHY peNpe3CHTAIH]y
ajropuTamMa y OKBHPY OBE CTYIHj€ jeé IpeMa HauyMHHMMa KOpHIIhema y eIyKaluju. Ha
npenaBabuMa (eHra. lectures —kopucre MX HACTaBHHIM Ha YacoBHMaA Ja JIaKIIe
o0jacHe anropurtme), 3a 3aaatke (€HrI. asSigNMeNts xopHucTe UX CTYISHTH Y OKBUPY
nomahmx 3amaraka), 3a AuckycHjy (eHri. class diSCUSSION -€TyaeHTH NpPE3eHTY]y
noMahie 3agaTke M TUCKYTYjy O BbMMa Ha 4acy), y Jraboparopuju (euri. laboratories —
KOPHCTE HX CTYICHTH Ha 1JabopaTopujcKuM BexxOaMma), 3a yueme (eHri. study —xopucre
UX CTYIEHTHU 3a CAMOCTAJIHO y4eHe), 3a KoHcynTauuje (enri. office hours «opucre nx
HACTaBHUIM Kao MIOMON Ha KOHCyJNITalujama) u 3a TectoBe (eHr. tests «opucrte ce kao
neo ucnura). JIpyra kinacudukaiiyja CHCTEMa 3a BU3YEJIHY PEIpEe3eHTAIH]y alropuTama
y OKBHpPY OBE€ CTYIHje je MmpeMa TeXHHKama eBalyairje eUKacHOCTH OBHUX CHUCTEMA!
aHernorcke TtexHuke (enrn. anecdotal techniques #pukasyjy KapakTepHCTHUHE
CIICHapHje W3BpIllaBama ajiropuTMa), MporpamMcke TexHuke (eHra. programmatic
techniques —kopucte mnporpame KoOju ce KOPUCTE Ja C€ HampaBd BH3yelHA

perpe3eHTalrja Ka0 OCHOB 3a OllCHhUBambhe e(hUKACHOCTH), AaHATUTUYKE TEXHHUKE (CHIJL.
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analytic evaluation techniquesken oBux TexHuKa mporeHa ehUKaCHOCTH CE CBOJIH Ha
yIoTpeOJHbUBOCT CHCTEMa) M eMIupujcke TexHuke (eHri. empirical evaluation -xa
OCHOBY KopwIhema CHCTEMa U3BOJIE CE 3aK/bYUIH O €(PUKACHOCTH). Y OKBHUPY CTYIH]e
aHAJTM3MpaHe Cy HE3aBHCHE W 3aBUCHE NMPOMEHJBHBE Y OICHH €()UKACHOCTH CBAKOT O]
cucrema. 1o nuTamy HE3aBHCHUX MPOMEHJBHBHX YOUYCHO j€ J1a CYy YETHPH Pa3IndHTe
TeopHje yuema KopHuIIheHe Kao OCHOBA MPUIMKOM Pa3Boja M YIOTpeOe aHAIU3UPaAHUX
cucrema: Epistemic Fidelity[43] (rae je mpermocraBka Aa jbyau MamMTe CHMOOJHYKE
MoJiene (U3NYKOT CBETa U JIa je HEKOME JIAKIIIE J1a HAyYH aKo MY Ce€ JUPEKTHO MPUKaKe
cumbommuku Mmojen), Dual-coding [44] (3acHuBa ce Ha TeOpHjuU Ja IOCTOje JBa
(GyHKIMOHATHO He3aBUCHA MelyCOOHO MoBe3aHa CHUCTeMa CUMOOJIMYKOr O3HAYaBamba
NPUWIMKOM YyYeHa, jeJlaH 3a KOJAHWpame BepOamHuX norahaja m Apyrd 3a KOJIUpame
HEBEepOATHMX; HJeja je Ja ce BH3yeln3alldja HalmpaBH Tako Ja oOyXBaTH W JEIHO U
apyro), Individual Differenceg[45] (teopuja koja objamimaBa ga MOCTOje pa3jiUKe y
yuemby KOJ Pa3IYMTUX I0jeIMHAIla; TOTOHA j€ 32 Mepemhe e()UKACHOCTH CHCTEMa) U
Cognitive Constructivisnj46] (reopuja koja oOjamrmaBa 1a HE MOCTOjU aIlCOIYTHO
3Hame, Beh Ja CBakW IMojeuHAaIl KOHCTPYHIIIE COTICTBEHO 3HAHKE Ha OCHOBY MCKYCTaBa
u3 xuBoTa). Kajia roBoprMO 0 3aBHCHUM IPOMEHJbMBaMa, OJIHOCHO HaYWHMMa Ha KOjH
je cBako 3a cebe Mepuo e(pUKaCHOCT CHCTEMa, IOCTaBJbajy Ce JIBa MHUTama. IITa je
MepeHo  Ha Koju HauuH? [logena aHanm3upanux cucreMa mpeMa TOMeE IITa je MEPEeHO
je Ha: cUCTeMe KOju Mepe KOHIENTYalTHO 3Hame (pasyMeBame alropurMa Ha BHUIIEM
HHUBOY), CUCTEME KOjU Mepe MPOIeAypaTHO 3Hame (pa3zyMeBame JieTajba U3BpIIaBamha
AJITOPUTMA) M CHCTEME KOjU Mepe M KOHIENTYaJHO W MpoleaypaitHo 3Hame. [logena
aHAJTM3UPAHUX CHUCTEMa MpeMa TOME Ha KOjU HAa4MH j€ MEPEHO je Ha: TEeCT HAKOH
kopuiithema (eHr. POSt-test -Tme ce Mepu pe3yaTar CTyaeHaTa Ha TECTy KOJU paje
HaKOH Kopumihema cuctemMa) W MoOOJbIIAKE HAKOH Kopuinhema y OXHOCY Ha Mpe
kopuiithema (eHri. pre-test to post-test improvemeniie ce mepu mo0oJbIIaAKHE HAKOH
Kopuinhema y 0HOCY Ha pe3ynrar npe kopumhema cucrema). HajBakHuju 3aKkibydaK
OBE CTyAMje je Ja je ca aclekTa e(prMKacCHOCTH CHCTeMa 3a BU3YEIHY PENpe3eHTaIN]y
anropuTamMa OWTHH]E HA KOJU HAYMH CTYACHTH KOPHCTE CHCTEM, HEro IINTa CHUCTEM

npuKasyje.

[pernex crama 06JaCTH BU3YETHE PEIPE3CHTAIM]e AIrOPUTaMa Ha OCHOBY aHAIIN3e

npeko 500 cakymbeHHUX CHUCTEMa 3a BH3YEJIHY pENpe3eHTalM]y alropuTaMa je nar y
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[47]. Y oBoM pany mpHKa3aH je KaTajor CaKylJbeHHX CHCTeMa KOjH je AOCTYyIaH IyTeM
Wnreprnera. Kartanor mopen nMHKOBa Ka CaMHM CHCTEMHMa CaJpXH W OIUCE W
eBanyarnuje oBux cucreMa. Kibyune uHdopmaimje Koje cy CakyIlJbeHe O CUCTEMUMA CY:
obyact nmpuMene, uHGOpMaIMje O ayTOpMMa, HAYWH MHCTANANMje, JaTyM HacTaHKa, Y
OKBHPY KOT' IIPOjeKTa je HacTao U je3uK mpe3eHTanuje. HakoH eBaityaluje CBaku CUCTEM
ce OlLEHmYje ca jeqHOM Oj Tpu oleHe: mpenopyuyje ce (enrn. Recommended)uma
norennujana (euri. Has Potentialjiu ve npenopyuayje ce (earia. Not Recommended).
[Topen kareropuzamuje cHUCTeMHMa C€ JIOJEJbyje W OAPEAHHIA 32 KOjy NMPUMEHY CY
MOTOJTHA U TO MO>Ke OWTH jeTHa WJIH BHIIE Of cienehux ceqaM mpuMeHa: o0jalmbaBame
konuenra (erri. Teaching the ConceptracTaBHUK KOPHCTH CHCTEM y OKBHPY 4aca),
ucTpaxkuBame Koumenta (enria. Exploring the Concept erynentu camu HCTpaxyjy
kopuctehu cucrem), mcmpaBibame rpemiaka (enria. Debugging —crymentn kopucte
CHCTEM J1a BU3YEJIHO NpaTe W3BpIIaBamke MporpaMa KOju Hamwily), nopeheme (SHII.
Comparison —fipuka3uBame CIMYHOCTH M Pa3iIMKa Pa3IMuUTHX alrOpUTaMa U3 HUCTOT
noMeHa), momoh Ha mpenmaBamy (enrn. Lecture Aid —kopuctu ce kao MoMOhHO
CPeACTBO MPHIMKOM OOjallibaBamba HEKOT alrOPUTMa), JJaboparopujcke BexOe (eHri.
Lab Exercise —xopuctu ce Kao 1e0 Jab0paTOPHjCKHX BEXKOM), CAMOCTAIHO Y4YCHE
(enrn. Self Study —kopuctu ce y3 oxaroBapajyhu yiIOCHHK 3a CaMOCTAJHO Y4YCH-E
crynenara). [locToju ¥ TOJbe HHMBO HMHTEpAaKIMje KOje OMKUCYje KOJHUKH je CTEIeH
WHTEPaKIMje Yy CBAKOM CHCTEMY. 3aKJby4lld HAa OCHOBY aHAJIN3€ CaKYIJbCHHUX ajlaTa
MOTY J1a 1ajy YBUJ Y TPEHYTHO CTamke 00JIACTH BH3YEIIHE PENpe3eHTAIM]je alrOpUTaMa.
o mapra 2010.roaune nocrojano je nmpeko 5S00cucrema 3a BU3yeIHy penpe3eHTalujy
anroputama. Ckopo cBu cuctemu Hactanu of cpenuHe 904X roamHa 10 JaHac cy
pa3BHjEHH Yy TIPOTpaMCKOM je3uKy Java,a mpeko aBe TpehrmHe OBUX CHCTEMa MOXKE Ce
kopuctutu myreM MuTepHeTa. Behuna cucrema mokpusa TemMe U3 00JIaCTH ajropuTama
U CTpyKTypa mojaraka. IpehwHa cucrema je pa3BHjeHAa Kao0 CaMOCTaJHU IpOjeKaT
BUXOBUX ayTOpa, Mamky MPOLEHAT Cy pa3Bujalie rpyre ayTopa ca HEKOJIMKO Pa3BUjeHHX
cHCTeMa JIOK j€ BHIIIE OJ1 IIOJIOBUHE CUCTEMa Pa3BHjaHO O] CTPAHE Irpylia ayTopa KOjH Cy
HarnpaBuiu uie o7 10 cuctema. CBU CaKyIJbE€HU CUCTEMH Cy O€CIUIaTHO JOCTYITHU 3a
KopuIinheme y eayKaluju, JOK BHIIE O] OJIOBHHE HA PACIOaramke CTaBJba U U3BOPHH
IPOTpaMCcKH KOA. 3aKJby4aK je Ja MaKO MOCTOjH BEIMKH OpOj pacHojOKHBHX CHCTEMA

3a BU3YEJIHY PENpe3eHTAIlN]y aJIrOpUTaMa, MOCTOjU U oTpeda 3a HOBUM.
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TaGena 2.3.I1puka3 omurux nHPOpPMAaIHja O 0Ja0paHUM CUCTEMHMA 33 BU3YEJIHY PENpPE3eHTaLH]y

ajropurama
Hasus cucrtema Ob6nact npumeHe 3emsba lop,. JINHK Ped.
Animal ANropuTMm1 1 Hemauka | 2000. http://www.algoanim.info/AnimalAV/ [48]
CTPYKTYpe
nojaraka
Alvis nporpamuparse CAL 1998. http://helplab.org/projects/alvis [49]
PathFinder matemaTtuka WnaHuja | 2009. http://www.sciencedirect.com/science/article/pi | [50]
i/51571066108005227
Dave ANropuTMM 1 Ipuka 2008. http://ieeexplore.ieee.org/xpl/login.jsp?tp=&arn | [51]
CTPYKType umber=4561697&url=http%3A%2F%2Fieeexplor
noaaraka, e.ieee.org%2Fxpls%2Fabs_all.jsp%3Farnumber%
nporpammparbe 3D4561697
Jvall nporpamuparbe CAL 2002. http://dl.acm.org/citation.cfm?id=563362 [52]
Visage MaTemaTuka, Hemauka | 2005. http://link.springer.com/article/10.1007/s11858- | [53]
rpadosu 005-0027-z#
Jeliot nporpamuparse ®uHcka, | 2004. http://cs.joensuu.fi/~jeliot/ [54]
U3paen
Jhave ANropuTMm1 1 CAL 2005. http://jhave.org/ [55]
CTPYKTYpe
nogaraka
MatrixPro ANropuTMm1 1 ®UHCKa 2004. http://www.cse.hut.fi/en/research/SVG/MatrixP [56]
CTPYKTYype ro/
nogaraka
Raptor nporpamuparbe CAL 2006. http://raptor.martincarlisle.com/ [57]
Javenga padyHapcke Mpuka 2009. http://onlinelibrary.wiley.com/doi/10.1002/cae. [58]
mpexke, rpadosu 20392/abstract;jsessionid=3405C0A4BB3B667A5
E8610801FA5A65A.f02t03
Jawaa nporpamupate, CAL 2002. https://www.cs.duke.edu/csed/jawaa2/ [59]
anropuTMm 1
CTPYKTYpe
nojaraka

Tabena 2.3 npukasyje ommre uWHpopMmalyje o ogabpaHUM CHCTEMHUMa 3a BHU3YCIHY
penpeseHTauujy anropurama. OBe nHpopMalje o0yxBaTajy: Ha3UB CHCTEMa, 00JIacT
NPUMEHE CUCTeMa, 3eMJby HACTaHKa CUCTEMa, TOJMHY HacTaHKa (3a cHCTeMe 3a Koje je
oBa wH(pOpMaIFja JOCTYIIHA) WK TOJUHY MyOiHKamMje cucTema (3a cucTeMe 3a Koje
HHUje JOCTyITHA FOJWHA HACTAHKA), JTUHK Ka CHCTeMy (3a CHCTeMe 3a KOje MOCTOjH CajT
Ha KOMe Cy JIOCTYITHM) WM JIMHK Ka IMyOJMKaluju Koja omucyje cucteM (3a cucreme
KOju HEMajy cajT), pedeperna. CBUM JIMHKOBUMA j€ TIOCIEIBH My T IPUCTYIIAHO alpuiia

2014.roguse.

Knacudukanuja omabpaHux cucTemMa 3a BU3YEIHY pENpe3eHTalujy ajropurama
npeMa TaKCOHOMH]jH IpemiokeHoj y [38] mara je y tabenu 2.4. Tabena caapKu: Ha3uB
HHUBO HauMH WMIUIEMEHTAlWje, TEXHUKE HCIUTHBAKbA

cucrema, aTncTpaKIiyje,

ynoTpeO/bUBOCTH U HauYWH MHTepaknuje. [lospa momymena Bpeanomhy ,-“ 03Ha4aBajy
na onpehena nHpopmalrja o CUCTEMY HHUje JOCTYITHA.

Knacudukammja omabpaHux cucTeMa 3a BHU3YEIHY pENpe3eHTalld]y alropuTama
npeMa TaKCOHOMHjH TpemiokeHoj y [39] nara je y tabenu 2.5. TaGena caapku: Ha3uB

CUCTEeMa, HAaUMH KopHInhema CUCTeMa, TEXHUKE eBaTyalije epUKacHOCTH CUCTEMA,
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TaGena 2.4.Knacudukanuja ogabpaHux cucTeMa 3a BU3YEIHY PElpe3eHTalN]y allropuTamMa rpema

TakcoHoMHjHU u3 [38]

Hasus Huso HauuH TexHuke Hauun
cucrema ancTpakumje MMnAeMeHTaumje | UCMUTUBAKbA WUHTepaKuuje
ynotpe6/buBocTn
Animal BM3yesHa cKpunT XeypUCTUYKa camo
penpeseHTaumja UCcNUTUBakbA nocmatpare
anropuTama
Alvis BM3yesHa npesogunay, KOHTpPOAMNCaHU KOHCTpyUcarbe
penpeseHTaumja eKcrnepMmeHTH BM3yenusauuje
nporpama
PathFinder BU3yesiHa nHTepdejc - -
penpeseHTaumja
anropuTama
Dave BU3yesHa npesogunay, TEXHUKe KoHOUrypucaroe
penpeseHTaumja YNUTHUKA, BM3yenusauuje
nporpama KOHTpOANCaHU
eKCnepuMEeHTH
Jvall BM3yesiHa npesogunay, - camo
penpeseHTaumja nocmatpare
nporpama
Visage BU3yesnHa nHTepdejc HedopmanHa camo
penpeseHTaumja ncnutuBaka nocmarpare
anroputTama
Jeliot BM3yesHa npesogunay, oncepsaLuuoHe KoHOUrypuUcaroe
penpeseHTaumja cTyavje, BM3yenm3auuje
nporpama KOHTPOAMNCaHU
eKCnepuMeHTH
Jhave BU3yesnHa nHTepdejc HedopmanHa oarosapare Ha
penpeseHTaumja NCNUTUBakLA, nuTaka
anroputama oncepsauyuoHe
cTyamje
MatrixPro BM3yesiHa nHTepodejc - -
penpeseHTaumja
anropuTama
Raptor BU3yesnHa npesogunay, TEXHUKE YNUTHUKA | oarosapare Ha
penpeseHTaumja nuTaka
nporpama
Javenga BU3yesnHa nHTepdejc - oarosapare Ha
penpeseHTaumja nuTama
anroputTama
Jawaa BU3yesnHa cKpunT HedopmanHa camo
penpeseHTaumja UcNUTUBakA nocmatpare
anroputTama

TEOpH]y y4eHa Ha KOjOj jeé CHCTEM 3aCHOBaH, THUI MEPEHOT 3Hamka M HAYMH Mepema
3Hamwa. [losbe HaunH KopHIIhema MOMyHhEeH je Ha OCHOBY Ipejiora ayropa cucrema Ha
KOJU HA4MH OW HbUXOB CHCTEM MOTao Jla ce KOpUucTH Wi je kopuirheH. [losbe TexHuke
eBayaryje epUKaCHOCTH TIOMYHEHO j€ caMO 3a CHCTEME KOjH Cy BPIIWIHM €BaTyalld]y
e(pUKacCHOCTH, JIOK 3a ocTaje uma BpegHocT ,-“. [losbe xopuirhena teopuja yuema
HOIYHEHO j€ Ha OCHOBY ONMCa MPUMEHE CHCTeMa W HauyMHa Ha KOju OM Tpebayo aa
Oyzie o1 KOPHUCTH CTYJEHTHMA M TO 3a CUCTEME y KOjUMa je TO 00jallImheHo, JIOK je 3a

oCTajie BPEIHOCT OBOT 10Jba ,-*. [losba TN MEpEeHOT 3Hama W HAYMH MEpeHha 3Hamba

NOIyHaBaHa Cy 10 UCTOM MPUHLUIY Ka0 U M0Jbe TEXHHUKE eBajyallyje e(hpuKacHOCTH.

Tabena 2.6 nmaje mpuka3 KapaKTEpPUCTHKAa OJa0paHWX CHUCTEMa 3a BHU3YEITHY

penpe3eHTannjy alropuTaMa OUTHUX ca acrekTa Bu3yenusanuje. Tabena cagpxku:
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TaGena 2.5.Knacudukanuja ogabpaHux cucTeMa 3a BU3YyeJHY pPElpe3eHTalNjy allropuTamMa rpema
TakcoHoMHjU u3 [39]

Hasus HauuH TexHuke KopuwheHa Tun mepeHor HauuH
cucrema kopuwhetba eBanyauuje Teopwmja yuera 3Hama mepera
eduKkacHocTn 3Haka
Animal Ha npeaasarbUMa - Epistemic - -
Fidelity
Alvis y nabopatopuiju, - Cognitive - -
33 yyerbe Constructivism
PathFinder Ha npefasarbuma, | - - - -
3a yyerbe
Dave y nabopatopmijun - Cognitive - -
Constructivism
Jvall Ha npefasarbuma, | - Epistemic - -
y nabopatopmiju, Fidelity
Ha 4acoBMMa
Visage 33 yyerbe - Epistemic - -
Fidelity
Jeliot y nabopatopmiju, - Cognitive - -
33 yyerbe Constructivism
Jhave 33 yyerbe - Epistemic - -
Fidelity
MatrixPro Ha npepasambuma, | - - - -
3a yyerbe
Raptor Ha npegasBabUMa, | emnupujcke Cognitive KOHLUenTyanHo TeCT HaKOoH
y nabopatopmijn Constructivism Kopuwhera
Javenga Ha npefaBarMMa, | emnupujcke Epistemic KOHLENTyanHo TECT HaKoH
3a yyerbe Fidelity " Kopuwhera
npoteaypanHo
Jawaa Ha npepasaruMa, | - Epistemic - -
3a 3afaTke Fidelity

Ha3MB CUCTEMa, TMHAMUYHOCT CUCTEMa (Ia JIH Cy Yy MHTakby CTaTHYKE WU TU—HAMHYKE
aHuMaimje), npahemwe n3BpiiaBama (Ha KoM HHBOY je moryhe mpaheme u3BpiIaBama
ITOPUTMA. KOPaK IO KOpakK, WTepalrja, KOMIUICTaH airopuTam), KOH(PHUTypaOUITHOCT
yla3HUX MapaMerapa (@a Jd W Ha KOM HHBOY je Moryhe KoH(Hrypucatd yiasHe
napameTpe ajaropurma), GpaeKCHOMIHOCT (Ha JIM MOCTOju MOTYNHOCT J10/1aBama HOBUX
alropuTaMa M Ha KOjH HA4WH) W JM33jH BU3YeIHE pernpe3ceHTanuje (KOJIMKO BH3yellHa

pernpe3eHTalrja oAroBapa npuKasy ajaropurama KopuineHoM y JINTepaTypH).

Animal [48] npexnctaBiba copTBEpPCKH CHUCTEM 3a BH3YENU3AlH]y aIrOpUTaMa Koju
oMmoryhaBa TeHepHucame BHU3YEIHE pENpe3CHTAIMjeé IMPOU3BOJFHOT  ATOPHUTMA.
Kopucuuniuma je omoryheHo na BU3YyeNHY peNpe3CHTAIH]y alropuTMa pas3Bujajy
kopuctehu rpaduuku xopucHnuku uHTepdejc mm kopucrehu ckpunt jesuk. [loroman
je 3a xopumheme Ha IpeaMeTuMa U3 00JacTu alropurama U CTpyKTypa Iojaraka Kao
noMoh HacTaBHUIMMA Ha MTpeaBambHMa.

Alvis [49] je codTBepcku cucTeM 3a BH3YENM3allMjy alropurama Koju omoryhasa
KOPUCHHIIMMA Ja CaMH HaIUIIy MPOTPAaMCKH KOl aJITOPHTMa 3a KOjH JKelle Ja BUIC
BHU3YyENIHY pernpe3eHTanujy. Cuctem omoryhaBa KOpHCHHIIMMA Ja KOMOWHY]Y THCambe

porpama Koje UCTOT TPeHyTKa yTHUYe Ha BU3YEITHH MPUKa3 allfOPUTMA Ca AUPEKTHUM
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TaGena 2.6.11puka3 kapakTepucThKa o1abpaHUX CUCTEMa 3a BU3YEJIHY pEeNpe3eHTall]y alropurama Koje
cy OMTHE ca acneKTa BU3yel3anuje

Hasus cuctema | AMHamMUYHOCT Mpahewe KoHourypabunHoct | ®nekecubunHoct | AusajH
M3BpLIaBaka ynasHux BU3yesnHe
napamerapa penpeseHTauuje
Animal CcTaTUyKa KOpaK No Kopak | A3, y NPorpamckom GUI/Script/API Npoun3Bo/baH
aHMMaumja Koay 3a foAaBatbe
HOBUX
anroputama
Alvis CTaTUyKa KOpak no A3, Yy NPOrpamcKom GUI/Script 3a Npoun3Bo/baH
aHuUMaumja KOpaK, Koay AofaBake
KomnaeTaH HOBUX
anroputam anroputama
PathFinder cTaTUyKa KOpak no Aa, Kopuwherbem Hema moryhHocT | carnacaH ca
aHMMaumja KOpaK, BU3ye/sIHOr eauTopa | AoAaBakba HOBUX | /UTepaTypom
uTepauuja, rpada anropuTama
KOMMAeTaH
anroputam
Dave cTaTUyKa KOpaK Mo Kopak | Aa, y nporpamMckom Script 3a npoun3sBosbaH
aHMMaumja Koay AofaBake
HOBUX
anroputama
Jvall cTaTUyKa KOpaK Mo Kopak | Aa, y nporpamMcKom APl 3a gopjasarbe | carnacaH ca
aHMMauuja Koay HOBUX nMTepaTypom
anropuTama
Visage cTaTUyKa KomnaeTaH Aa, Kopuwherbem Hema moryhHoCT | carnacaH ca
aHMMaumja anroputam BU3ye/sIHOr eauTopa | AoAdaBakba HOBUX | /UTepaTypom
rpada anroputama
Jeliot cTaTUyKa Kopak no A3, Y NporpamcKkom nucarbem carnacaH ca
aHMMaumja KOpaK, Koay nporpamay Java nMTepatypom
KOMMAeTaH nporpamcKom
anroputam jesuky
Jhave AMHaMUYKa KOpaK Mo Kopak | Aa, y nporpamMcKom Script 3a npou3sBosbaH
aHMMaumja Koay AofaBake
HOBUX
anroputama
MatrixPro CTaTUyKa KOpak no Aa, kKopuwherem GUI 3a carnacaH ca
aHMMaumja KOpaK, BU3yenHOr eauTopa | Aojasakbe MTepaTypom
KOMMAeTaH HOBUX
anroputam anroputama
Raptor CTaTUyKa KomnsieTaH Aa, kKopuwherem GUI 3a carnacaH ca
aHuMMaumja anroputam BU3yesHOr eguTopa | Aojasarbe MTepaTypom
HOBUX
anroputama
Javenga cTaTUyKa Kopak no Aa, kopuwherbem Hema moryhHocT | carnacaH ca
aHUMaumja KOpaK, BU3yesIHOr eauTopa | AoAaBakba HOBUX | /UTepaTypom
KomnaeTaH anropuTama
anroputam
Jawaa cTaTUyKa KOMMAeTaH 3, Y NporpamcKkom Script 3a npounsBosbaH
aHMMaumja anroputam Koay AofaBake
HOBUX
anropuTama

MaHUITyJIaljaMa HajJ O00jeKTMMa Yy BH3YENIHO] pernpe3eHtanuju. HamemeHn je 3a
kopuitheme Ha TOYETHUM KypCeBHMa W3 IMpOrpamMHpama Kao momMoh CTyJeHTHMa 3a

CaMOCTAaJTHO y4YeHe WX 3a Kopultheme Ha T1ab0opaTOpHjCKUM BexkOaMma.

PathFinder [50]mpencraBiba crcTeM 3a BHU3YCIIHY pENpPE3CHTAIM]y H3BpIIaBarba
Dijkstra anropurma. KopuchHuimma je omoryheHo na moctaBe yia3He HapameTpe
(Bu3yenHO mcupTajy Tpad) M 3aTHM mIpaTe W3BPIIABAKE ANTOPUTMA 3a 3aaaTH rpad

KOpak 10 KOpaKk Yy KOHTPOJIMCAaHOM OKpyxkemwy. llorogan je 3a kopumrheme Ha

19



KypceBUMa M3 MaTeMaTHUKE 3a JIEMOHCTpalfje Ha MpelaBalbUMa M Kao IMomoh

CTYACHTHMA 3a CAMOCTAJIHO YYCH:C.

Dave [51] mpencraBmba cOPTBEpCKM CHUCTEM KoOju oOMoryhaBa ayToMaTrcko
TeHEepHCabe BHU3YEIHE PENpEe3eHTAIlMje MPOrpaMCcKOr KojAa MOAPKAHUX aIropHTaMa.
Cucrem omoryhaBa KOpUCHHIIMMa BHU3YelHO Tpaheme M3BpIIaBama alropuTMa KOpak
M0 KOpak Kpo3 MPOrPaMCKH KOJ KOJU OIHCYje aJfOpUTaM, a MOCTOjU W MOTyhHOCT
nojaBamba HOBHMX anropurama. Iloroman je 3a kopumheme Ha KypceBUMa W3
nporpaMupama 1 ajJropurama u CTpyKTypa IojaTraka Kao moMoh y caMOCTaTHOM y4ewy

CTyJICHATA.

Jvall [52] je codrBepcku maker koju omoryhaBa kopuinheme moceOHe Java
KOMITOHEHTE TPIJIMKOM IHCama IMporpaMa Koja 00e30ehyje ayToMaTrcKy BH3YEIHY
pernpe3eHTanujy yiaaHdaHux Jjucra. OmoryhaBa KOpHUCHHMIIMMA JIa BU3YEIH3Y]y €0
mporpaMa Koju ce OJHOCH Ha KOopHIIheme ylaHYaHWX JIMCTAa W Ja HAKOH TOTa Ipare
U3BpIIaBamke U yBHUJIC €BEHTYyalHE rpelike y nporpamy. [loroxan je 3a xopuniheme Ha
KypceBHMa W3 TpOrpaMupama 3a Kopuimheme y J1adopaTopuju, JEMOHCTpalHje Ha

npe€aaBamkbrMa U CaMOCTaJIHO YUCHC CTylC€HaTaA.

Visage [53] mpexacraBiba cHCTEM 3a BH3YEIHY peENpe3cHTAH]y rpadOBCKUX
anroputama. OmoryhaBa KopwCHHIIMMAa Ja 3a 3amath mnpobiem oOuiacka rpada
UcrpaTe NpPUMEHY HEKOT O] HMIUIEeMEHTHpaHuX anroputama. lloroman je 3a
kopuitherme Ha KypceBMMa JHCKPETHE MaTeMaTWKEe Kao IOMOh CTylneHTHMa 3a

CaMOCTaJIHO YUCH:C.

Jeliot [54] je cuctem 3a BuH3yeNHY peENpe3CHTALHWjy H3BpIIaBaka Mporpama
HamMcaHUX y Java mporpamMckoM je3HKy, MpH YeMy jeé KOMIUIETHa BH3YyeIu3alyja
ayTOMaTCK{ T€HEpUCAaHE M He 3aXTeBa HUKAKBE JOJATHE JUPEKTHBE OJI KOPHUCHHUKA.
[Torogan je 3a ydeme mporpamMupama 3a KOpUIINEHmEe y OKBHPY J1a00pAaTOPH)CKHUX

BEXXOU U 32 CAMOCTAITHO yUY€H-€ CTyeHaTa.

Jhave [55] mpenacraBiba cuCTeM 3a BH3YCIHY pPENPE3CHTANH]y ajaropurama
HalMCaHUX Y HEKOM O] CKPHUINT je3uKa Koje moxapskaBa. OmoryhaBa xKopucHMLIUMA Ja
CaMu KOHCTPYHMIIY JITOPUTAM KOjH JKeJe J]a BU3YEIHO PEIPE3CHTY)y | Jla 3aTHM IpaTe
U3BpIIABakE AIrOpUTMa ca OAa0paHMM Yyiaa3HMM mapaMmeTpuma. lloroman je 3a
Kopumrheme Ha KypceBUMa W3 alropuramMa M CTPYKTypa MojaTraka Kao mnomoh

CTyIEHTHMA Y CAMOCTAJIHOM YYECHY.
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MatrixPro [56] je cucrem 3a BHU3yellHy pelpe3eHTAlMjy W3BpIIaBamkba IMO3HATHX
anroputrama. OmoryhaBa KOpUCHHMIIMMA Jla HampaBe aHUMAaLM]y OWUJIO KOT MOJp>KaHOT
alropuTMa TOCTaBJ/bajyhu KeJbeHE yia3He IMapaMeTpe, a MOCTOju M MOTYhHOCT Ja
KOPUCHUIIA CaMH JI0/1a]y HOBE alTOPUTME 3a BU3YEIIHY pernpe3eHrtannjy. [loroman je 3a
Kopuinheme Ha KypceBMMa W3 alropuTama M CTPYKTypa MojaTaka Kao momMoh Ha

MpeJaBambUMa.

Raptor [57]npexncraBiba mporpaMcKo OKpYKEHE 3aCHOBAHO Ha JWjarpaMuMa TOKa
Koje oMoryhaBa KOpHUCHMIIMMA Ja Iporpame MUIIY HCHpTaBajyhu Iujarpame ToOKa.
Cuctem omoryhaBa BH3yellHy penpe3eHTal]y M3BplIaBama MporpaMa HalmMCAHUX Ha
oBaj HauuH. [Toronan je 3a kopumhewe Ha KypceBUMa U3 IPOrpaMupama Kao momoh Ha

npeaaBambruMa, y 1abopaTopuju, 3a fomahe 3a1aTke ¥ 32 CAaMOCTAJIHO YUCH-E CTYy IeHAaTa.

Javenga [58]je cuctem 3a BH3yeIHY pPENMPE3CHTAIM]y MHOTHX 100pO IMO3HATHX
rpadOBCKUX M MpeXHUX ainroputama. Cucrem oOyxBaTa W eauTop rpadosa momohy
KOTa ce MOXKe HaI[pTaTH YCMEPEHU WM HeyCMepeHH rpad, omoryhaBa KOpUCHUIIMMA Ja
YHECY yJa3He mapaMeTpe alropuTMa u 3aTUM NOCMaTpajy BU3YEIHY pEeNpe3eHTAH]y y
OKpY)KEBY KoOje Mory na koHTpoiumny. [loroman je 3a kopuinheme Ha KypceBUMa W3
pauyHapcKMX Mpeka Kao momMoh Ha MpenaBamkbuMa HIM 332 CaMOCTAJHO Y4YeHe

CTyJIeHATA.

Jawaa [59] npencraBiba CKPHIIT jE3WK 3a jEAHOCTABHO KPEHPame CTATHYKUX
annManuja myreM HutepHera. CucreM oOyxBaTa MPUMHUTHBE, MOTYhHOCT Kpeuwpama
CTPYKTypa MoJaTaka M oOIepalyja U eAUTOp 3a Kpeupame KOMIUIEKCHUX o0jekara.
[loroman je 3a kopumheme Ha KypceBHMMa W3 NpOrpaMHpama W alropurama Hu
CTPYKTypa IojiaTaka Kao nmomoh Ha mpeaaBamMMa WM 3a 337aBame JoMahux 3amaraka

CTYAEHTHUMA.

23. IPEIVIEJ] MNOCTOJERUX CHCTEMA 3A BU3VYEJIHY
PEINIPESEHTALINJY KPUIITOI'PA®CKHUX AJITOPUTAMA

OOnact Bu3yenmHe penpe3eHTalrje KpUNTOrpad)CKUX airopuraMa Kao MOJCKYII
o0JacTH  BH3YyENIHE pENpe3CHTallMje aJropuraMa je peJaTUBHO HOB IIpaBaill
HCTpaXMBamka M MyOJIMKaIlMj€ KOj€ OMHUCY]y pe3yJiTaTe U3 OBE 00JACTH C€ TM0jaBJbY]y Y
nocieamux /-8 roguna. OBa obnacT ce jom yBeK HHje JOBOJBHO pa3BHia Ja Ou ce
MOTao HalpaBUTH HEKU 3HAYajHUJU Mperje] 00JacTu Koju OM MOorao Jia Ja pejleBaHTHE

3akJpyuke. CaMuUM THM Y JIUTE€paTypH HUCY NpoHal)eHU MperjieiHU paioBU U3 0Be 00—
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TaGena 2.7.IIpuka3 omurux nHpOpPMAaIHja O 0Ja0paHUM CUCTEMHMA 33 BU3YEJIHY PENpEe3eHTaLH]y

KpurTorpadckux anropurama

Hasus 3em/ba loa. NInHK PedepeHua
cucrtema
GRACE Wtanwja 2008. http://www.di.unisa.it/research/grace/ [61]
IVATC CAL 2006. http://ieeexplore.ieee.org/xpls/abs_all.jsp?arn [62]
umber=1652079
MTUVisual CAL 2011. http://www.cs.mtu.edu/~shene/NSF- [63], [64],
4/index.html [65]
DES Benuka 2008. http://www.cs.bham.ac.uk/research/projects/I [66]
animation BpuTtaHuja emsys/DES/
GRASP CAL 2006. http://prismhome.org/sites/default/files/Grasp | [67]
.pdf

TaGena 2.8.Knacudukanuja ogabpaHux cucTeMa 3a BU3YyeIHY PElpe3eHTalNjy allropuTamMa rpema

TakcoHoMHjU u3 [38]

Hasus Huso HauuH TexHuke Hauuu
cucrema ancTpakuuje MMnAemMeHTaumje | UCMUTUBAKbA MHTepaKumje
ynotpe6/buBocTn

GRACE BM3yesiHa nHTepdejc KOHTPOANCAHN KOHdUrypucaroe
penpeseHTaumja eKCrnepuMeHTH BM3yenusauuje
anropuTama

IVATC BM3yesiHa nHTepdejc oncepBauyoHe camo
penpeseHTaumja cTyavje nocmarpare
anropuTama BM3yenusauuje

MTUVisual BM3yesiHa nHTepdejc TEeXHWKe YNMUTHUKA | camo
penpeseHTaumja nocmatpare
anropuTama BM3yenusauuje

DES BU3yesnHa nHTepdejc HedopmanHa camo

animation penpeseHTaumja ncnutuBaka nocmatpare
anroputTama BM3yenusauuje

GRASP BU3yesHa nHTepdejc HedopmanHa KOHdUrypucatbe
penpeseHTaumja ncnutuBaka BM3yenusauuje
anroputTama

nactu. Ca npyre crpaHe, 3Ha4ajHO j€ y OBOM TPEHYTKY HANPaBUTH MpeEriie]] 00IacTu
Kako OM ce BUIENO Y KOM IpaBIly ce 00JacT pa3Buja. Y HACTaBKy OBOT IOIJIaBJba he
OUTH HampaB/beH TMperyie]] ofa0paHuX CHUCTeMa 3a BH3YEIHY penpe3eHTalujy

KpUNTOTpaCKUX airopuTama.

TaGena 2.7 npukasyje ommre nHpopMmanuje 0 ogadpaHuM CHCTEMHMA 3a BH3YEIHY
pernipeseHTanujy Kpunrorpadgckux ainroputama. OBe nHpopManmje 00yxBaTajy. Ha3WB
chcTeMa, 3eMJby HAaCTaHKa CHCTeMa, IOJMHY HacTaHka (3a CHCTEeMe 3a Koje je oBa
uH(OpMaIrja T0CTYHA) WM FOAWHY MyOJHKaluje cucremMa (3a cucTeMe 3a Koje Huje
JIOCTYITHA TOJMHA HACTaHKa), JMHK Ka CHCTeMy (3a CHCTeMe 3a KOje IOCTOjH CajT Ha
KOME Cy JOCTYIIHH) HJIM JHHK Ka MyOJIMKaIlliju KOja OMUCYje cUcTeM (3a CHCTEME KOjH
Hemajy cajT), pedepenma. CBUM JIMHKOBHMA j€ MOCIACAM MYT MPUCTYIIAHO ampuia

2014 .ronune.

Knacudukanmja onabpaHux cuctema 3a BU3yeIHY PENpe3eHTall]y KpUNTOrpaCKux
aJiroprTaMa MpemMa TaKCOHOMHjH TpesyiokeHoj y [38] mara je y tabenu 2.8. Tabena

CaJIpXX1. HaA3UB CUCTEMA, HUBO aHCTpaKI_[I/IjG, Ha4YuH I/IMHJIGMGHTaI_II/Ije, TEXHUKE UCIIMTH—
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TaGena 2.9.Knacudukanuja ogabpaHux cucTeMa 3a BU3YyEIHY PElpe3eHTalN]y allropuTamMa rpema
TakcoHoMHjU u3 [39]

Hasus HauuH TexHuke KopuwheHa Tun mepeHor HauuH
cucrema kopuwhetba eBanyauuje Teopwmja yuera 3Hama mepera
eduKkacHocTn 3Haka
GRACE Ha nNpegasabUMa, | emnupujcke Cognitive KOHUenTyanHo TECT HaKOoH
3a yyerbe TEXHUKE Constructivism Kopuwhemra
IVATC Ha npefasaruMa, | - Epistemic - -
33 3a4aTKe, 33 Fidelity
yyeroe
MTUVisual Ha npepasaruMa, | - Epistemic - -
3a yyerbe Fidelity
DES 33 yyerbe - Epistemic - -
animation Fidelity
GRASP Ha npegasaruMa, | - Cognitive - -
33 yyerbe Constructivism

Bama YNOTpeOJbMBOCTM W HaumH uHTepakuuje. [lossa momymena BpeaHomhy -

03HauaBajy aa oxpehena uHpopmanrja o CUCTEMY HHUje TOCTYITHA.

Knacuduxanuja onabpaHux cucreMa 3a BU3YeJIHY PElpe3eHTaI]y KpUITOTpapCeKux
alropuTaMa IrpeMa TaKCOHOMHjU mpemnoxenoj y [39] nmara je y Tabenu 2.9. TabGena
Calp’Ku. Ha3WB CHCTEMa, HA4YWH Kopuimhema CUCTeMa, TEXHHKE eBayallyje
e(hMKaCHOCTH CHCTEMa, TEOpH]Y Y4YeHha Ha KO0jo] jé CHCTEM 3acCHOBaH, THUII MEPEHOT
3Haka U HauyuH Mepema 3Hama. [losbe HaumH Kopumihema IOMYHEH je Ha OCHOBY
IpeIora ayTopa CUCTeMa Ha KOjU HaYMH OM HHXOB CHCTEM MOTao J1a ¢c€ KOPUCTU WIIH
je xopumthen. [lospe TexHuKe eBanyarnyje epUKaCHOCTH TMOMYHEHO j& caMo 3a CUCTEME

KOJU Cy BPIIWJIN €Balyanujy e(OUKacCHOCTH, JIOK 3a OCTaje MMa BpeaHocT ,- . [lospe
KopuirheHa Teopuja yuema MOMyHhEeHO je Ha OCHOBY OIKCa MPUMEHE CUCTeMa M HaunHa
Ha Koju Oum Tpebano na Oyae o1 KOPUCTH CTYACHTUMA U TO 32 CUCTEME Y KOjUMa je TO
00jarmenHo, 0K je 3a ocTaje BPEAHOCT OBOT MmoJjka ,- . [lojka TMm MepeHor 3Hama U
HaYMH Mepema 3Hama IOMYyHmaBaHa Cy M0 WCTOM MNPUHIMITY KAa0 M TOJbE TEXHHKE

eBayaryje epUKacHOCTH.

TaGena 2.10 maje mpuka3 KapakTepUCTHKa OJa0paHWX CHCTEMa 3a BH3YCIHY
penpe3eHTannjy anropuTamMa Koje cy OuTHe ca acmekta Busyenmsanuje. TaOena
CaJlp’KU. Ha3UB CHCTEMa, JMHAMUYHOCT CHCTEMa (Ia Ju Cy y MUTamby CTaTUYKE HJIH
JUHAMUYKE aHMMaldje), npaheme w3BpmiaBama (Ha KOM HHBOY je Moryhe mpaheme
U3BpIIaBaba AJITOPUTMA. KOpaK IO KOpak, HTepaiuja, KOMIUICTaH aJrOpUTam),
KOH(UTYpaOWIIHOCT yina3HHMX Mapamerapa (1a JM W Ha KOM HHBOY je Mmoryhe
KOH(UTYypHCaTH yila3He MapamMeTpe airoputma), ¢uieKcHOWIHOCT (Ia JIM TOCTOjH
MOryNHOCT [o/aBarba HOBHX ajropuTamMa W Ha KOjM HAYMH), OW3ajH BHU3YETHE

pernpesenTanuje (KOJMKO BU3yEIIHA PENPEe3eHTAIIH]ja OAroBapa MprKasy aaropuraMma Ko—
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TaGena 2.10.[Tpuka3 xapakTepucTHKa 01adpaHnuX CHCTEMA 3a BU3YEJIHY PENPE3EHTALH]y alropuraMa
Koje Cy OMTHE ca acleKTa BU3yelHn3aluje

Hasue OnMHaMuuH. Mpahewe KoHdurypabunHoct | dnekcnbunu. [unsajH Bu3yenHe Moap:kaHe
cucrema M3BpLaBaa | ynasHUX penpeseHTaumje Teme
napamerapa
GRACE OVHaMMUYKa KOpak no Aa, kKopuwherem nucamem Npoun3BO/baH RSA, Diffie-
aHMMmauuja Kopak BU3yenHOr eguTopa nporpamay Hellman,
Java DSA, DES,
NPOrpamcKkom X.509
jesunky
IVATC CTaTU4Ka KOpak no ba, kKopuwherbem Hema npou3Bo/baH Lesap,
aHMMauuja KOpaK, BU3yenHOr eguTopa moryhHocT MoHoanpab
KomnaeTaH AofaBakba eTCKM,
anropuTam HOBMX Affine,
anropuTama Vigenere,
RC4, RSA n
DES
anropuTMu
MTUVis. CTaTUYKa KOpak no Aa, kKopuwherem Hema Npoun3BO/baH DES, SHA,
aHUMmaumja KOpak BU3yesIHOT eamTOopa moryhHocT RSA n EC
[0faBakba anroputmu
HOBUX
anroputama
DES CTaTU4Ka KOpak no ba, Kopuwherbem Hema carnacaH ca DES
animation | aHumauuja Kopak BU3yenHoOr eguTopa moryhHocT nnTepaTypom anroputam
AofaBakba
HOBMX
anropuTama
GRASP OVNHAMMYKA Kopak no Aa, kKopuwherem moryhHocT carnacaH ca Diffie-
aHMMmauuja Kopak BU3yenHor eguTopa AofaBakba nMTepaTypom Hellman
HOBMX anroputam
anropuTama
Kopuwherem
npegeduHUCaH-
-Mx onepaumja

pumheHoM y TuTepaTypH) U NOAp)KaHEe TeMe M3 00JIaCTH 3alITUTE MoJaTakKa.

VY pany [60] oGjaimeH je HaYMH yBoh)erma aKTHBHOT y4eHa y eAyKallMOHU MPOILEC
Kpo3 KopHuIIheme cHcTeMa 3a BU3YENHY penpe3eHTalujy ajiropurama M JaTH Cy
KpUTEPUJYMH JM3ajHa OBaKBUX cHCTeMma. lIpemiokeHo je TeT TOXKEJbHHUX
KapaKTepUCTUKA TPHJIUKOM JIM3ajHA OBAKBUX CHUCTEMa. BHUCOK CTENEH HWHTEpaKIlHje
(earn. high interactivity, pasymsbuBe amncrtpakumje (enrn. easily understood
abstraction), jemnocraBHuje je Oosbe (eHri. Simple is bettgr peneBanTHOCT (CHTI.
relevancy u WHTYWTHBaH KOPHCHHYKH uHTEepdejc. BHCOK CTemeH HMHTEpaKiuje
nmojpa3yMeBa Ja KOPUCHUK CUCTEMa UMa IITO Behy yiory y BU3yenHO] penpe3eHTaIuju
QITOPUTMA, IITO MOIpa3ymMeBa MOTYhHOCT KOH(pUrypHcama YIa3HHX MapaMmeTapa,
KOHTPOJIMCAhE M3BPIIABaka aJropuTMa KOpak Mo KOpak, JIaKy M3MEHY Mapamerapa u
MoryhHOCT MoBpaTka Ha MPETXOAHHM KOpaK y W3BpIIaBamy. PasymibuBe amcrpaxiiyje
O3HauyaBajy Ja C€ NPWIMKOM JHM3ajHa CHUCTEMa arCTpPakiije Koje ce KOPHUCTE Y
BU3YEITHO] pPENpPE3CHTAIMjH aJTOpPUTMa OCMHUCIIE TaKO JIa He OJIBYKY HMaKiby KOPHUCHHUKA

ca rpaauBa Koje je y (hoKycy u ja He OyAy CyBHIIE CIOKEeHE Ja OM KOPHUCHHUK MOPao Ja
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Tabena 2.11.IlpuMena KpuTeprjyma an3ajHa npemioxeHux y [60] y onabpanum cucteMuMa 3a BU3YEIHY
pernpe3eHTalyjy KpUnrorpa)cKux anropurama

Hasus cucrema Bucok creneH Pasymsbuse JepgHocTaBHUje PeneBaHTHOCT UHTYynTMBaH

UHTepaKuuje ancrpakuuje je 6omwe KOPUCHUYKMU
uHTepdejc

GRACE + + + - -

IVATC + + - - +

MTUVisual + + - - -

DES animation + + + - +

GRASP + + + - -

MOTPOIIM JOCTa BpeMEHa Ja pa3dyMe ancTpakmnuje. JemHocraBHHje je Oosbe je
KapaKTepUCTUKa MO KO0joj je OoJbe MpHKa3aTh caMoO jelaH KOHIENT WU jedaH
aJropuTaM y OKBHUPY j€JIHE BU3YEIIHE peIlpe3eHTaluje, jep he Tako KOPUCHUIIN JIaKIe
pasymMmeTu. PeneBaHTHOCT mozipazymMeBa Jia je€ BayKHO HUCIPABHO 0J1a0paTH IPaJuBoO Koje
CHCTEM 3a BH3YEIIHY pElpe3eHTalujy airopurama tpeba na mpuxaxe. VHTyuTHBaH
KOPUCHUYKU MHTEpdeEjCc MpeaCcTaB/ba KapaKTEPUCTUKY 10 K0joj Ou uHTepdejc cucrema
3a BU3YEJIHY pENpe3eHTaln]y aJiropurama Tpebano na Oyae MmTo jeJHOCTaBHUJU U Ja
CMamMd MOTYhHOCT TpelmKe KOpPHUCHHUKA TPWIMKOM Kopulihewma. Jlepunucanu
KPUTEPHjYMH Cy OJf HaPOUYHTE BAXHOCTH KOJ CHCTEMa 3a BU3YEIHY PENpe3eHTAIlH]y
KpUnrorpadckux ajaropuramMa M3 acleKkTa oBe auceprauuje. 30or tora he mpumeHa
KpUTepujymMa Iu3ajHa mpemioxkeHux y [60] Outm aHanm3upana y ongaOpaHuM
CHCTEMHMa 3a BH3YCJIHY Pempe3eHTaIujy Kpuntorpagckux aiaropurama. Tabema 2.11
Calp’KU. Ha3WB CHCTEMa, BHCOK CTEICH WHTEpaKIMje, pa3yMJbUBE allCTpakiyje,
jenHocTaBHHUje je Oosbe, pPeNeBaHTHOCT W POOyCTaH KopucHUYkH uHTepdejc. [losba
nonymeHa BpegHomhy ,+“ o3HauaBajy Ja je KpUTEpUjyM HpPUMEHEH, JOK I0Jba

nonymeHa BpenHomhy ,-“ o3HavaBajy J1a KpUTEPHjyM HHU]E TPUMEHHEH.

GRACE [61] npencraBba COPTBEPCKH CHUCTEM 3a BH3YEIHY pEIpe3eHTALu]y
KpUNTorpaCKux mpoTOoKoiaa. Y OBOM CHCTEMY BH3YEIHO j€ PElpe3eHTOBaH oapehenu
0poj kpunrTorpadCcKux W HEKPUNTOTpadCKUX omeparyja Koje ce€ YeCTO KOPHUCTE Y
KpunrorpadckuM nporokoiauma. KopucHuImM Mory aa camu Kpeupajy cleHapHuje KOju
he ce u3BpmaBaTH y OKBHpY MOJpKaHHX NpoTokona. KopucuHuim msmel)y ocranor
MMajy MOTYRHOCT Ja Kpeupajy y4eCHHKE y KOMYHHUKAIU]H, aa 3a oapeheHor ydyecHuka
Kperpajy TOKYMEHT KOjU MOJXKE Jla pa3Memyje ca OCTaJIMM yYECHUIIMMA, J1a TEHEPHIILY
KJbYY WM Tap KJby4deBa Y 3aBUCHOCTH O] JITOPUTMA KOjU C€ KOPUCTU Yy IPOTOKOITY, Ja
mmdpyjy AOKYMEHT M Ja pa3Memyjy MOopyke u3Mel)y KpeupaHux ydyecHHKa Yy
koMmyHukanuju. Ilocroju moryhHocT nma ce oapehenu creHapro CHUMH M KacHH]e

penpoaykyje. [Toap:kanu cy nporokonu koju kopucte RSA, Diffie-Hellman DSA, DES
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wim X.509 3a xomynukanujy wusmely yuecHuka. Kpunrorpadcke onepamuje cy
UMIUIEMEHTHPaHEe, alld C€ y OKBHUPY BH3YENHE pENpe3CHTAIlMjeé MOTY BHJETH CaMo
IBbUXOBH pe3yiTaTH, a HE M JAeTa/bl u3BpIIaBama. CHCTEM je peann3oBaH Yy
MIPOrpaMCcKOM je3uKy Javau ocTaBjbeHa je MOTYNHOCT J1a c€ JIaKO MOTY J0JaTH HOBU
IPOTOKOJIM UMIUIEMEHTALIMjOM HEKOJIMKO HOBHX Kilaca Koje he neduHucaT moHamame

NOjeIMHUX KpUNTOrpadCKuX orepanrja y OKBUPY HOBUX IPOTOKOJIA.

IVATC [62] npencTaBiba CKynl HHTEPAaKTUBHUX aIUICTa 38 BU3YCIHY PElpPE3CHTAIH]Y
KpunTorpadckux anropurama. AITOPUTMH KOjU CY TMOAPKAHH y OBOM CHCTEMY CY:
Lle3ap, monoandadercku, Affing Vigenere RC4, RSAu DES. Uutepdejc omoryhasa
KOPUCHUIIMMA J1a YHECY OPHTMHAJIHU TEKCT M KJbY4d 3a ImQpoBame, Aa J00H]Y
mrpPOBaHU TEKCT 3a CBAKH OJ] aIrOpUTaMa U JIa UHTEPAKTUBHO KOHTPOIIUITY moMohHe
ajaTe 3a aHaJdM3y Kao INTO cy rpadoBu ca (QpekBeHIMjamMa IOjaBJbUBamba CIOBA,
aHaJIM3aToOpu AYXWHE Kibyda, UTA. OBO omoryhaBa Ja ce KOJ jeTHOCTAaBHUJHX
ajropuTama JAeMOHCTpUpajy U HaunHu kKpuntoananuse. Kog RC4anroputma moryhe je
npaheme Qopmupama KJbyda, Kao M H3BpIIaBamka aJIrOPUTMA KOpPaK IO KOpPaK y
uTepalmjama, y3 NnpHuKa3 Mo3uiuje y 1mceyno KoIy KOjUM je allfOpuTaM HpPeCTaBIbEH.
Amer KOjuM ce BpIIM BHU3yelHa pemnpe3eHTanuja DES anroputma mpukasyje nBe
utepanuje Feistelanropurma y Buay aujarpama ca TEKCTYaJIHUM OIKMCHMA OIEpallija

KOj€ Ce U3BPINIaBajy Y OKBUPY HTEpallrje y3 MPUKa3 TOKa MoJaaTaKa Kpo3 UTepaimje.

MTUVisual [63], [64], [65] oOyxBaTa cKkym 01 HEKOJIMKO HE3aBHCHHUX CHCTEMA 3a
BU3YEIIHY penpeseHTanujy amropurama u T1o. DESVisual [63] xoju omoryhasa
Bu3yenHy penpesentanujy DES anropurma, ECVisual [64]koju omoryhaBa BusyenHy
perpe3eHTalrjy aIropuTaMa 3aCHOBaHUX Ha enmunTuikoj kpusu 1 RSAVisual [65]koju
omoryhaBa Busyenny pemnpesenranujy RSA amropurma. DESVisual mpukasyje mnpBy
uteparnjy DES anroputma y Buay amjarpama mo mpuniuny Feistel ctpykrype ca
BeIMYMHAaMa mojaraka o 8 unu 16 6uta u BenuynmHOM KJbyda utepanuje on 6 uiu 10
outa. KopucHuk mMa MOTryhHOCT 1a BHIM JeTa’beé WHUIMjAIHE MepMyTaldje, Kao u
came utepanmje. [locToje nBa pexkmma pazga: mpaheme HW3BpIIaBama U BexOame. Y
pexxumy mpahema HM3BpIIaBamka CBE OIEpaldje Cy M3BPIICHE W KOPHCHUK MOXKE J1a
npatd oxpeheHn OUT Kpo3 AMjarpaM KIUKOM Ha Taj OUT. Y pexuMy BexOama
KOPUCHHUKY C€ MOCTaBJbajy MHUTamka y TOKY M3BpIIaBamka KOja 3aXTEBajy Ja KOPUCHHK

caM u3padyHa mojeauHe nemoe anroputma. ECVisual omoryhaBa kopucHuky na
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no0uje BU3YENHY PEMpe3CHTAIW]y eNUNTUYKE KPUBE HAJ PEaTHUM IOJbEM WU HaJ
KOHAYHHUM II0JbEM MPOCTOT PEea, 3aTUM Ja HM3BPIIM apUTMETHUYKE Omepaldje, Kao u
mudppoBame W JIemudpoBamke W Ja KOHBEPTYj€ OPUTHHAIHY TMOPYKY y TadKy Ha
enuntrukoj kpuBu. RSAVisualomoryhaBa KopuCHHKY Ja HCIIpaTH MOCTymHak paga RSA
anropuT™Ma Ha TpeaedUHUCAHUM IMPUMEpPHMa, Kao M Ja yBexkOaBa TMO3HABamke pajaa
QIrOpUTMa KPO3 MHTEPAKTUBHE 3a1aTke. OCHM caMOT aropuTMa YHje je U3BPIIABAE
Moryhe HWCHpaTUTH, BU3yellHA pempe3eHTaIja Mpuka3yje u Kopuiiheme Eykmnmoor
QITOPUTMa 3a MpOHAIAXEHE WHBEP3HOT Opoja, kao u depmaroor u [lomapmoBor

aropuT™Ma 3a (pakTOpHU3alnjy U TpU BpcTe Hanaaa Ha RSA anroputam.

DES animation [66]je cuctem 3a Bu3yenHy penpeseHranujy DES anropurMa.
CucreMm je peain30BaH Kao MHTEPHET ariMKanuja U omoryhasa npaheme M3BpIIaBamba
QITOPUTMA HA PEeaTHUM IpuUMeprMa Kpo3 mnpeaedunucany anumanujy. KopucHuk uma
MoryhHoct na yHece opurunHaiHu mnojatak y Bumy ASCIl Tekcta u Kbyd 3a
mupoBame y BUAY XEKCaACIMMAIHE BPEJHOCTH U Ja 3all0YHE MOCTYNaK MuppoBama.
Hakon Tora, KOpuCHUK MMa MOTYNHOCT Ja NpaTd M KOHTPOJHILE KpeTame Kpo3
YHaIpeJl TMPHUIPEMIbCHY aHUMAalLlMjy KoOja TpHUKazyje HU3BpIIABAE AITOPUTMA HaJ
nojamnuMa Koje je KOpucHUK yHeo. KopucHHMK mma MOTYhHOCT /@ mpecKoYH IMperiien
U3BpIIaBaba IIOjEIMHUX KOpaka Yy alropuTMy. 3a CBaKy oONepanujy IOpex
JIEMOHCTpAIMje W3BpIIaBama Olepalrje WM JISIMMUYHOT HW3BpIIaBama OIepalnje
nocrtoju W mparehe TEKCTyalnHO O0jalllibemhe KOoje MeTaJbHO OMHUCYje NpUKa3aHy
ornepauujy. Jlerasbu onepaiyja mpuka3aHy Cy camMo 3a jeIHy UTepalyjy aropuTMa.

GRASP [67]npencraBiba CUCTEM 3a BH3YeNU3aLHUjy KPUNTOrpad)CKUX MPOTOKOIA.
Moxe ce KoH(puUrypucaTH [a TpHKaKE BHU3YEIHY penpe3eHTanujy OHiIo Kor
KpUNTOrpadcKOT MpOTOKOJIA, jep MpyXka mocebaH je3uK 3a crnenu@uKanmjy mpoToKosa
Koju omoryhaBa mpou3BoJbaH OpoOj ydeCHHWKA y KOMYHHUKAIMjU W pa3MEHy TMOpyKa
u3Mel)y wux KopuithemeMm oarorapajyhux KOMaHIu HEONXOTHHX Y CHTYPHOCHHM
npotokonmMma. KopucHurn Mory aa MoauduKyjy KOMaHA€ y MPOTOKOIY TOKOM
BHU3YyEIIHE pENpe3CHTallMje H3BpIIaBama IMPOTOKOJIA, YUME je oMoryheHo ma ce y
peaHOM BpeMeHy BUIM Kako onapeleHa mpoMeHa yTHdYe Ha M3BPIIABAKE MPOTOKOJA.
Kopuchunuma je omoryheHo u 1a KOHTPOJIHIY U3BpIIaBak-E MPOTOKOJIA OMIMjamMa Koje
omoryhaBajy momepame KOpak yHaIpeq WIM KOpak yHa3aj, Bpahame M3BpIIaBamba Ha

MoYeTaK WM W3BpIIABAK-E MPOTOKOJIA 10 Kpaja.
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[Topen 3akspyuaka U3BEeIEHUX Ha OCHOBY aHAJIM3€ MOCTOjehnx cucTeMa 3a BU3YEIHY
penpe3eHTannjy Kpunrorpadckux airopurama, Mory ce U3Byhu u mojenHu 3akJbydiu
Ha OCHOBY aHajn3e ymoTpeOe cucTeMa 3a BU3YEIHY PElpEe3CHTANN]y KpUMTOrpadCKux
ajropuTaMa y HacTaBu. Y pany [68] ayropu cy ncTpakuBaiau yTHIlaj yBohema cuctema
3a BH3YEJIHY pENpe3eHTAIMjy KpUNTOTpaCKUX airopuraMa Ha Kypc U3 objactu
3amTUTe mnojataka. Harmameno je na je kopumiheme TeXHUKAa AaKTUBHOT yuera
noBehano MOTHBALMjy CTyJeHaTa M JIyXXe APXKAIO0 HHXOBY MaXmby, HETO KIACHYHO
n3Boheme HacTtaBe. YOUGHO je€ Ja Ha NpeaMeTHuMa W3 Oo0JacTH 3allTUTE MojaTaka
IIOCTOje HEKEe TeMe Koje Cy caMe Mo ceOu jako 3aHMMJBHMBE CTyIEHTHUMa (HIIp. BUPYCH,
XaKepH, UT].), 10K ca JIpyre CTpaHe HeKe TeMe KOje ce OJJHOCE Ha KopulrheHe KOHIENTe
U TEOPHjy Ha KOjOj Ce€ KOHIIETITH 3aCHUBA]y (HIp. KpUIITOrpad)CKU allrOPUTMHU) Cy MHOTO
Marbe aTpaKTHBHE M MHOTO TEXE 3a pasyMeBambe CTyaeHTHMa. Y [68] mpemnoxeno je na
O0u ynpaBo OBE Mame€ aTpaKTHBHE TeMe Tpebano na Oyay MoKpuBeHe Kopuurhemem
TEXHWKAa aKTHUBHOT Yy4Y€ma Kako OM CTyaeHTHMa Ouse 3aHMMJBbMBHjE M JIaKIIE 3a

pa3yMeBame.

2.4. 3AKJbYUYLU AHAJIM3E PEJIEBAHTHE JIMTEPATYPE

W3 mperxoaHe aHanmu3e MOXe ce U3BYhHM HEKOJIMKO 3HauajHUX 3akjbydaka. [IpBo ce
Moxe naepuHUcaTH Kako OM Tpebano na Oyne OU3ajHUpAH CHUCTEM 3a BHU3YEIHY
penpe3eHTannjy KpunTorpadckux aiaropurama Koju om Tpedano KOPUCTHTH. 3aTUM Ce
MOYKE YCTaHOBUTH Kako OM Taj CUCTeM Tpebasio KOPUCTUTH J1a 6u 6mo epukacan. Moxe
ce nepuHMCATH W HAYMH MpoBepe euKacHOcTH cucrema. Ha kpajy, aHamm3om
nocrojehux cucreMa 3a BU3yeIHY pPerpe3eHTaljy KpunTorpad)CKux alropurama Moxe
ce MpOBEPUTH Jla JIM TOCTOjU HEKH CHCTEM KOju OW HCIYHHO CBE IHPETXOIHO

neduHUCaHE 3aXTEBE.

AHanu3oMm 3akibydaka u3 cekuuje 2.1 MokeMO KOHCTAaTOBaTH Jla C€ CUCTEMHU 3a
noMoh y ydemy YyCHIEUIHO KOPHUCTE Yy Pa3IMuUTHM OO0JacTUMa M Ha Pa3IHYUTHM
HUBOMMa oOpa3oBama. Buaumo na mocToju npuwinyad Opoj OBaKBUX CHUCTEMa KOjU ce
KOpHUCTe Ha (paKkyJITEeTHMMa y HACTaBH Ha MpeIMeTHMa U3 00JacT pauyHapcKe TeXHHKE
u uadopmartuke. Teopuja koja ce 0aBM NPUMEHOM OBAKBHX CHUCTEMa y 00Opa3oBamy
TOBOpH J1a je HauMH KopuIllhema cucTeMa BaXKHUJU O] caMe pealin3aliije cucreMa Kaaa
je y nutamy edukacHoct. [IpuHimnu nu3ajHa koju cy nepunucanu y [37] ce mory
cMmarpatu I1oOpUM Npernopykama IpUIMKOM TU3ajHHpama HOBOI CUCTeMa 3a momoh y
yuemy. AHanmu3oM mnoctojehux cucrema 3a BHU3YENHY pENpe3eHTalujy alropurama

HaNpaB/bEHOM y ceKuuju 2.3 Mory ce JedUHHCATH HHUBO allCTpaklyje, HAYUH
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UMIUIEMEHTalllje, TeopHja ydema Kojy Om Tpebamo KOPUCTUTH, Kao W OWTHE
KapaKTEepPUCTUKE Ca acleKTa BU3YEIHE pempe3eHTaIrje Koje Ou CHCTeM 3a BHU3YCIHY
pernpe3eHTanujy Kpuntorpagckux anroputama Tpebanmo ma wma. Hakon anamuze
noctojehux cucremMa 3a BH3YEIIHY pENpe3eHTaln]y KpUNTOrpadCKUX aaropuTama
HaIpaBJbCHE Y CEKIMjU 2.3 MPETXOJHHU 3aKJbYUIld O JU3ajHy MOTY C€ JONMYyHUTH
3anmakalbuMa KapaKTePUCTUYHMM 32 CHCTEME 3a BH3YEIHY pENpe3cHTalujy

KpUNITOTpaCKUX airopuTama.
[Ipenopyke 3a Au3ajH cUCTEMa Cy:

* MOJp)KaHU MPUHIUIN. BULIECTPYKE PENpe3eHTall]je, CYCEAHOCTH, MOIeJbeHE

MaXXHE U CAXXETOCTH y mTO Behoj MepH,
* HUBO alCTpaklMje. BU3YyEITHA PEIPE3CHTAaIIH]a AITOpUTaMa,
* HaYMH UMIUIEMEHTAaIMje: nuarepdejc,

e kopumhena Teopuja yuema: Epistemic  Fidelity uwim  Cognitive
Constructivism

* JMHAMUYHOCT. CTaTHYKa aHMMaIlH]a,
* mpaheme U3BpIIaBamka: KOPakK 1Mo KOpak,

*  KOH(PUTYpaOMIHOCT yJIa3HUX I[apamerapa. 1a, KOpUIINEHEM BHU3YEITHOT

eanTOpA,

e (prmexcHMOMIHOCT: TOXeJbHA MOTYNHOCT J0/7aBama HOBHX ajaropurama (aiu

HHjC HEOMXO/IHa),
* JM3ajH BU3YEIIHE PENpe3eHTalllje: cariacaH ca JUTEPaTyPOM,

* BHCOK CTENEH WHTEPAKIMje, pasyMJbHBE alCTpPakiHje, jeIHOCTAaBHOCT
BU3YEITHE pENpe3eHTalnje, PEIEBAaHTHOCT MPHUKA3aHUX TeMa W MHTYUTHUBAH

KOPUCHUYKHU UHTEpdE]C.

[lurame HaumHa  KOpHWIIhema CHUCTEMa 3a  BU3YEIHY  pElpe3eHTAIH]y
Kpunrorpadckux ajnropuramMa yTH4Ye W Ha JU3ajH CaMOT CHUCTEMa, ajldi M Ha JHU3ajH
OKpY)K€Hba Yy KOMe OM Ce CHCTeM KOpHCTHO. Y cekuuju 2.3 nepuHucanu cy moryhu
HAYMHU WHTEPAKIMje W HAYMHU KOpHUIIhema. 3aKbydllil U3BEICHN HA OCHOBY aHAJM3C
noctojehux cucrema 3a BU3yeNHY penpe3eHTallr]y ajJropuTaMa, MOTY c€ JIONMYHUTH U
anaimm3zoM u3 ceknuje 2.3. [Topen Tora Ha OCHOBY aHanmmM3e y CeKUUju 2.3 MOTYy ce
neuHECATH M TeMe W3 OO0JacCTH 3allITUTE TMOojaTaka Koje OW CHCTEM 3a BHU3YEIHY

perpe3eHTalnjy KpUnTorpadCKux anropurama Tpedaio aa moapKH.
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[Ipenopyke 3a HauMH KOpHUIIhema CHCTEMA CY:

HAYMH HMHTEPaKIMje. CaMO MOCMaTpame Bu3yenu3anuje (MHHUMAIHO, a

MI0KEJHHO U BHIIIC),

Ha4YMH Kopuiihema: Ha TIpeIaBamkbuMa, 3a yuewe, y 1adopaTopuju, 3a 3a/1aTKe

(trro Bume Moryhunoct T0 60B€),

MO/Ip’KaHe TeMe: KIACHYHH KPUOTOTPAapCKH ajirOpUTMH, CHMETPHYHU
kpunrorpadpcku  O6mox  amroputmu  (DES, AES) u  acumeTpuuHH
kpunrrorpadeku aaroputmu (Diffie-Hellman RSA).

YV cexkumju 2.3 objammeHe Cy W TEXHHKE KOjeé ce 0aBe UCIUTHBAKHEM

ynoTpeO/bUBOCTH M €UKACHOCTH CHCTEMa 3a BU3YEIIHY PENpe3eHTAIM]y alropuTaMa

npuiukoM kopuiihewa y HactaBu. C 003UpoM Ha TO Ja MPEAJIOT peuiermha OMUCAHOT

npo0JemMa yIpaBo yKJbydyje KOpHUIINEHE JeTHOT CUCTEMA 3a BU3YEIIHY PENPE3CHTAIIN]Y

KpUNTorpacKux ajropuraMa y HaCTaBU M3 00JIACTH 3alITHTE IMOjaTaKka OMTaH acTeKT

je mpoBepa yCIeITHOCTH TaKBOT' CHCTEMA.

[Ipenopyke 3a mpoBepy yHOTPeOLUBOCTH U €(PUKACHOCTH CUCTEMA CY:

3a eBayallljy ynoTpeOJbUBOCTH cucTeMa (je[IHa WM BHUILE OJ] MPEITOKEHUX
TEXHHKA). HehOopMaaHa UCIUTHBAMA, XCYPHUCTHYKA HCIUTHBAMA, TCXHHKE

YIUTHUKA, OTICEPBAIIMOHE CTYAM]jE U/UIH KOHTPOJIUCAHU EKCIICPUMEHTH,

3a eBasyaljy epUKacCHOCTH cHucTeMa (jelHa WM BUILIE O] MPEIT0KESHHX
TEXHHMKA). aHEeTIOTCKE TeXHUKE, MPOrpaMCKe TEXHHUKE, aHATUTHYKE TCXHHUKE

U/WTH eMITUPHjCKE TEXHUKE,

32 BPCTY MEpPEHOT 3Hama KOJ eBalyaldje e(QUKaCHOCTH CHCTEMa:
KOHIICTITyaTHO 3Hamke, NPOIEAypaTHO 3HAamkEe WM KOHIENTYalHO |

MIPOIEAYPATHO 3HAME,

3a HaYMH MEpeha 3Hama KO eBalyalfje epuKacHOCTH cucTtema (jeaH Win
oba HauMHA). TECT HAKOH KOpHIIhema M TMOOOJbIIAE pe3y/aTara HAKOH

Kopuithema y 0JTHOCY Ha pe3y/aTaT npe Kopuiihema.

YKOIWMKO mocMaTpaMo aHaIM3y MOCTOjehnX cHucTeMa 3a BHU3YENHY pEerpe3eHTAIH]y

Kpunrorpackux anroputama HampaBbeHy y ceknuju 2.3 Buaehemo na BehuHa

nocrojehux cucrema OapeM NETMMHYHO TOKpPHBAa AITOPUTME KOju ce obOpalyjy Ha

Kypcy u3 3amrure mopataka. Ilopex Tora, CBHM CHUCTEMH Yy JIOCTa BEJIMKO] MEpH

UCITyHaBajy MPETXOMHO AchUHUCAHE MPENOpYyKe Kajua je y MUTamky IW3ajH U HAUYWH

Kopuithema cucTeMa 3a BHU3YEIHY PENpe3eHTaIr]y KpunTorpadckux ajaropurama. 3a
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CBE aHAIM3UPAHE CHCTEME j€ CIpPOBEIEHO 0apeM HEeKO MCIHUTHBAIE YHOTpeOJbUBOCTH,
JIOK je eBallyanuja e(pUKacCHOCTH CHCTEMa CIIPOBEICHA CaMO 3a jelaH O] aHATH3UPAHUX
cucreMa. M3 oBHuX pasnora pazmarpana je MoryhHocT kopumrhema HeKor o1 mocTojehunx
cHCTeMa 3a BH3YEJIHY pENpe3eHTalnjy KpUNTOrpad)CKUX alropuramMa Ha TpeAMETYy

3amTura nmojaraka.

GRACE [61] fioapxaa RSA, Diffie-Hellmanu DES ox anroputama Ha 3amTutu
nogaraka) 1 GRASP [67] (ionpxasa Diffie-Hellman ox anropurama Ha 3amruTi
HojJiaTaka) MpeACTaBbajy CHCTEME 3a BU3YEIHY peNpe3eHTalujy KpUITOrpadcKux
NPOTOKOJIA, 1A je TaKO aKIeHaT y OBHM CHCTEMHMa JPYraduju ol KeJbeHor. Hamme,
KOJI OBUX CHCTEMa MPHUOPHUTET j& Ja Ce MPHUKaKe HaYWH Kopuilhema Kpunrorpadckor
QITOPUTMA y OKBHPY NPOTOKOJIA KOJU C€ KOPHCTH 33 CUTYpHY KOMYHHKAIH]y U3Mehy
JIBa WJIHM BHIIC YYECHHKA y KOMYHUKAIHjU. 300T Tora Ccy JeTaJbu M3BpIIaBamka CaMor
kpunrorpadckor anroputMa BehuM JEIOM CaKpUBEHH Ol KOPHCHHKAa KOME Cy
MpUKa3aHU caMO PE3YNTaTH W3BpIIaBama. OBa Ba cucteMa ce Mel)ycoOHO pasluKyjy
no tome mrto GRACE mopen BusyemHe pernpes3eHTalyje HW3BpIIaBamba Kopaka y
IPOTOKOIY Jlaje MOTYhHOCT pajia U ca KOHKPETHUM BPEIHOCTHMA, aji 0e3 ylnaxema y
JeTajbe M3BpIIaBama anroputma, Beh y3 mpuka3 pesynrara, 1ok GRASP omoryhasa
camo mpaheme H3BpIIaBamka KOpaka y MPOTOKOIY Ha KOHIICNITyaTHOM HUBOY, 0e3
koHKpeTtHUX Bpeanoctu. IVATC [62] moapxkasa Ilesap, monoandabercku, Vigenere
RSA u DES on anropurama Ha mpeamery 3amrTurta nojaataka. Kama cy y nutamy
KJIaCUYHU KPHUNTOTPAapCKH QITOPUTMH OB3j CUCTEM 3aJ0BOJbaBa IPETXOIHO
neduHECaHe YCIIOBE, ajlu HE MOJpKaBa CBE KJIIACHYHE KPUINITOTpadCcKe alropuT™Me KOoju
ce mpenajy Ha npeamety 3amruta nogartaka. Kog DES anroputma npukasane cy camo
nBe utepanuje Feistelanropurma rae ce nerabu U3BpIIaBama MOjeIUHUX OIepalrja He
MOT'y UCHIpaTHTH, Beh cy o0jammeHn TekeTyaaHuM objammemeM. Konx RSA anroputma
W30CTaBJbEHU CY JIETaJbH M3BpIIaBamha alTOPUTMA U KOPHCHUKY je caMo oMoryheHo na
dbopmupa map KJbydeBa, YHeCE ylIa3HH TEKCT M q00uje mudposanu tekct. DESVisual
[63] (moapxaBa DES ox anropurama Ha 3aliTUTH MMOJATaka) IMpHUKa3yje caMmo IMPBY
utepauujy u3BpuiaBama DES anroputma u TO ca pelyKOBaHMM BelIMYMHAMa yJIa3HHUX
napamerapa. ECVisual [64]ue moapikaBa HHjeIaH O alropuTaMa Koju ce Mpeaajy Ha
npeamery 3amrura momataka. RSAVisual [65] (tonp:kaBa RSA onx anroputama Ha

3alITUTH MOJaTaka) y BEIMKO] MEPU HCIyHaBa MPETXOAHO Ne(PHHUCAHE YCIIOBE, Y3
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U3y3€TaK JIEMOHCTpAallMje jelIHOr O] anropuTaMa (aKTopu3aldje OINUCAHUX Ha
npeamery. [IpoGiieM je u KopucHUYKH HHTEp(dEjC y KOME Cy IPUMEPHU WIM ayTOMaTCKH
reHeprcaHu 0e3 MHTEPAKIM]je ca KOPUCHUKOM MJIM 3aXTEBajy O] KOPHUCHHUKA IMTO3HABAHHE
alropuT™Ma M py4HH yHOC mapamerapa. DES animation [66] roapxxaBa DES on
alropuTaMa Ha 3allTUTH N0JaTaKa) y BEIUKO] MEPU UCITyHaBa MPETXOAHO AehruHICcaHe
ycnose. [IpoGiem je mTo cy mpuka3zaHu JeTajbu caMo MPBE UTEpAIlHje AIrOpUTMa, Kao
U TO ITO KOPHUCHUK HeMa MOTYNHOCT CaMOCTaIHOT HCTPaXKUBamba W3BPIIABAA
anropuTtMma, Beh je mpaheme W3BpIIaBama peajn30BaHO y BHUAY aHUMAIH]E Y KOjO]
KOPUCHHUK MMa MOTYhHOCT ynpaBibama TeMnoM aHumanuje. [Iparehu onucu cy Beoma
JeTaJbHY, TIa j€ OBaj CHUCTEM IOTO/JAH 33 CAMOCTAIIHO YY€He CTyJeHaTta Koj kyhe. Y
JUTEpaTypu HUje TpoHalleH HHUjemaH CHUCTEM 3a BHU3YEJIHY peNpe3eHTAIH]y

Kpunrorpadckux ajropurama koju nojapxkara AES anropuram.

CBM TIPETXOIHO AaHAM3UPAaHU CHCTEMH CYy pa3BUjeHH Jla 3aJ0BOJbE HEKE
crenuduane moTpede ca caMo MOjeIUHUM aITOPUTMHUMA KOje MOapKaBajy U JIeJI0BUMA
TUX alropuramMa KOju Cy BH3YEIHO pemnpe3eHTOBaHU. OBHU CHCTEMH CaMmoO JCTUMHYHO
UCIYHhaBajy 3axTeBe KOju cy jAeduHucanum kako Ou ce moOoJbllana HacTtaBa u3
npeaMeTa 3alIThTa mojaTaka. 300r Tora je JOHEeTa OJUTyKa Ja C€ pa3BHje HOBH CHCTEM
3a BH3YeNIHy penpesentanujy kpunrorpadekux amropurama (COALA) koju 6u 6mo y
CTalky Ja Yy MOTIIYHOCTH 33/I0BOJBH TMPETXOJHO NePUHHCAHE 3aXTEeBE W 3aTBOPU ja3

u3Mel)y pacrosoKuBUX CUCTEMA U MTOTpeda npeaMera 3amTHTa moaaTaka.
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3. OIINC MOAPKAHUX
KPUIITOI' PAOCKHUX
AJITOPUTAMA Y COALA
CUCTEMY

Y 0BOM moOMIaBby je NpPHKa3aH ONHC KPUOTOrpadCKUX ajlropuramMa KoOju Cy
noapxkann y COALA cucremy. Cucrem mnoapkaBa MHET BpCTa KpUNTOrpadCKux
aNropuTama. CyrncTUTYIMOHE AJITOpPUTME, TPAHCIO3UIMOHE alTOpUTME, MPOIYKIIMOHE

aITOPUTME, CHMETPHUHE OJIOK aJIFTOPUTME U AITOPUTME Ca JABHUM KJbYUEM.

3.1. CYIICTUTYHUUOHU AJITOPUTMU
VY 0BOM MOIJIaB/by Cy ONUCAHHU CYNCTUTYLIMOHM KPUITOTPa(CKU aITOPUTMHU KOJU Cy
nogpxkann y COALA cuctemy. Cucrem mojpkaBa 4yeTHUpu TakBa aiaroputma: Llesap

anroputaM, MoHoanpadeTcku anroputam, Playfair anropuram u Vigenereanropuram.

3.1.1. OE3AP AJITOPUTAM

Ile3ap amropuram [1] je jemaH oa HajcTapUjUX CHMETPHUYHUX CYOCTHUTYI[HOHHX
kpunrorpadckux anropurama. Cmuciuo ra je Jynuje Llezap mo uemy je u 10610 Ha3UB.
AnroputaM mojpazymMeBa Ja ce CBako cJI0BO anabera U3 OpUrHHAIHE MOPYKE Meba ca
CIIOBOM KOje je 3a TpH MecTa ynecHo y angabery. YmpaBo MmomMepaj y OIHOCY Ha
OPUTHHAIHO CJIOBO TIPEACTaB/ba KJbYY y OBOM QITOPUTMY. YKOIMKO MOCMaTpamo

enrnecku andader koju uma 26 ciioBa, OHIa UMaMO 25 pa3IMYUTUX BPEIHOCTH KJbyYa.

JlaHac je oBaj anropuTaM 3aHMMJBMB, HE caMO 300r Tora MITO je MOXJa jeJaH Ol
HajCTapHjuX MO3HATUX Ha CBETY, Beh M 300r TOora mITO je MOrojaH 3a AEMOHCTPALU]y
c1aboCTH Koje yTU4y Ha YCHENTHOCT KpunToaHaimse. Hamme, kao mro je Beh pedeHo,
MOCTOjH 25 pa3IMUUTUX KJbydeBa IITO j& jako Majau Opoj MOTYhHOCTH. YKOJIMKO 3HAMO
1a je Heka nopyka mmdposana Ile3ap anroputmMom, oHJA je JaKo HCIPOOaBambEM CBHX
Moryhux BpeJHOCTH KJby4a AOhM 10 OpUruHaiHe nopyke. Tpu ¢akropa cy 3acimy’xkHa 3a
YCHEITHOCT KPHUIITOAHATM3€E HAIaJ oM HCIIPOOaBambeM CBUX MOTYhHX BpeIHOCTH: 1a JIn
je caMm anroputaMm TO3HAT, KOJMKH j€ CKyn KJbydyeéBa M KOJUKO j€ TO3HAaT H

NPENO3HATIFUB CaM j€3UK OPUTHHAIHE TIOPYKE.
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3.1.2. MOHOAJI®ABETCKHU AJITOPUTAM
Momnoandabercku anroputam [1] npeacrasiba yHanpeheme Ile3ap aaroputma, Tako

IITO J03BOJhaBa J1a KOMOWHAIIM]a CJIOBA 3a 3aMeHY Oyze mpou3BoJbHA. Cama MOXKEMO
UMaTy IPOU3BOJbHY MIEPMYTALIM]y CBUX cJI0Ba U3 anadera Kao KJbyd. AKO ocMaTpamMo

eHriecku andader To HaMm npyxa 26! pa3THuuTHX MOTYhHOCTH.

OBaj anmropuraM je WHTEpecaHTaH, 300r Tora IITO JIEMOHCTPUPA HOBU ACHEKT
Kpunroanaiause. Hamme, Mako cajma uMMamMoO H3Y3€THO BEIMKH Opoj pasiIuYUTUX
BPEIHOCTH KJbyda, YAME je Hamaj UCIpoOaBameM 3HATHO OTEXaH, aTOPUTAM CE H
JaJbe HEe MOXKE CMaTpaTH CUTYpHHM. Pa3jor 3a TO je mMTO y CBAaKOM jE€3UKY IOCTOjE€
onpeheHa mpaBuiia, OJHOCHO KAapaKTEPUCTHKE TOT je3UKa, YHjOM CE€ aHAIM30M MOXKe
CMamUTH CKYN MOTYhHMX BpEZHOCTH KJby4ya, a OHJa HamaJoM HCHpoOaBameM CBUX
NPEOCTAINX BPEAHOCTH KJbyda JIOhW 10 OpUTHHAIHE TOpPYKE. 3a CBAKH je3WK CEe MOXKE
YCTAaHOBHUTH pellaTHBHA (DPEKBEHIIMja TOjaB/bHBarba CIOBa (HIP. Y €HIVIECKOM jE3UKY
CIIOBO € MMa yOenpuBO HajBehy penaTuBHY (pEKBEHIH]Y IMOjaBJbHBamba). 3a MOPYKY
KOja ce aHaIM3HMpa MOXKE Ce€ U3payyHaTH pellaTHBHA ()PEKBEHIIMja M0jaB/bHBaba CIOBA
W 3aTUM YIOPEAUTH ca (PpEeKBEHIIMjOM 3a Taj jJe3WK M Ha Taj HAYMH MOTY c€ JOOWTH
onpeheHn MenoBy KJbyda, YAME Ce CMambyje CKYI 3a mperpary. Fcro ce Moxe ypaauTH

¥ 32 KOMOHMHAaIWj€ J1Ba WU TPH CIIOBA.

Jla 6u ce moOoJsplania CUTYPHOCT IMOTPEOHO jeé HAa HEKW HAYMH CIMMHUHHCATH
KapaKTepUCTHKE KopuimheHor jeswka y mmdpoBaHo] mopymu. J[Be merome koje ce
KOPUCTE y Ty CBPXY y CYNCTHTYLIHOHUM aJITOPUTMHUMA Cy. HIM(pPOBame BUIIE CIOBA
OpUTHMHAJIHE TIOPYKE 3ajelHO WM KOpHIIheme BHIIE pa3IMYUTHX KJbydeBa 3a

mudpoBame.

3.1.3. PLAYFAIR AJITOPUTAM
Playfair anropuram [1] mpencraBiba CHMETPUYHHU CYNCTUTYILIMOHH KpHUOTOTpadCKu

aITOpHUTaM KOjU TOKYIIIaBa Jia MPUMEHOM MeToje M (poBama BHUIIE CIIOBA OPUTHHAITHE
MOPYKE 3ajeJHO CIMMUHHMING KapaKTEPUCTHKE KOPUIINEHOT je3uka W3 mudpoBaHe
nopyke. OBaj anropuraMm Jelid OPUTHHAIHY MOPYKY Ha CJIOTOBE M CBaKd CJIOT ce
TpeTupa Kao jEAMHCTBEHA LEIMHA 32 3aMEHy NPWIMKOM (opMupama MHdpoBaHe
nopyke. AJNroputraMm ce 3acHHBA Ha MaTpUIlM BeaudnHe 5S5X5 koja ce momymaBa Ha

OCHOBY IIPOU3BOJbHE KJbYUHE peud. MaTpuliia ce momnymana pell o pel U TO TaKo LITO
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ce Hajmpe y by ynucyje nzabpaHa KJby4qHa ped, ajiu 0e3 MoHaBJbama CJIO0Ba, a 3aTHM Ce
OCTaTaK MOIYHHU peaoM mpema andadery clIoBHMa KOja MPETXOAHO HHCY YIHCaHa y
MaTpuily. ¥ OpHWTHHAJIHOj BapHjaHTHU aJTOPUTMa KOja C€ KOPHUCTH 3a CHIVIECKH je3HK
cioBa | m J ce monmymaBajy y jeHO MOJb€ MATPUIIC U PadyyHa]y c€ Kao jeJHO CJIOBO. 3a

mmdpoBame ce kKopucrte cieaeha mpaBuia:

e (CroroBM OpUTHHAIHE MOPYKE KOjH CE€ CacTOje O HCTHX CJIOBa MOpajy ce
pa3IBOjUTH KOPHUIITNEHEM HEKOT CIIOBA Koje je omabpaHo y Ty CBpXy (HIp. y

CHIVIECKOM jE€3HMKY YECTO C€ KOPHCTH CIIOBO X).

*  VYKOJIMKO C€ CJI0OBa M3 CJIOTa OPUTHMHAIHE MOPYKE Halla3e y HUCTOM peay y
MaTpHIIH, Ta/1a CE CBAKO OJ] BbUX MEHa ca CJIOBOM U3 HCTOT pelia U3 KOJIOHE ca

ACCHE CTpaHC.

*  VYKOJIHKO ce€ CJI0Ba M3 CJora OpUrHHAIHE MOpPYKe Hajla3e y MCTO] KOJOHU Yy
MaTpHIHM, TaJa C€ CBAKO O]l HbUX MEHa ca CIOBOM M3 MCTE KOJIOHE U3 pena

HCIION.

* Y CynpoTHOM, CBaKo CIIOBO U3 CJIOTa OPUTHHAIHE MOPYKE MEHa Ce Ca CIIOBOM
U3 MaTpulle Koje ce Hajla3u y UCTOM pely Kao U CIOBO KOje ce MEma M y

KOJIOHH Y KOjOj C€ HaJla3u Mapmkak CcJI0Ba KOje ce MEHba.

Playfair anroputam je yBohemeMm cioroBa kao jeauHuna 3a MU(pOBaEkE 3HAYAJHO
OTEKA0 KPHUIITOAHAIH3Y HA OCHOBY KapaKTEpPHCTHKA KOpHUIINEHOT je3uka (HIIp. yMECTO
26 cioBa y CHIVICCKOM je3uKy MOCTOju 676 cioroea), amu je HHje Yy HOTIYHOCTH

CIIMMHHHCAO.

3.1.4. VIGENERE AJITOPUTAM

Vigenereanropuram [1] npencraBiba CUMETPHYHH CYNCTUTYIIHOHH KPUITOIPAPCKH
QITOPUTaM KOjU TOKYIIaBa Ja NPUMEHOM METOJe KOpHIIhema BHIIE Pa3IUuYUTHX
KJbyueBa 3a MHU(PpOBakE CIMMHUHUINEC KAPAKTEPUCTUKE KOPUIINEHOT je3WKa U3
mudpoBaHe mopyke. OBaj anaropuram crnama |y rpymy nojuanhadeTcKux
cyoctutynnonux anropurama. [lommandabercku aaropuTMu KOpPHCTE CKYIl O]l BHIIIE
MOHOa(abeTCKuX alropuTamMa M TMPHIMKOM IIH(PpPOBamba OpPUTHHAIHE MOpYyKe Ha
OCHOBY KJbyda ce oxapehyje koju om MoHoandabeTckux anropurama he OuTH
uckopuinheH 3a mupoBamke CBAKOI CIIOBa OPUTHHAIIHE MOpyke. Vigenereaaropuram

kopuctu ckyn o 26 Llezap anroputama ca nmomepajem ox O mo 25. Cpaku anroputam
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O3HaYEH je cI0BOM Koje y oaroBapajyhem Llesap anroputmy mema cioBo a. Kako 0u ce
mudpoBana mopyka nmorpebaH je KJbyd HCTE AY)KMHE Ka0 M OPUTHMHAJIHA IOpYyKa.
OO0u4HO ce KJbyd (OpMHpa Ha OCHOBY KJbYYHE PEUH, ITOHABJBAEM KIJbYYHE PEUH JI0
Iy’)KHHE OpUTHMHAIHE MNOpyKe. 3a Mmu(poBame CBAKOT CIIOBA OPUTHMHAIHE IOpPYKe
KOpUCTH ce paznnuuTu Llesap anropuram oapehen cioBom u3 kibyda. Ilomro mocroju
NIOHABJbAE Y KJbY4y 300I HauMHa HErOBOT (popMupama, MOCTOJU U IMOOOJbIIAE
Ha3BaHO ayTOMATCKO I'eHepHcame Kibyda (eHri1. autokey).Y oBoj BapujaHTH 3a JOIMYHY
KJby4a /10 AY)KHHE OPUTHHAIHE ITOPYKE YMECTO TMOHABJbamkha KIbYYHE PeUuH, Ha KIbYUHY
ped ce nonaje TEKCT W3 OpUrMHanHe nopyke. Hu oBaj anropuram He ycreBa na y
NOTIYHOCTU EIMMHHHMIIE KapaKTepUCTHKE KOpUIITNEHOr je3HKa, MAaKO HUX Y BEIHUKO]

MepH CKpHBA.

3.2. TPAHCHHO3UIIMUOHU AJITOPUTMHU

YV OBOM TOTJIaBJbY Cy ONMUCAHH TPAHCIO3UIMOHH KPUNTOTPAaQCKU aJrOPUTMHU KOJU CY
noapxxann 'y COALA cucremy. Cucrem monpxasa qBa TakBa anroputma: Rail Fence

anroputram 1 Row Transpositioanropuram.

3.2.1. RAIL FENCE AJITOPUTAM

Rail Fence amropuram [1] cmama y rpymy CHMETPUYHHX TPAHCIO3HIIMOHHX
kpunrorpadckux amroputama. OBH aITOPUTMHU 32 PA3IUKy O CYOCTUTYITMOHUX
alropuTaMa He BpIIE 3aMEHE CJIOBa M3 OpPHTHMHAJHE IMOpyKe, Beh Memajy perocien
CJIOBA Y OPUTHHAIHO] IOPYLIM U TUME CaKpHBajy HEH caapikaj. OBaj anropuram je jeqan
0] HajjeTHOCTAaBHUJUX TPAHCIIO3UIMOHHUX ajropuraMa. ¥ OBOM aJTOPUTMY IOpYyKa ce
UCIIHMCYje HaW3MEHWYHO OJI03r0 Ha JI0Jie, TMa OJ03[0 Ha Tope y AujaroHangama. bpoj
penoBa y KojuMa ce TopyKa HCIucyje mpeacraBiba kibyd. llludpoBana mopyka ce

n00Hja Tako IITO ce MOpyKa Koja je UCIHCaHa Ha MPETXOAHN HAYlH OYUTa PEel 10 pel.

3.2.2. ROW TRANSPOSITION AJITOPUTAM

Row Transpositiorairoputam [1] je HemTo cnoxenuju anroputam on Rail Fence
aIropuT™Ma. Y OBOM JITOPUTMY OPHTHHAITHA TMIOPYKa CE HCIUCYje Y MMPaBOYTaOHUKY pejl
no pea. CBaka KoOJIOHA WCIIMCAaHE TOPYKE O3HA4YM c€ peaHuM OpojeM W mudpoBaHa
nopyka Jo0uja ce YUTambeM IMPETXOJHO HCIHCAaHEe MOPYKE KOJIOHY IO KOJIOHY Y

IPOM3BOJGHOM peJlocie/ly KOJIOHa IpeMa O3HAaueHUM pelHuM OpojeBuma. Penocnen
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KOJIOHA IPEJCTaBJba KJbYd Y OBOM aJITOPUTMY.

OBakaB ajropuTaMm Ce JIaKO MPeTo3Haje 300r Tora MmTo mudpoBaHa MOPyKa UMa UCTY
(bpeKkBeHIN]y M0jaB/bUBaA CIIOBA KA0 U OPUTHHAIIHA MOPYKA. YKOJIHUKO CE allTOPUTaM

MIOHOBH BHIIIE ITyTa 3apeoM nobuja ce 6ospa 6e30eqHOCT mH(poBaHe MOPYKE.

3.3. IPOAYKIIMUOHHU AJITOPUTMU

Y OBOM MOTJIaBJbY Cy ONHCAHH MPOAYKIIMOHU KPUMITOTPAPCKH AITOPHUTMHU KOJU Cy
noapxkann y COALA cucremy. Cucrem mojnpkaBa jeqaH TakaB aiaroputam:. Rotor

Machineanropuram.

3.3.1. ROTOR MACHINE AJITOPUTAM
AHanu3oM cyOCTUTYLIMOHUX U TPAHCIIO3ULMOHUX alropuTaMa yCTaHOBJHEHO j€ Ja He

IIOCTOjU HH jelaH TaKaB JTOPUTaM KOjU OM y MOTIIYHOCTH MOTao Ja eITUMHHHMIIE
KapakTepUCTUKe KopuiiheHor je3uka y mmdpoBaHoj mopyiu, ocum One-time pad
alropuTMa KOJU HHUJe TMpaKTHYaH, jep 3axTeBa KOpUITNEHE BEJIUKOT KJbyda.
VY CcTaHOBJBEHO je M J1a BHIIECTPYKa MPUMEHA CYOCTUTYIMOHHX WM TPAHCIO3MIIMOHHX
alropuraMa Ha HEKy IOpyKy Ii0jayaBa CHUTYpHOCT mmudpoBaHe mopyke. IlpaBy
NPEKPETHULLY Y Pa3BOjy KpUNTOrpa)CKUX aiaropurama IpelcTaB/ba KOMOHHOBAHC
CYOCTUTYIMOHUX W TPAHCIIO3UIMOHMX AJITOpUTamMa, INTO CE Ha3MBa MPOTYKIHOHUM

anroput™MumMa [1].

[IpBu TakBM aNrOpPUTMH pEaTU30BaHU Cy Yy BHUAY MEXaHHMYKUX MalldHA 3a
mudpoBame, Koje cy kopumheHe Tokom Jlpyror cBeTckor para. OBe MallIMHE cacTojaje
Cy C€ OJ1 HEeKOJIMKO IIJIMHJIapa KOJU CY MOTJIM JIa POTHPA]y HE3aBUCHO jelaH O] IPYTor.
Caaku munmuHAap uma 26 ynasHux U 26 U351a3HuX JIMHUja KOje Cy MHTEPHO MOBE3aHe y

IIMHAPY TaKo Ja je CBaka yJla3Ha JIMHUja Be3aHa ca Ta4HO jeTHOM M3JIa3HOM JINHU]OM.

AKO OMCMO CBAKOj yJIa3HO] M M3JIa3HO] JIMHUJH JeTHOT IIMJIUHIPA TOJIEIUIIH 110 jETHO
cioBo andadera noOmnu 6McMo MOHOaI(pabeTCKu CYNCTUTYLIMOHH anroputaMm. HakoH
mupoBama jeJHOT CI0Ba OPUTHHAIHE MOPYKE, MIJIMHIAP POTUpPA 32 JeIHY MO3HIIH]Y,
Ha Taj HAYMH C€ MEHWajJy HWHTEpPHE Be3e YHyTap IMIJIMHIpAa W A00Wja ce HOBH
MOHOaJI(abETCKU CYNCTUTYIIMOHU aJropuTaM 3a ciefaehe cIoBO OpUTHHAIHE MOpPYKE.
Haxkon 26 poranuja nununaap ce Bpaha Ha IOYETHY MO3UIIH]Y, IITO 3HAYX Ja Ca jJeTHUM

MAJTUHAPOM UMaMO TToJnai$hadeTcKy CyNCTUTYIHOHY mHdpy ca neproaom 26.
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[IperxoaHo omucana mugpa ca KOpUIINEHEM jeTHOT HWIMHApPA je TPUBMjaIHA 32
KPUITOAHAJIM3y M TpaBa CHara poTOp MalllMHa JeXu y Kopumthewy Beher Opoja
MUJIMHIApa, KOJ KOJUX Cy W3JIa3HE JMHHU]jE MPBOT BE3aHE Ha yJia3HE JIMHHU]E IPYTor,
W3JIa3He JIMHUjE JIpyror Be3aHe Ha yiasHe juHuje Tpeher, utn. Kox oBakBe MammHe
IWIMHAAD KOjU je HajOMMKu omeparepy poTUpa 3a jeHY MO3MIHMjy HAKOH CBAaKOT
mr(poBaHOr CI0Ba OPUTHHAIHE TOPYKE, HAKOH CBAKOT KOMIUIETHOT MIEpHOAA pOTallyje
OBOT IWJWHApA, cieaehu y HU3y poTHpa 3a jenHy MO3WIM]y, UTHa. PesynTar je nma je
nepuon cana 17576 ykonuko ce Kopucte Tpu IunuHApa, 456976ykonuko ce Kopucre

YeTUpH LMIHHAPA, ogHOcHO 11881376yk0mMKo ce KOPUCTH MET HUINHAAPA.

3.4. CUMETPUYHMU BJIOK AJITOPUTMH

Y 0BOM MOTJaBJby Cy ONUCAaHU CUMETPUYHU OJIOK alrOPUTMU KOjU CY MOAPKAHU Y
COALA cucremy. Cuctem mojapkaBa Ba Taka anroputma. DES anroputram u AES

ITOPHUTaM.

3.4.1. DESAJITOPUTAM

DES amroputam [69] je TumMYaH TpENCTaBHUK CaBPEMEHUX CHMETPHYHHX
kpunrorpadckux Omok anroputama. OBaj anroputam MMa MoryhHocT mmumdpoBama
OokoBa BenmuuuHe 64 OuTa KopulThemeM KJbyda BelHMUMHE 56 OuTa. 3acHOBaH je Ha
Feistel ctpykrypu anroputma, Tako ga ce 3a mmdpoBame U ACHIHPPOBAmHE KOPHCTH
uaeHTudaH aiaropuraMm. DESuma mmpok crniekrap npuMeHe u KOpHIINeH je Kao IIaBHH
kpunrorpadcku anroputam 3a oOe3zdehuBame TajHoctu Bume ox 20 roauHa, of
ycBajama crangapaa 1977. rommne cBe no 1999. romuHe kaga je mporiamieH 3a
HEZI0OBOJbHO 0e30e/1aH M 3aMemheH Hajiupe HOBUjoM Bep3ujoM 3DES,a 3atum u moTmyHo

HOBUM cTaHjapaom AES.

AnroputaM mpUXBara ABa MOJATKa Kao yla3: OpUTHHAIHY MOPYKY 3a IMH(PPOBAKE U
KJbyd 3a mudppoBame. CacTtoju ce oI WHUIMjaJTHE MepMyTaluje, 3aTHM IIEeCHAeCT
UJCHTUYHUX UTepalyja, 32-0MTHE 3aMEHE M WHBEP3HE WHHIHjanHe nepmyrtaruje. On
KJby4a ce MMPUMEHOM ojiroBapajyhux omnepanuja 06e30el)yjy KJbyueBU UTEpalrje Koju ce

KOPHUCTE Y CBAKO] O] IIECHAECT UTEpallHja.

WMunnujanHa nepMmyTanuja CiayXH J1a OJf OpUTHHAIHOT 64-OMTHOr OJOKa HampaBu
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yIa3HH TOJATaK y NpPBY MTEpaljy aNropuTMa. Y CBakoj Of IIECHAeCT UTepalyja
KOPUCTH C€ MeXaHH3aM Koju Baxu kox Feistelcrpykrype anropurma. Ynasuu 070K ce
JIeTM Ha JIEBY M JIeCHY NOJIOBHHY jeIHAKe MyXHHE. J[ecHa IMOJOBMHA Iposa3d Kpo3
UTepalyjy HEIMpPOMEHEHA M IMOCTaje jeBa mojoBuHa 3a cieaehy umrepanujy (Li=Ri1).
3aTuM ce Ha JIECHY IOJIOBHHY U KJbY4Y UTepanuje npumenu gynkuuja urepauuje (F(R-1,
Ki)) u pesynrar oBe (yHKIHMje ce KOPHCTH Jla CE€ JOTMYKOM OIEPAINjOM EKCKIY3UBHO
NJIN momera ca yneBom mosnoBuHOM (Lig). Pesynrar oBe omeparje je HOBa JecHa
nojoBuHa Onoka (R). ®dyukmmja wrepanuje (F(R.1, Kj)) mnompasymesa cuenehe

orepauuje:

* MEepMyTalldjy ca eKCITaH3HMjOM KOjoM ce JecHa mosoBuHa Omoka (Rip) ca 32

Outa npomupu Ha 48 6ura, mTo je Takohe BenuyrHa U Kibyda utepauuje (Kj),

* 3aTUM JIOTHYKY ormepanujy ekckiy3uBHo WJIM mpumemeHy Ha MPETXOmTHO

MPOIIMPEHY JECHY TOJIOBUHOM OJIOKa M KJbYd UTEpalHje,

* pesynryjyhux 48 6uta ce mpomymita Kpo3 ajiropuraMm 3amMeHe Koju naje 32

Oura Kao u3ias u
* Ha Kpajy ce U3BpIlaBa jOII jeJHa epMyTaluja 1ooujenux 32 o6ura.

AJroputaMm 3aMeHe KOju ce KOPHCTU peajn3oBaH je kopuithemeM 8 Tabena 3ameHe
(S-boxrabena) ox kojux cBaka 3a ynasHux 6 Oura gaje 4 6ura Ha u3nasy. CBaka Tabena
CacToju ce O YCTHPH pa3IM4YhTa YETBOPOOMTHA CYNCTHUTYIMOHA alropuT™a. but
HajBehe W HajMame TEeXWHE YNa3HOr G-OMTHOr mojarka onpelyjy KOju Of YeTHpH
anroput™ma he Outum mpumemeH (pen y Tabenu), JOK Cpella 4eTupu Outa OHMBajy
3aMemeHn BpeaHomhy w3 Ttabene (ompelyjy koiony y Ttabenu). Hakon imrecHaect
uTepanyja U 32-0MTHE 3aMEHE W WHBEpP3HE WHHUIIMjAIHE TepMyTalje nobuja ce 64-

OuTHU WUppPOBaHU OJIOK.

I'enepucame KJbyueBa UTEpalMje MOApa3yMeBa Ja Ce O OPUTHHAIHOr S6-0MTHOT
KJbyda (popmupa mecHaecT paznmuunuTux 48-OMTHUX KibydeBa KOoju he ce KOpuCTUTH Y
n3padyHaBamy (PyHKIIMje UTepaluje y cBakoj urepanuju. Hajope ce Ha 64-0uTHy yHETY
BPEIHOCT KJby4a NMPUMEHHU MEpPMyTallnja, Koja OCUM Mellama OuTa u ogdallyje CBaKkH
ocMHu OMT, Tako a eeKTUBHA TyXKHHA KJbyda ocTaje 56 O6urta. 3atuM ce y mecHaect

uTepanyja 56 Owta Aend y JABE TMOJOBUHE O MO 28 OWTa W W3BPIIM CE KPYKHO
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HIOMEpame YJIEeBO 3a CBaKy IIOJIOBHHY IMMOCEOHO 3a jeHO WM JIBa Mmecra (WITO je
neUHUCAHO PacIopesoM poTallyje Kjby4a), a HAKOH TOra C€ HOBOM IEPMYTAIlHjoM U3
cBake 28-OuTHe mojoBHHE omadepe 1o 24 Outa Koju 3ajenHo Qopmupajy 48-OutHu
KJbyu urepanuje. Pesynrar Hakon poranuje (56 O6wura) mpeacraBiba ynas y cienchy

uTepanujy 3a popMupame Kibyda UTepanuje.

3.4.2. AESAJITOPUTAM

AES amropurtam [70], [71] cmaga y rpymy CHMETPUYHUX KpUNTOTpadCKUX OJIOK
anroputama. Anroputram mnoctoju ox 2001.rogunHe, kama je U3AaT Kao CTaHAAPI OJl
crpane United States National Institute of Standards arethhology(US NIST).
Crapawy AES anropurma mperxoauno je mpornameme Data Encryption Standard
(DES)anroputma, Koju ce MPETX0IHO KOPUCTHO y UCTE CBPXE, 3a HEJJIOBOJLHO Oe30e1aH
anroputam 1997.rogune. ['maBHM pas3no3um 3a cyMme y curypHoct DES anroputma
OWITM Cy TIOCTOjarbe YCIENIHWX aHAIWTHYKHX Hamaja Ha alropuTaM U CMambHBambe
BpeMeHa NOTpPeOHOr 3a Hamaae MPEeTPaXKUBAKBEM CBUX BpPEOHOCTH Kibydya. OBH
HelocTal OWIM Cy TOCHEIHIIa Harjor pas3Boja padyyHapCKe TEXHOJIOTHjE y TOM
Nepuoly W 3HaYajHOT TOOOJBIIaka JOCTYIHOT XapaBepa. [Ipe moHomema otyke 1a ce
pa3Buja HOBHM aJrOpUTaM, HAMpaBJheH j€ TMOKYyIIaj Ja ce TMocTojehw yHampenu
TpocTpykoM y3actonHoM npumeHoM (3DES) [72],amu nako je moGoJskirana 6e30eaHoCT
nocrojeher anroputMa, JyropoyHo Tieaano npodnem Huje pemeH. 36or tora US NIST
UCTE TOJIWHE M3Jaje MO3UB 3a NpeIyiore 3a HOBU cTaHjaaph HaszBaH AES. Ommra
crenrduKalyja HOBOT aJITOPUTMA TJIaCHIIA j€ J1a je TTOTPEOHO MPEITOKUTH CUMETPUIHN
0JIOK ajropuTaM ca BEIMUYMHOM OJioKa Koju ce mmdpyje ox 128 6ura, ca moapuikom 3a
BEJIMYMHE KJby4a 3a mudpoBame o1 128, 1924 256 6ura u curypHouthy jeqHaKOM U
Behom o 3DESanropurma. ¥V npBom kpyry, oapxkanom 1998.roaune, npuxsaheHo je
15 kanauaara, ga Ou y ApyroM Kpyry, oapskanoM 1999.romune y yku u300p yuwio

cienehux mer Kagaumara:
* MARS (IBM) [73],
* RC6 (USA) [74],
* Rijndael(Belgiun) [75],

* Serpen{Euro) [76] u

40



«  Twofish(USA) [77].

Y ¢unanHoM Kpyry wusoopa, oapxkanom 2000. rogune, uzabpan je Rijndael
aJIrOpUTaM, KOju Cy OcMHUCInIa aBa kpunrtorpada u3 benruje: Joan Daemem Vincent
Rijmen

AES anropuram je CUMETpUYHU KPUOTOrpaCKu OJOK alropuraM ca BEIMYMHOM
O1oka koju ce mudpyje ox 12806ura u MOIPIIKOM 32 BEIHMUYMHE KJbyda 32 MH(PPOBAKE
on 128, 192u 256 o6urta. Ilomatke o6pahyje y wmrepanmjama, 4uju Opoj 3aBUCH O]l
BEJIMYKMHE KJby4a (3a KJbyd oa 128 6urta nma 10 utepanmja, 3a kibyd o1 192 6urta uma
12 urepanmja, a 3a kJby4 o 2566uTta nma 14 urepanuja). 3a cBaku OJIOK MMoJaTaKa KOjU

je mudpoBaH oapeheHNM KibydueM NOoTpedaH je UCTH KJbYY 3a JemudpoBame.

VY anroputmy ce mopamu, Koju ce oOpalyyjy, TpeTupajy Kao CTPyKTypa, Koja ce
CacTOju OJ1 YETHUPH TPyIEe o1 1Mo YeTupu 6ajra. OBa CTPYKTypa Ha3HBa CE CTAHE U MOXKE
ce rpaduuku mpeacTaBuTH kao Marpuna 4x4. CBU KOpauu y ajaropuTMy CIpPOBOJE ce
Haj crameM. Kibyu ce mpomupyje kopuithemeM noceOHO OCMUILIIBEHE (PYHKIHje TaKO
Ja ce y CBako] urepanuju aoduje pazmuuutd 128-0uTHH Kibyd ureparnuje. Kipyd
uTepalyje ce, momyT MmojaTaka, MpeAcTaB/ba Kao YETUPH TPYIE OJ M0 YeTHpU 0ajTa u

TaKO KOPHUCTH Y oAroBapajyhoj ureparuju.

CBe wuTepamyje alropurMa, OCUM MOCJIEIme, MPUINKOM HMdpoBama, o0yxBaTajy

cienehe Kopake KOju ce U3BOJIE HAJl CTAFHEM:
* 3ameHa OajToBa (eHri. substitute bytgs
* momepame penosa (enri. shift rows,
* Memrame KojoHa (eHri. mix columnyu
* JnonaBame KJbyua urepanuje (enra. add round key

3amena 0ajToBa mojpaszyMeBa kKopulilheme jenHe Tabene 3ameHe BenuunHe 16xX16
6ajroBa (S-box),koja cagpxku nepmyranujy cBux 256 ocMoOUTHUX BpenHOCTH. CBaKH
0ajT crama ce Mema 0ajToM u3 Tabese 3aMeHe, KOjU ce€ y3uMma M3 peaa ojapeheHor ca
neBa 4 Ourta 6ajTa KOju ce Mema, U KoJIoHe ofapeheHe ca mecHa 4 Ourta 6ajTa Koju ce

MCHA.

[Tomepame penoBa mpeacTaBba KpPyKHO MTOMEpame yJIeBO Ha HUBOY 0ajTa 3a CBaku

41



pen crama. [lomepame ce BpuM Ha cienehy HAUMH: MPBU Pell OCTaje HEMPOMEHEH, 3a
JpYTu pell BpLIM ce KPYXKHO IOoMepame yJIeBO 3a jenaH 0ajT, 3a Tpehu pex Bpumm ce
KPY)KHO TIOMepame yJIeBO 3a JBa 0ajTa M 3a YETBPTU P BPIIM Ce KPYXKHO MOMEparhe

yIJIEBO 3a TpHu 0ajTa.

Memame KoJIOHa ce M3BpIIaBa 3a CBaKy KOJOHY cTama noce0Ho. CBaku 0ajT KOJIOHE
MarMpa ce y HOBY BPEIHOCT KOja 3aBUCH O] CBa YeTHpH 0ajTa Te KoJoHe. MaTeMaTH4KH
ce MeUIame KOJIOHA MOKE MPEICTABUTH KA0 MHOXKEHE MaTpHIIEC CTama ca MaTPUIIOM
4Hje Cy BPEIHOCTH MPENH3HO AepUHHCAHE, IPU YeMy C€ WHAMBUAYaTHAa MHOXEHa U

cabupama MPHIMKOM MHOXKEH-a MaTpHIa Bpie y nossy Galois GF(2).

JlogaBame KJbyda UTepallyje npeacTaBba 0ajTOBCKY omepaiujy ekckiysusHo WJIN

CBaKor 0ajTa cTama ca oaroapajyhum 6ajTom KJbyda UTEpalmje.

AuropuTaM je KapaKTepUCTUYaH IO TOME IITO 3aIl0YUILE U 3aBpIIaBa ce ca KOPaKOM
J0/laBama KJby4a UTepalyje, Kao ¥ 1o TOME HITO MOCIIeAha UTepalija HeMa onepanujy
Melama KoyoHa. Jlemmd@poBame ce BpIIM Ha Taj HAUYMH INTO CBAKH O]l OMHCAHUX
KOpaka alropuTMa MMa MHBEp3aH KOpak, Ia ce Ha HUBOY Kopaka MN(POBaHM IOAAIH
NpPOIYIITajy Y WHBEP3HOM pEAOCIeNy Kpo3 alropuTaM M Ha Hera ce NpuMemyjy
MHBEP3HM KOpallK ca KJbYyYeBHMa UTEpalfje y MHBEP3HOM pEAOCieny y OJHOCY Ha

mudpoBame.

3.5. AJITOPUTMHU CA JABHUM K/bYUYEM

Y 0OBOM MOTJIaBJbY Cy ONMHUCAHU KPUNTOTPAPCKH AITOPUTMHU €A JABHUM KJbY4eM KOjU
cy noapxann y COALA cucremy. Cucrem mozp:kaBa aBa TakBa anropurma. Diffie-

Hellmananroputam u RSAanropurtam.

3.5.1. DIFFIE-HELLMAN AJITOPUTAM

Diffie-Hellmananropuram [78] je npBu my0OimkoBaHW KpUnTorpadcku airopuram ca
jaBHUM KJby4yeM. CBpxa OBOT airopuTMma je 1a oMmoryhu napy kopucHuka a mel)ycodno
pa3MeHe 3ajeTHUYKy TajHy BPEIHOCT KOja C€ MOXE KOPHUCTUTH Kao KJbyd 3a Oyayhy
pa3MeHy mopyka, ajau 0e3 moTrpede Ja ce yCTaHOBJbEHA 3ajeJHUYKA TajHa BPEIHOCT

3aKcTa pazMemyje u3mel)y KopucHukKa.
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[ToTpebHO je ma mocToje ABe jaBHO JOCTYITHE BPEIHOCTHU: MPocT Opoj g u 11eo 0poj o
KOjU TMpeICTaBba HPOCT KopeH Opoja (. Ykomuko kopucHuim A u B Tpeba na
HMCKOPHUCTE OBaj aJICOPUTaM Jla pa3MEHe 3ajeTHUUYKY TajHy BPEIHOCT, Tajaa he cBaku oJ
BUX u3abpaTu HacymMH4aH 11€0 O0poj Xz < (, omHOCHO Xp < (], PECNEKTHBHO. 3aTUM
KOPHCHUK A M3padyHaBa BPEAHOCT Y 5= o*®mod qa KOpHCHUK B m3pauyHaBa BpeIHOCT
Yp= o*® mod q Cpaxu KOPUCHHK 3aJip>kaBa X BPEAHOCT Kao MPUBATHY, a 00jaBibyje Y
BpEIHOCT Kao jaBHO goctynHy. Cajga KOpPUCHHMK A wW3padyyHaBa 3ajeJHUYKY TajHY
BPEIHOCT 110 (OpMYIIH K=Yy mod 0, a KopucHUK B m3padyHaBa 3ajeJHUUKY TajHY

BpeaHocT o hopmymn K=Y, ° modq.

3.5.2. RSA AVITOPUTAM

Hakxon mro cy Diffie u Hellman o6jaBunu pag y kome cy mpeacTaBUIIM KOHIICTIT
KpUNTOrpa)CKUX alroputraMa ca jaBHUM KJbY4eM TOAMHY JaHa KacHUje 00jaBJbEH j€ U
NpBH ajaropuTaMm OasWpaH Ha HOBOM KOHIENTy. Anropuram cy cmucimwim Ron Rivest
Adi Shamimu Len Adlemam no muma anropuram u Hocu HazuB RSA anropuram [79].
VY nuramy je kpunrorpadcku OJOK anropuraMm y KoMmMe cy OJIOKOBH OpHTMHAIIHE U
mupoBaHe MOPYKe MPEACTaBLEHU Kao 1eiau OpojeBu ca Bpennoctuma u3mehy O u n-1

3a HeKo N. TunuyHa BenmurHa 3a N je 10240ura.

Kopucuaunm RSA anroputma mpe Hero mro ¢y y MOryhHOCTH J1a alnropuTam KOpUCTe
3a mudpoBame U AemHppoBame MOpajy a GopMupajy map Kiby4eBa, KOjH C€ CacTOju
O]l TIPUBATHOT KJby4a KOJU CBAKM KOPUCHHK 3aJprkaBa camo 3a ce0e M jaBHOT KJbyda
KOJU KOPUCHUIM 00jaBJbYjy jaBHO U KOJU CBAaKO MOKe Aa BuaM. [TocTymak ¢opmupama

napa KJbydena je cienehu:
* TIPBO ce n3abepy JBa BeIMKa Mmpocta Opoja P u (, Tako aa je P # q,
* 3aTUM ce payyHa N=pPX (,
* HakoH Tora ce pauyHa Ojieposa pu pynkuja 3a n: ¢(n)=(p-1)(g-1),

* OTOM ce OMpa BPEIHOCT e, TaKo Jia Cy ucnymwenu cienchu yenosu: gedg(n),

e)=1ul<e<¢(n),

* Ha Kpajy ce u3padyHaBa BpeIHOCT d Koja je MyJITUIUIMKaTHBHO WHBEP3HA Cca e

o moxyay ¢(n), omrocro d = ¢ modg(n).
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dopmupanu nap Kjby4eBa cacToju Ce OJl jaBHOT KJby4a (e, N) u mpuBatHOr Kibyya (d,
n). CBako KO KeJU Ja Moliajbe MU(pPOBaHy MOPYKY OBOM KOPHCHUKY KOPHUCTH H-ETOB
jaBHM KJby4 3a mmdpoBame. bmio koja mopyka M < n moxe ce mmdpoBaru
xkopumrhemem uspasza: C=M° modn, rue je C mudposana nopyka. KopucHuk Koju je

BIACHUK Tapa KJbydeBa JEIUHM MOXe jaemmdpoBaTy oBako MM(poBaHY MOPYKY

kopuctehu uzpas M=C* modn.
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4. BU3YEJ/IHA PEIIPE3EHTAIIUJA
Y COALA CUCTEMY

VY oBoM mnoriaBby Ouhe oOjanimeHu JeTajbu BE3aHU 3a BU3YEIHY pelpe3eHTalu)y
anroputama kopumtheny y COALA cucremy. Ha ocHOBY 3akjpydaka HW3BEACHUX Y

noTJIaBiby 2 mpowu3aiiao je au3ajH kopunihen y COALA cuctemy.

4.1. BU3YEJIHA PENIPESEHTAILINJA KITACUYHUX
KPUIITOI'PA®CKHUX AJITOPUTAMA

Kon xmacmunmx kpunrorpadckux anroputama koju cy mnoapxkanu y COALA
cucremy (Ilesap, monoangabdercku, Playfair, Vigenere Rail Fence Row Transposition
u Rotor Machineanroputmu) ocHOBHA Hjigja BU3YEIHE pPelpe3eHTaldje je Oua aa ce
MOCTUTHE IITO 00Jba MPETJICTHOCT Y OKBUPY JEAHOT €KpaHa Ha KOME je IPUKa3aH YUTaB
anroputaM. C 003UpoM Ja ce paad O jeTHOCTABHUM aJIrOPUTMHMA, YBEACHA Cy
onpeheHa pasyMHa orpaHudema Koja cy omoryhuiaa 00sby BU3YENIHY pelpe3eHTAIH]y.
3a cBe aNropuTME AY)KHMHA IMOPYKE 32 KOjy C€ MOXKE NPUKA3aTH U3BPIIABALE aJITOPHTMA
orpannuena je nHa 30 npuHTaOMIHHUX Kapaktepa, kox Rail Fence amroputma
Makcumaiaan 6poj perosa je 10, koq Row Transpositiomiroputma MakcuMaian Opoj
xoisoHa je 10, koxg Rotor Machineanroputma kopucre ce Tpu poTopa 4Hja je UHTEpHA
KOH(Urypanuja npeaedunucana u He Moke ce MemwaTH. OBa orpaHuYeHa HE YMawbyjy
MOTYNHOCT JEMOHCTpalHje paja MOJApPKAHMX alropurama, aiaud omoryhaBajy 0oJby

OpraHU3aIlfjy BU3YEITHE PEIPE3CHTAIIN]€ OBUX aJlTOpUTaMa.

3a cBe moapKaHe ANrOPUTME KOPUCHUK MMa MOTYNHOCT yHOCAa OpUTHHAIHE TIOPYKE Y
BUY TeKcTa Koju ce cactoju ox npuHTtadmiaux ASCII kapakrtepa (ciuka 4.1a). 3a cBe
noap)kaHe anropurme, ocuM Rotor Machineanropurma, omoryheH je u ogadup Kibydya
3a mugpoBame. OBo omoryhaBa ga ce paj alropuTama MOXKe JIakO JeMOHCTPUPATH Ha
BEITUKOM OpOjy pa3IudyuTHX MpUMeEpa. YHOC KJbyda je oMOoryheH Ha pa3iInyuTe HauYnHE
y 3aBUCHOCTH oj motpeba anroputma. Kopa Ile3ap anroputma xopuctu ce maaajyha
aucTa U3 Koje ce Oupa momepaj (ciuka 4.16). Kox moHoandaberckor amroputma
KOpUCTH ce HU3 oA 26 magajyhux mucra, rie ce y cBakoj Oupa Io jeHO CJIOBO KJbyda

(cnuka 4.18), npu yeMy Kaja ce y jeHOj JIMCTH ogabepe CI0BO, OHO ce u3bairyje us
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plaintext: nekitekst‘ key: 1.~ key: |d -|le -[g -|h -k -|c I -In -la -|p ~|f -[q
13 °f ]

14
15
16

18
£
lofs

T
“«
4
“«
4
“«
4
“«
4
“«
4
“«
4
“«

s|clofelelofn] i ]s]r[L]m]
20
slcfofelelofn] i ]s]x][L]m]
a) Q) B)
keyword: kljuc\ 7 autokey| columns: -
key: 4 -3 |1 1 R 2
2
5
6
r) n) h)

Cnuka 4.1.BusyenHa penpe3eHTalyja KOHPUTyprcama ylla3HuX mapaMmeTapa 3a KIacCuIHe
kpunrorpadceke anropurme noapxane y COALA cucremy

CBHUX OCTQJIMX JIMCTa, Kako OM Ha Kpajy Ouio omabpano 26 pazmuuutux cioBa. Koj
Playfair u Vigenereaiaroputama kJbyuyHa ped Ha OCHOBY Koje ce (opmupa Kbyd ce
YHOCH Y BHJly T€KCTa Koju ce cacToju oj npuHTtadmiaux ASCII kapakrepa (cnuka 4.1r),
¢ TiM mTO je Koxa Vigenereanroputma omoryheHn u ogabup HaunHa GopMHpara Kjbyda
kopuithermeM opuruHanHe wim autokey sapujante (cnuka 4.1n). Kox Rail Fence
anropuT™Ma ce u3 magajyhe nmcrte 6upa Opoj penoBa KOjU MPECTaB/ba KJbYY, CIMYHO
kao koj lle3ap anropurma (cnmka 4.16), nox ce xkox Row Transpositioranroputma
Hajrpe omabepe Opoj KoyioHa U3 nanajyhe aucte, cimuHo kao koA Llesap anroputma u
Rail Fenceanropurma (cimka 4.16), a 3aTuM M pemociea KOJIOHA KOjU MpPEACTaBba
KJbYY U3 HU3a Naajyhux auctu Koje omoryhasajy ia ce ogadepe CeKBEHIIa pa3IMuuTuX
OpojeBa Ha ciaMyYaH HauMH Kao IITO je TO ypaheHo KoJ MOHOalI(habeTCKOT aaropuTma
(cnmuka 4.1h). Kox Rotor Machineanropurma 6poj poTopa, HHTEpHa KOH(pHTyparija
CBAKOT OJf pOTOpa M HAYHMH TIOBE3MBaKka POTOpa Cy (UKCHH, TaKO Ja MPAKTHYHO HE
noctoju MoryhHoct omabupa kipyya. OBakBOM pealqM3alMjoM IOCTYNKa YHOIICHA
yJIa3HUX Mapamerapa, eTMMHHUACAHA je MOTYhHOCT rpelike MpUIMKOM KOH(pUTypUcamba

O]l CTpaHe KOPHUCHUKA.

3a cBe mMoApXKaHe KIacHyHEe KpunTorpacke alropurMe NpUKa3aHa je BH3YyEIHA

perpe3eHTanyja nocTynka mudpoBama OpUriHaiHe TOpyKe, 10K je 3a Lle3ap u MoHo—
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pantoct [ e [« [ [ [vfefefs[e] [ [ [T TTTITTTLTTITTTTT]
encryptiontable:‘A|B|C|D|EIFIG|H|I|J|K|L|M|N|O|F’|Q|R|S|T|U|V|W|X|Y|Z‘

[Flelulv]s[xc]m[n[ofe a]r @ v[u[v[w]x]v[z[a[e[c]o]e]

cprerest [ o [pn] [vfofelx[v] [ [T T T T T ITTITTITTTT]

a)

painext: | N [ € [k [ 1 ][ T[e][k]s][T]x]

encryption table:

ciphenext:‘S|NHL|UHS|FHU|PHR|Z‘

6)

plaintext:[N[E[KTI[TIEIKISITI T T [ T T[T T T TITTTTITTTTIT]

A|B[CIDIE|F[GIH[I|JIK|LIM|N[O|P[Q|R[S|TU|V[W|X]Y|Z

A[A[B[CID|E|F|G|H| I |J|K[L[M[N|O|P|Q|R|S|T|U[V[W[X]Y|Z
B|B|C|D[E[F|G|H|I [J[K|L|M|N[O[P|Q|R|S|T|UJVIW[X|Y]|Z]A
C|IC|IDIE[F[G|H| I |J[K|[LIMIN[O[P[Q|R|S|T[U|VIW|X[Y|Z]|A|B
DID[E|F|G|H[I|J|K|L[M[N[O|P|Q|R[S|T|U|V[W|X]|Y|Z[A[B|C
EIEIFIG[H[IJIK|LM[N|O|P|Q[R[S|T|UIVIW|X|Y|Z[A|B|C|D
FIF|IGIH[I [J|K|LIM[N[O|P|Q|R[S[T|U|VIW[X]|Y|Z|A[B|C|D|E

HIH|T[J|K[LIM[N|O[P|QIR|S[T|U[VIWIX|Y[Z]|A|IB|C[D|E|F|G
I{ITJIKILIM|N[O|PI|Q|R[S|T|U|VIW|X[Y]|Z|A|B[C|D|E|F|G|H
JIJIKILIM[NIOIPIQIR[S|T|U|VIW[X|Y|Z]A[B|CID|E[F[G|H]|I
K[K[LIM|N|O[P[Q|R|S|T[U[VIW|X|Y[Z|A|B|CID[E[F|G[H]|I[J

LILIM[NIOIP|Q[R|S[T|U[VIW[X|Y|Z|A[B|CID|E[F|G|H|I|J|K

NIN|O|P|Q[R[S|T|U[VIW[X|Y|Z|A|B|C|D|E[F[G[H|I|J]|K]L|M

PIPIQIR[S|T[UIVIW|X[Y|Z[|A|B[C|DIE|FIG|H[I|J[K|L[M|N[O

RIR|ISITIUIVIWIX]Y[Z]AIB|CID|E[F|G[H|I [J|KILIM[N|O|P|Q

S|IS|ITIUIVIWIX|Y[Z[A[BICIDI|E|F|G|H|I|J[K[L[M|N|O|P|Q|R

VIUVIVIWIXIYZIAIBICIDIE|F[GIH[I|JIK|LIM|N|O|P[QIR|S|T

X|X|Y|Z|A[B[C[D|E[F[G[H|I|J|K|LIM|N|O[P[Q[R|S|T|U|V W

key: KILIJ[UICINIATKILL T T T LT T T IT T T TTTTITITTITT]

GIGIH[I|JIK|LIMIN[O|P[Q|R[S|T|U|VIWIX|Y|Z[A|B[C|DIE|F

MIM[N|O[P|Q[R|S|T|U[VIWIX|Y[Z|A[B|CID|E[F|G[H|I[J]|K[L

O|O|P|Q|R[S|TUIVIWIX|Y|Z|A|B[C[D[E|F|G|H]|I |J|K]|L[M[N

QQIR[S|T|U|VIWIX|Y|Z[A|B[C|DI|E|F[G|H|I|J[K|L[M|N|O|P

T(T{U[V[W|X|Y|Z|A|B|C|D[E[F[G|H]|I|J|K|L|M|N[O[P[Q[R]|S

VIVIWIX[Y|Z[A|BICIDIE|F[GIH[ I |JIK|LIM|N[O|P[Q|R[S|T[U

WIWIX|Y|Z[A[B[CIDI|E|F|G|H| I |J[K[L[MIN|O|P|Q|R|S|T|U[V

YIY[ZIA[B|CIDIE[F|G[H| I [J|K[LIM[N|O[P|Q[R|S[T|U[V|W[X
ZIZ[AIB[C|DIEIFIGIH[IJ[KILIM|N[OIPIQIR[S|T[U]V[W]X[Y

encryption table:

ciphertext: [(XIP[T[CIVIRIKICIE] [ [ T T [T T T T TTTITTTITIITTT]

B)

Cnuka 4.2. Buszyenna penpeseHranyja npumemeHe Tpanchopmanuje kox Lezap, monoandaderckor,

Playfair u Vigenereasroputma y COALA cucremy

anabeTcku anroputraM Ha HCTOM €KpaHy MPHKa3aHO M AemM(poBame MUppOBaHE
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nopyke. HakoH yHoIIema yla3HUX apaMerapa BU3yellHa perpe3eHTaIija U3BpIIaBama
anroput™Ma ce noouja nputuckom Ha nyrme ENCRYPT Moryhe je npekunytu texyhy
BHU3YEIIHY DPENpE3eHTAI]y alrOpuTMa W BpPATUTH CE€ HA WHUIMjATU3ANH]y YIa3HHUX
napameTapa 3a UCTH ajroputaM, kopunihemem gyrmera RESET I[oBparak Ha moueTHH
ekpan COALA cucrema xako Ou OnMo omaOpaH HEKH JPYTH ajJrOpUTaM 3a BHU3YEIIHY
penpesenTanujy, omoryhen je mputuckom Ha ayrme BACK Koax Rotor Machine
anropuTMa oMoryheHo je mpaheme u3BpIIaBama aaropuTMa HakKOH CBaKoOT MHUGPOBAHOT
CJIOBa OpUTHHAJIHE MOpPYKe, 1a 30or Tora noctoje u gxyrmuhu NEXTu PREVIOUSkoju

NpUKa3yjy HauMH Mu(poBamka HapeIHOT, OHOCHO NMPETXOIHOT CJI0BA, PECIIEKTUBHO.

Kon Ile3ap, monoandabderckor, Playfair u Vigenereanropurma kopucre ce 6oje
Kako OM ce jacHHje MpHKa3aI0 KaKo je MIH(POBAHO CBAaKO IOjEJMHAYHO CJIOBO
opurnHaiHe nopyke. OMoryheHo je KOpUMCHHKY J1a MO3UIMOHUPAEM MHIIA Ha OHIIO
KOj€ CJIOBO OpPUTMHAJIHE WM IMH(POBAaHE MOPYKE BUIM HA KOJU HAYHMH j€ JIOIUIO O
oarosapajyhe tpanchopmarnuje. Kox Llezap u Mmonoandaderckor anroputMa npruka3zaHe
Cy OpUTMHAlHa IOpyKa, Tabena IpeciuKaBamba M IMUQpOBaHA TOpPyKa U y HUMa
o3HaveHa TpaHchopmanuja ogadpanor ciosa (cinuka 4.21). Kox Playfair anroputma cy
HCKOpHUITheHe JBe MaTpHIle Kako OM Yy jeHO] MOTIJIa Ja C€ BHIU TO3WIHMja CIIOBA W3
cjora OpUTHHAIIHE TIOpYKE, a y APYyroj MpuMemeHa TpaHcopMalmja u clior koju he ce
nojaButd 'y mudposanoj mopymu (ciuka 4.20). Hckopuimhene cy aBe 0oje 3a
O3Ha4aBame, 10 jeIHa 3a CBaKo ciIoBo u3 ciora. Kox Vigenereanropurma npukaszana je
MaTpulla U McKopuiheHe cy Tpu 0oje 3a O3HayaBame NMpPUMEHEHE TpaHcopmaluje,
jeaHa 3a CIOBO W3 OpPHTHMHAIHE MOpYyKe, Ipyra 3a cjIoBO KJbyda M Tpeha 3a cJIoBO

mmdposane mopyke (cnuka 4.28).

Kox Rail Fencen Row Transpositiomaropurama uckopuinheHe Cy TEKCTyaiaHe
KOMITOHEHTE ca MoryhHoIIThy ucnuca y BUIIIE peoBa, Kako Ou OMII0 JEMOHCTPUPAHO Ha
KOjU HAuuH je TMOTpeOHO UCHHCAaTH OPUTHHAJIHY MOPYKY Ja OM oOuMTaBambeM
neuHUCaHUM y adropuTMy MoIia Ja ce noouje mudposana nopyka. Kox Rail Fence
anroput™Ma (ciuka 4.3a) mopyka ce HCIHCYje AUjaroHaiHo y omadpaHoM Opojy peaosa,
HaW3MEHUYHO OJI03T0 Ha Jojie, Ma 010310 Ha rope. Cumbon ,_“ je uckopuinheHn 3a
NOIMyHY Mpa3HUX MecTa, kako Oum O6uo jacan HaumH ucnuca. lludposana mopyka ce
no0Hja OYMTaBambEM OBAKO MCIHMCAHE OpPUTHMHANHE Mopyke, pen mo pexn. Kox Row

Transpositiorairoputma (ciuka 4.30) mopyka ce HCIUCYje pej 0 pell y 0xadpaHoM
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plaintext: ‘N|E|K||‘T‘E‘K|S|T‘ pIaintext:‘N‘E|K‘|‘T|E‘K‘S|T‘

encryption table: |N T
P E s encryption table: |57 o
KK NEK
1L E__ ITE
T KST
ciphertext: ‘N|T|E|S‘K‘K‘ | |E|T‘ ciphenext:‘E|T|S‘K|E|T‘N| | |K‘
a) 0)

Cinka 4.3.Busyenna penpeseHranyja npuMemncHe Tpanchopmanuje kox Rail Fencen Row Transposition
anropurama y COALA cucremy

parioe N [ [ [rfefwfs[r[ [ [ [ [T TTTTTTTTTTTTTTT]
snarypwontave: [ 4 |[ e[ e][o][e][][e][w][][J][«][- ][w]I][o][~][a][][s][v][v][v][w][x][¥][2]

[2¢][ = [ 0] 0] [21] (e ][ 2 [20] [+ ] 4] z0][2] 2] B8 [] [ ] ][ 7] 2] [ 2] & ] o] 0] [10] [ ] [e]
[20][1e][1s][ s |[sa] (2] [+ |[ o] [ee][a] [or] 2 Lo e ] [we] [« ][z e ] e ][zt | 1] [z0] [ 7 [ve] o ] 2]
[= ][] 2e] 2] [ «][10][ = )[e][ze] Ea[ = ][] 2] [zs] [w7] [ ][ = ][ ] o] [ 2] 21 ] 2] e ] 0] ][t
[0 =] ] [+e] [ ][ 2 ][] o ] 2] [2s] ve][ = }[ 7 ] [2] [ ] 2e ][] 4 ] 1] [ e ] o] o }[22] [0] [ ][ o]
I 2] 22| (] [z0] ] ) [ ] =] sl = 1 e ] 2] e o] ] o] s ] e
[ (=] (] (7 ] [se] 2] [+ )[2o][se] o] [ 2 ][1s] 2] [se] ] & ][ e [ 2] [z2] ] v ] v} ] = ] e |

3 [ = ] o o e ) ) [ ] ) 5w o [ =

aprenec Y[ Plelalx[rfofe] [ [ [ [ [T [TTLTIITTLLITT]

Cnuka 4.4.BusyenHa penpe3eHranuja mpuMemeHe Tpanchopmanyje kox Rotor Machinenropurma y
COALA cucremy

Opojy KoJoHa, a mudpoBaHa Mopyka ce 1001ja OUNTABAHEM OBAKO HCIIHCAHE TTOPYKE T10

KOJIOHaMa U TO Y peloCIieay KOjH je Je(HUHHUCAH Off CTpPaHEe KOPUCHHKA.

Kox Rotor Machineanroputma (ciuka 4.4) kopuctu ce 0oja kako Ou ce jacHH]e
IPUKA3aJI0 KaKo je MM(POBAHO CBAKO MOjEANHAYHO CIOBO OPUTHHAIHE MOpPYKe. Y OBOM
CIy4ajy O3HadaBamke Momohy 0oje je KOHCTAaHTHO M TOCTOjeé KOHTPOJIHH JyrMuhu
nomohy kojux je omoryheHo mnpebOanuBame Ha HAPEIHO, OMHOCHO MPETXOIHO
mr@poBaHO CIOBO, YUME C€ O3HAUaBame 00joM mpedairyje Ha TO cloBO. Tpu poropa cy
NpUKa3aHa jelaH Mmopesa APYroT, BbUXOBHU YIa3u M U3Ja3u cy O3HaueHu OpojeBuma ox 1
no 26 u mepmyTainyja BPEIHOCTH Ha yia3y M Ha HW3JIa3y CBAaKOT POTOpa IpHUKazyje
UHTEpHE Be3e yHyTap potopa. [Ipukazana cy cioBa eHIvieckor andabdera Ha ymazuma

IPBOT POTOpa U U3nazuma tpeher poropa.

4.2. BU3YEJIHA PEIIPESEHTALIMJA CUMETPUYHUX
KPUIITOI'PA®CKHUX AJITOPUTAMA

Kox cumerpuunux kpunrorpadckux anropurama koju cy noxapxkanun y COALA

cucremy (DESu AES anropurMu) OCHOBHA HJigja BU3YyEIHE pelIpe3eHTalu]je je Ona aa
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Ta6ena 4.1.0cnoBHe paznuke usmehy DESu AES anropurama

Ja He

64 6uta 1286ura

56 6ura 128/192/256wura
48 bura 1286ura

16 10/12/14

ce omoryhu mpaheme Hu3BpIIaBama KOMIUIETHOT ajNropuTMa 3a mudpoBame U 3a
nemudpoBame ca yla3HUM MOoJalMMa alropurama Koju Cy MCTUX JUMEH3Hja Kao y
peaTHuM TpuMeHama. buio je moTpeOHO MpHKa3aTH HM3BPIIABAKE CBAKE OTEpaIlnje
CBUX HTEpalldja afOPUTMAa Ca MAaKCHMAaJTHMM HUBOOM J€Tajba y NPHUKA3WUBamky, ald
3aap)KaTH TpPErjefHOCT y TpuKazy. YJIa3HH [apaMeTpd airopurama cy Jako
IPOMEHJbUBH, TaKO JIa Ce M3BpLIABAKE AITOPUTAMa MOKE UCIPATHTU HA PA3TUYUTUM
npumepuma. Kon AES anroputma oMmoryheHna je BU3yenHa penpe3eHTannja aaropurMa

ca BEeJIMYMHOM KJby4da oa 1280wuTa.

DES u AES anroputmu cmanajy y Tpynmy CHUMETPHUUHHUX OJIOK alropuTama Koju
OTICpUINlY HaJ TOJallMa y BHINE WTEpaluje mpe Hero mto ¢opmupajy mudpoBaHu
610k nmogaraka. OcHOBHE pa3nuke u3Mel)y oBa /iBa alropuTMa MpHKazaHe cy y Tabeu
4.1. U1 nopen pa3iuka Koje mocroje uzMel)y oBa nBa aaroputma, npoHaheH je HauuH Ja
ce ocMHCcIM YHU(DOPMHU TU3ajH BUXOBE BU3YeNIHE pernpeseHTaruje. OBo je BaxkHO 300T

e(hUKaCHOCTH BU3YEITHE perpe3eHTAaIH]e, Kao IITO je TO 00jallbeHo y MOIIaBby 2.

3a 06a anropuTMa KOPUCHUK MMa MOTYhHOCT yHOCa OpUTHHAIHE MOPYKE U Kibyda 3a
mudpoBame, OIHOCHO MmHU(poBaHEe TMOpPyKe W KJbyda 3a aemmdpoBame. Kom DES
aNropuTMa BEIMYHHE MOPYKEe W KJbyda Cy HEITO Mame Hero koj AES amropurma u
omepaiyje ce Wu3BpIIaBajy Ha OWHAPHOM HUBOY, Na je OWIO0 MOroJHO TpUKa3
NPWIArOJIUTH OMHAPHUM BpenHOocTUMA. Mmak kako OM YHOC OpHTHHATIHE TOpyKe (HIIH
mrdpoBaHe MOPYKE) U Kibyda OHO jeHOCTaBHHjHM 3a KOPHUCHHKa, oMoryheHo je ma ce
yJIa3HU TMOJAlld YHOCE Yy BUAY XEKcaJelUuMaiHuX BpemHoctu (ciuka 4.5). Kom AES
aNropuT™Ma BEIIMYMHE TOpPYKe W Kibyda cy HemTo Behe Hero xom DES anroputma un
oTiepalrje ce W3BpIaBajy Ha HUBOY 0ajTa, ma je OWjio MOTOMHO MPHUKa3 MPUIArOIUTH

0ajTOBCKMM BPEIHOCTHMA. YHOC OpUTHHAIHE TOpyKe (Win mudpoBaHe MOPYyKe) U KIby—
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PLAINTEXT PLAINTEXT KEY

675A60675E5A6B54 01 010101/ AA AA AA AA
KEY 02 02 02 02 BB BB BB BB

5B5A57676A56676E 03 (0303 |03 CC CCCCICC
04 04 04 04 DD DD DD DD

a) 6)
Cnuka 4.5.Busyenna penpesenranyja kKoHpurypucama ynasHux napamerapa 3a DESu AES anropurme
y COALA cucremy
Round: 1/10
PREVIOUS ROUND = NEXTROUND | | NEW SIMULATION |

Cnuka 4.6.Busyenna penpesenranyja konrposHor nena 3a DESu AES anropurme y COALA cucremy

ya (cmuka 4.5) omoryheH je yHOCOM XeKCaJelHMaTHHX BPEIHOCTH Y BHIY IBE
Marpunie 4X4 y KojuMma CBaKko IOJbE MpPEACTaBiba MO jenaH 0ajT (cacToju ce ox JBe
XeKcajieliuMaiHe 1Uudpe), Kao IITo je TO Ae(UHUCAHO Y CAMOM aJITOPUTMY, OTIMCAHOM Y

nontaBspy 3. Anroputam neuHUIIE 1a ce MaTPHIIE MOMYHkaBajy Mo KOJIOHaMa.

3a 06a anropuT™Ma KOpHUCHUK UMa MOTYNHOCT J1a Ha TIOYETKY ojgabepe Ja JIu el Ja
IpaTé M3BpLIaBamke IMK(pOBamka WM JemudpoBama 0Aa0paHOr alropuTMa, HAKOH
yera nputruckoM Ha ayrme NEXT mpenasu Ha ekpaH 3a YHOC yJa3HUX TapameTapa.
HakoH yHOmIewa yna3HMX IapaMeTapa BH3yelHa pelpe3eHTalrja HW3BpPIIaBamba
anroput™a ce goo6uja nputuckom Ha nxyrme NEXT. Ilpunukom npahema u3BpiuaBama
alropuTaMa KOPUCHHK Yy JOHEM JIelly eKpaHa uMa KOHTpoJiHH Aeo (ciuka 4.6) y kome
nMa uHGOpMaIMjy O TOME y KO0joj uTepanuju ce Hamasu. [lopex Tora, y KOHTPOJIHOM
neny nHamaze ce m ayrmuhum PREVIOUS ROUND koje omoryhaBa moBpaTtak Ha
nperxoany utepanujy y usBpmanamby, NEXT ROUND koje omoryhaBa mpenazak Ha
HapeaHy urepaunjy y usspiiasary 1 NEW SIMULATIONkoje omoryhaBa moBparak

Ha MOYETHH €KpaH U 0adup HEKOT APYror airOPUTMa 3a BU3YEIIHY pelpe3eHTalH]y.

C o03upom na je mOTpeOHO TMPHUKA3aTH KOMIUIETaH TOK W3BpIIABamka OBHX
ajroputama, Oujo je MOTpeOHO OCMHCIIMTH MOTO/IaH HAaYWH BU3YEITHE PErpe3eHTalIln]e.
Jenan moryhu HaunH OMO OM /1a ce aNrOpUTMH BU3YEITHO NMPUKAXY Y (OPMH AMjarpama,
ma Ja ce Ha jaujarpamy npare melypesynTatu M AeTajbu NMPUMEHEHUX Ollepaldja 1o
utepanujama. C 063upom J1a 00a aaropuT™Ma UMajy pesaTUBHO BEIHMK Opoj uTepanuja u

Jla c€ y OKBUPY UTEpaIlyja OJ[BHja BHIIIEC CIOKEHUX OIepalirja, OBakaB HAYMH BU3YEITHE
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Left Shift Key PC2 | Expansion Permutation | XOR Round Key | Substitution | Permutation [ XOR Left Half | Combination

LEFT HALF KEY AFTER LEFT HALF KEY AFTER
9. ROUND LEFT SHIFT 10. ROUND LEFT SHIFT KEY AFTER

[1]1][1][o][1][1][0] )BT [1][o][1][1][o][c][0] 10. ROUND LEFT SHIFT
s ey A
111

LEFT [o](o][o][o][o][][4]
RIGHT HALF KEY AFTER RIGHT HALF KEY AFTER
9. ROUND LEFT SHIFT 10. ROUND LEFT sHIFT  [0][0][1][o][0][1][1]
[o][1][0][o][1][0][0] [o][o][1][o][o][1][1] [o][ ][ ][a][1][1][1]
AAIAAA] 287 eEEEGEE]
Sl [1][o][1][1][e][o][1]
o)) LeFT  [A][ol1][1)[0][0l[1] B0401FF26FFFD9

a)

Substitute Bytes | Shift Rows | Mix Columns | Key Expansion | Add Round Key

STATE AFTER STATE AFTER
ROUND 8 S BOX SUBSTITUTE BYTES

S00 || S01 || S02 || S03

510 S11 S12 S13
5E||63]||77||B4 58||FB||F5

S20 S21 S22 S23
oz el 1)1 a0]og

830 || 831 || 832 || 833

6)

Crnuka 4.7.BusyernHa penpe3eHTalyja u3BpiiaBama jeare utepanuje 3a DESu AES anroputme y
COALA cucremy

penpe3eHTanyje He OM OMO OBOJHHO jacaH, yuMe OM W eHuKacHOCT cucremMa Ouiia
yMameHa. Jlpyru Ha4MH MpHKasa je a ce y jellHOM TPEHYTKY IMpPUKaXe jelHa UTeparuja
M TO TaKo Jia je Moryhe BuUIETH neTajbe U Mehypesynrare cBake omepaiuje y OKBHUPY
uTepaiyje, a 1a ce oMoryhu KOpUCHHKY Jla ce€ TToMepa Kpo3 ureparuje. OBakaB HAuYuH
npukaza OM cBakako OMO jacaH, aju ce OBIe TyOm Ha Be3u u3Mmely cucrema u
nepUHHLIMje alropuraMa, IJe€ Cy QITOPUTMHU MpPEJCTaBJbEHU YIpaBo Y3 MOMOh
nujarpama. M3 oBux pasnora y COALA cucremy wuckopuirheH je KOMOWHOBaHH
IPUCTYII, TAaKO INTO Cy KOPHCHUKY NMPUKa3aHM JICTaJbU M3BpIIaBama jeJHE WTepaluje,
npaheHr CIMKOM JMjarpama y KoMe je O3HaueHa UTepalyja Koja je mpukasaHa. Jleramu
u3BplIaBama jenne urepanuje 3a DES Cmuka 4.7a) u AES (cniuka 4.70) anroputme

Ipe/ICTaBIbEHH Cy KopulihemeM 3aceOHuX tab-oBa 3a cBaky omneparujy y OKBUpy UTe—
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Plaintext Initial Key ‘ I Plaintext | 4
Initial Permutation PC1 Permutation [ AddRoundKey +—— InitialKey |
[ RO | Substitute Bytes
Shift Rows
Round 1
[ XOR Round Key |+ PC2 Permutation +—{ Left Shift Key |
Round 1
Substitution \ Add Round Key }4—{ Key Expansion
T
Substitute Bytes
XOR Left Half Shift Rows
Cu ]
\ Add Round Key \4—{ Key Expansion
[ XOR Round Key |+—| PC2 Permutation +—{ Left Shift Key | Substitute Bytes
Round 2
Shift Rows
Round 3
Mix Columns
[ Add Round Key ——— Key Expansion
L2 Substitute Bytes
Shift Rows
Round 4
[ XOR Round Key J+«—| PC2 Permutation +—| Left Shift Key | Wi Colimre
Round 3
\ Add Round Key }d—{ Key Expansion
Substitute Bytes
Shift Rows
Round 5
L] Nix Columns
[ Add Round Key J+—— Key Expansion
[ XOR Round Key |+—| PC2 Permutation [+—{ Left Shift Key | Substitute Bytes
Round 4
il | Substitution I | B Shift Rows =

Q)

a) )
Cnuka 4.8.Busyenna penpesenranyja qujarpama 3a DESu AES anropurme y COALA cucremy

EAAEMAE
=
-
1 T
[o][1][o][1][][o][1][0]
[o][1][1][o][][o][1](1]
[o][1][o][1][*][0][]0]

675A69675E5A6B5A

a) 6)

Cnuka 4.9.Buzyenna penpeseHranuja OnnapHux nojaraka 3a AESu DESanropurme y COALA
CHCTEMY

paumje. Ha Taj HauMH je W3BpIIaBame YMTABE UTEpAIUje MPUKA3aHO Y OKBUPY jeIHOT
po30pa, a KOPUCHUK CE€ JIAKO MOXKe mpedanuTu Ha mpaheme OWIIO Koje omepanuje y
OKBHPY HTEpaIIHje.

Jlnjarpam anropuTMa 4mje ce u3BpiaBame nparu 3a DES Cnuka 4.8) u AES (cvka
4.80) anropuTMe MpHKasyje KOMILICTHY CIUKY ajJrOpUTMa, 1aje KOPUCHUKY MO3HUIIH]Y Ha
KOjOj ce Hajla3u y OKBHpY npahema U3BpIIaBama ajroputMa M omoryhaBa nomatHy

HaBHUTaIyjy Kpo3 npaheme n3BpIIaBama aJropuTMa.
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RIGHT HALF (R15 RIGHT HALF AFTER E (ER15)
Eelolaaeln | el
ohommee Do
Ahoommael Tonoo

Aonn DA E@oE
(o112 fol ]
o] 1o 1]
ool
onnnnn
8FAAB965D5FE
a)
RIGHT HALF AFTER XOR RIGHT HALF AFTER
ol (Jo)Ca 1 £l b B e
111 111 —— 1 1
[0)00]] 52 Mo
e n o pEen
111 11111 S4
o]0l 1]0]0] S5 %%%E
M0 0] — [o][0][0][0]
fo]C1)(1[0][0][1] = o]o]o]
C1]00] (1[0l o] 1] - nann
5B1B1024

6)

[o][1][2][3][4](s][e][7][8][9][][B][c][DI[E][F]
o] [FI[1][el[El[e][B][3][4][e][7][2][D][c][0][5][A]
[3][ol[4][7I[F2](s][E][c][o][1][A][6][9][B][5]
[o][E][7][B](All4][D] 1][5][8][c][6][9][3][2][F]
[D][8][al1][3][FI[4]2][B][6][7][c[o][5][E][S]
B)
Cnuka 4.10.ITomohna cpencrBa kox BusyenHe penpesenranuje DESanropurma y COALA cucremy

JemHo OWTHO THUTaKkE TNPUIMKOM JW3ajHA BU3YEITHE pPEMNpe3eHTallje ajaropurama
OuJI0 je Ha KOjU Ha4YMH MpUKa3aTH OMHapHE mojaTke Haj Kojuma ce paau. C 063upom 1a
je xon AES anroputrma neduHMCcaHO 1a ce OpUTHHANHA MOPYKa M KJbYY TPETUPA]y Kao
Matpuiia 4X4y K0joj CBaKo M0JbE MPECTaBIba MO jelaH 0ajT U BPEIHOCTH Cy NMPUKa3aHe
XEKCaJeIMMaaHo, OWJIO je JIOTMYHO Jila Cce€ Tpey3Me OBaKaB NPHKA3 y BHU3YEIHO]
penpesenranmju (cnuka 4.%). Ca gpyre crpane, xon DES anropurma opurunamna
NopykKa U KJby4 Cy OMHapHE BpPEIHOCTH M OIEpalldje ce M3BpIIaBajy Ha HUBOY OuTa.
Kaxko Ou Bu3yenmHa pernpe3eHTalija Koa oBux anropurama ouna yaudopmaa u kogx DES
QJITOPUTMA je MPUMEHhEeHA BU3yelTHA pernpe3eHTalija mojaraka y Buay Marpuiie (civka
4.9%). Y oBOM Cllydajy MarpHIie Cy pa3IHuyuTHX JUMEH3Hja Y 3aBUCHOCTH O] FbUXOBOT

3HaYeHa y ornepalyjama y KojuMa ce KOpUCTe, a CBAaKO M0JbE MaTpUIIE MPEICTaBIba Mo
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[E4][29][52] 6]
[Fol|E7][eal|73]
[4A]|50][a1]|22]
[5E]|as][27]|4]

STATE AFTER
ROUND 3

EEmE
o] os] s 22
BEDE
eelor]foe a

Lo]l11[2]la][4] s 1[e] 7]
[0][ea] 7c][77]78][F2] 8 [eF] (cs][ 30 [0
|1 ]lca] 821 cs[7o][Fa] 50 |47] o]
| 2 |7)Fo]|93] 26 36 3 [F]jcc] 4] a5
|3 |04 c7][23][ca] 18] 96 05} a] o7 1
|4 ][09] 31 2c][14] 18] eE] 5] [a0] 2]
|5 ]|53] 01/ 0o] 0] [20] Fc|[B1] 58] o4
|6 ||po] £ a8 43] 4D 33] 85| 5|
715114340l 8 ||92] 9] 38]|Fs ec]
8 ]lcol oc13][ec][sF | o7] 44][17]]c4|
| 9|60} 81 |4F|oc][22] 24| 90] e8| 4c] €
| A]|E0] 22134 0a|| 4] 06 | 24] s 2] D3] ac]
|8 ]|E7)lce||37][6) en] s  4€] [as][6c] 56 4|
(oA 78 25]|2€] 1] m6] /4] cs] e8] D) [74]
|0]|70] €] les 6|48 03 e o [e1] 35 57]
| £ ||E1]Fe 98] 11][69] Do) ec] 04| o8] 1€ 7] 9]

[4c] 1F][16 ] a€]
78] 81/ 48 [c9)

R Joa]as] 20
BERR
a)
S BOX
S00 S01 S02 S03
S10 S11 S12 S13
S20 | S21 S22 || S23
S30 S31 S32 S33
0)

EEa

w

HEHREREREE

—_

F9 50

AT 64

D

W) o8] o]
HIEI S EEEEE RS

SN wllwm|(mmi|2]|m~
BEIEREEREEEEEE]E][]
s — KN Mi|~N||@]||m
REHBEEREBEEBREEEER

~ olla][m][w]|[&~
HEREEHEBREEEREMNEEREER

91
65

CE

] ]
el
2o

10101000

Plgendt =

STATE AFTER

SUBSTITUTE BYTES

11]Fe]lFale0
e7l6r]|os][F1
o[ 10]}an] 0
28]/ps]|30]oA

C||A4||72||C

27||B
F
58

75
84

C C

C||9F ||A

19|73

95| E4|| 79

=l |2 b N w b
HEHRNEBHEEERNEBNEL
O || o (w) - -~
HEHBHEERREEBEREERE

55(/28|D

[ Jlec](a1] o] o] s 6] 42][ e8| 41] 9] 20]|oF 0] 54 5| 16]

B)

IIPBHU J€0

Cnuka 4.11.TTomohHa cpeacrsa ko BusyenHe penpesearanuje AES anroputma y COALA cuctemy —

jeman Out. Kako Oum mpaheme W3BpIaBama alropuTMa OWIIO jeJHOCTaBHHUjE, MOPEN
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oBakBor mpukaza kox DES anroputrma mocroje W XeKcaJelMMalHE BpPEAHOCTH

Melyypesynrara ucroa MaTpuila ca OMHapHUM BPEIHOCTHUMA.

Kox DESanroputma kopuctu ce komOuHanuja 60ja 1 TeKCTyaJIHHX OIMca Kako Ou ce
3a CBaKy oIlepalujy y OKBUPY HTepalije MpUKa3ajJo Ha OCHOBY Koje TpaHC(opmaliuje
Cce JIOMTO OJT TOYETHE BPEAHOCTH 10 pe3yaTara onepanuje (cimuka 4.1(). OmoryheHo je
KOPUCHHKY Jla TIO3UIMOHUPAKEM MHIA Ha OWIO KOje MoJbe OWJI0 KOje MaTpuile y
OKBUpPY HEKe HTepaldje BHIM Ha KOJU HAYMH c€ JIOUUIO 10 oxaroBapajyher mospa y
pe3yntyjyhoj mMarpuiy. TekcTyallHu ONHMC Ce KOPUCTH Kako OM ce NMpHKa3alo Koja je
Owna mo3unuja omabpaHor OWTa y OPUTHHAIHO] MAaTPHIM, YUME C€ HHAUPEKTHO
npukaszyjy tabene Koje ce KopucTe Koi paznuuutux omnepanuja DES anroputma 3a
TpaHcopMmanuje. 3a omepauujy 3amMeHe koja mocroju kox DES anroputma (cnmka
4.1() omoryheHo je mpucTyname CBaKkoj o1 ocaM AeruHUCaHUX Tabesa MpeciuKaBamba
MPUTHUCKOM Ha oxaroBapajyhe myrme u mpaheme noOWjama pesyirara 3a ogadpaHy

tabeny (cauka 4.1().

Kon AES anroputma kopuctu ce kKoMOHMHam#ja 00ja M TEKCTYaJIHMX OIKCA KOJ
oreparnje Koja u3Bpmana ekckiay3uBHo MJIN nang momamuma (ciuka 4.11a). Omoryheno
j€ KOpUCHHKY J1a TO3UIIMOHUPAEM MUIIA Ha OMJIO KOje MoJbe OMIIO KOje MaTpule y
OKBHUpY OBE OIEpalyje BUIU IITa Cy ONEpaH/H, a IITa pe3yaTar. TeKCcTyalHu OImuc ce
KOPHCTH Kako OM ce MpuKa3zajno Ha OMHAPHOM HHUBOY Kako U3IvieJa IpuUMeHa
ekckrysuBHo WJIM omepanmje Ham cenekroBaHuM omepanauMa. Koj omeparuje
nmoMepama peloBa KOPUCTH ce€ caMo 0oja 1a ce O3Hauh Kako je mobwjeH 0ajr
pesyntyjyhe Mmarpuiie oBe omepauuje. O3HauaBame 00jOM ce TMOjaBJbyje Kajua ce
NO3HUILIMOHMpA MUII Ha OUJIO KOje MmoJbe OMII0 Koje MarpHie. 3a orepanujy 3aMeHe Koja
nocroju kox AES anropurma (ciuka 4.110) omoryheHo je mpucrymname aehUHHCAHO]
Tabenu MpeciuKaBama 3a CBakk 0ajT MPUTHUCKOM Ha oaroBapajyhe gyrme u mpaheme
nobujama pesynTara 3a ofgadbpanu Oajt (ciuka 4.118). 3a onepanmjy y kK0joj ce BpIIU
MHOXKEHE MaTpulia Koja ocroju kog AES anropurma nozuiimonupamem MuIa Ha OHII0
KOje ToJbe pe3ynTyjyhe marpuiie 60joM je O3Ha4YeH Ha4yuH J00Hjamka T€ BPEIHOCTH
(cnuka 4.124), a omoryheHo je ¥ MPUTHCKOM MHUIIA Ha OHITO KOje IMOJbe BHICTH JICTalbaH
NpUKa3 U3BpIIaBama Jiella MHOKEeHha MaTprlia KOjuM je nooujeH Taj 0ajT (cnuka 4.15).
3a onepanujy no0ujama Kibyda uTepaimje koja nocroju kox AES anroputma npukaszan

je MPEeTXOMHU KJbyd HTEpalije u TeKyhu Kibyd utepanuje (cnuka 4.12), a mpuTHCKOM
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Cnuka 4.12.ITomohHa cpeacrsa kox BusyenHe penpeseHranuje AES anroputma y COALA cuctemy —
IPYTH €0



Ha JIyrMe M3HAJ CBake KOJIOHE Tekyher kibyda urepaiuje Moryhe je BUIECTH Kako je

dopmupana ta kosmona (ciuka 4.1%).

4.3. BU3YEJIHA  PENPE3EHTAIIUJA  KPUIITOI'PA®CKHUX
AJITOPUTAMA CA JABHUM K/bYYEM

Kon xkpunrorpadgckux anroputama ca jaBHUM KJbydeM koju cy noapkanu y COALA
cucremy (Diffie-Hellmanu RSA anroputMu) 0CHOBHA Hji€ja BU3YEITHE PEIPE3CHTAIIH]C
je Omna na ce omoryhu npaheme n3BpIIaBamkba KOMIUIETHOT aJrOpuTMa 3a MuppoBambe
U 3a Jemu(poBame ca yIa3HUM IOJalMa alropuTaMa Koju Cy IUMEH3HUja MOTOAHUX
Kako OM ce MpuKaszajie HajBaXKHU]e KapaKTEPUCTHKE OBUX ajiropuTama. Pasor 30or yera
W OBJIc HUCY KOpUITheHH mapamMeTpu Koju OM OWIM BEIWYHMHA Kao y peaTHuM
nprMeHaMa je MTO OM MpHKa3 TaKBOI M3BpLIaBama ajaropurama OMO HENpPAaKTUYaH H
Texak 3a npahemwe (MMajyhu y BUIy Z1a OBU MapaMeTpH y PETHUM MPUMEHaMa uMajy
no 1024 6ura u Bumie). bumo je moTpeOHO MpHKa3zaTH HauWH (GOpMHpama IapoBa
JaBHUX W TPHBATHUX KJbydeBa, KAa0 W aJIrOpHTaM KOJU C€ KOPUCTH 3a ePUKACHY
eKCIOHEHTH3alM]y TPHJIUKOM mHdpoBama M JemupoBama. YIa3HH HapaMeTpH
alropuTamMa Cy JIako MPOMEHJBHMBH, TaKO Ja C€ M3BpIIABamE ajropurama MOXKe

UCIPATUTHU Ha Pa3TUYUTUM IPUMEpUMa.

Diffie-Hellman u RSA cnanajy y rpyny anropurama 3a muQpoOBame ca jaBHUM
kbyueM. Kibyuna pasnuka m3mely oBux anropurama je y tome mmro Diffie-Hellman
MOYeE JIa C€ KOPHCTHU CaMo 3a CUTYPHY pa3MEHY BpEIHOCTH n3Mel)y 1Ba KOPUCHHKA, TOK
ce RSA moxe xopuctutH 3a mudpoBame U aemudpoBame mogaraka. Mako oBa aBa
QITOpUTMa HHUCY MCTa UNakK je Ouno moryhe ocMUCIUTH YHH(OPMaH HauWH BU3YETHE
penpe3eHTanyje.

Kon Diffie-Hellman anroputma mpukas Bu3yelHe penpe3eHTalMje CMEIITEH je Ha
jenan expaH (cnuka 4.13),anu nmonesbeH y Tpu tab-anpu yemy jeaaH npukasyje ogadbup
m100aTHUX JaBHUX €JIeMEeHaTa, a Jipyra JiBa MPUKa3yjy paj ajJropuTMa 3a CBaKoT O]l JIBa
y4eCHUKA Y KOMYHUKAIHUju moce6Ho. [Ipuimkom ogabupa r1odalHuX jaBHUX eJleMeHaTa
(cnuka 4.13) KOPUCHHKY je OCTaBJbEHO Ja W3 majaajyhe mucte omabepe mpoct 1eo Opoj
3a Q. JIucra je orpannyena Ha npocrte 0pojeBe 10 1000,u3 panuje HaBeIeHUX pasJiora.
3a omabpaHy BpeaHOCT (] BU3YEeJHO mmomohy Tabene mpukasyje ce CKyI CBUX Moryhux
BPEAHOCTH 33 o0 M UCTE T€ BPEAHOCTH Cy y IMOHYAHU 3a U300p 3a BPEIHOCT o U3 naaajyhe

mucrte. Tabena mpuka3zyje mo pegoBuma cse Opojese o 1 1o g-1, 1ok cy mo KoioHama
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Global Public Elements|User A|User B

g |71 .

a*3 a*4 a*5 a6 a7 a8 a"9 aMM0 at1 atM2 aM3
1 1 1 1 1 1 1 i 1 1 1 1
4 8 16 32 64 57 43 15 30 60 49 27
9 27 10 30 19 57 29 16 48 2 6 18
16 64 43 30 49 54 3 12 48 50 58 19
b4 57 i 5 25 54 57 1 5 25 54
36 3 18 37 g 54 40 27 20 49 10 60
49 59 58 51 2 14 27 47 45 31 4 28
64 15 49 37 12 25 58 38 20 18 2 16
10 19 29 48 6 54 60 43 32 4 36 40
60 32 36 5 50 3 30 16 18 38
53 15 23 40 14 12 61 32 68 38 63

']
>
=
j)
>
v}

@ N0 AW N
O O~NOOORAWN =
N
()]

—
o
=
o
N
[(=}
e}]

-
-
=
-
o
o

12 |12 2 24 4 48 8 25 16 50 32 29 64 58
13 |13 27 67 8 34 16 66 6 7 20 47 43 62
14 |14 54 46 5 70 57 1 25 66 1 14 54 46
15 |15 12 38 2 30 24 5 4 60 48 10 8 49
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Cnuxka 4.13.Busyenna penpeseHrauuja ogadbupa riodanuux jaBaux exemenara kon Diffie-Hellman
anroputMa y COALA cuctemy
Xa: 13 .

Y, = @@ mod q = 42" mod 71

3 2 1 0
Xa@)[1 1 0 1

f |42 35 18 47

YA: 47
X

g) @ mod q =7"° mod 71

K=(Y

Xa ()1 1 0 1

KA: 28

Cnuxa 4.14.Busyenna penpeseHrauuja usspiasawa Diffie-Hellmananropurma 3a jexsor ox yuecHuka
y komyHukaiuju y COALA cuctemy

CBU OpOjEeBH CTETIEHOBAaHM penoM cteneHuma oa 1 mo g-1, anu mo moxymy . Y cBakoM
peny 60joM je o3HaueHa HajayXa CEKBEHIIa 0e3 MmoHaBJbamka. CaMo peoBU KOJ KOJUX je
YUTaBa CEKBEHIIA O3Ha4YeHa 00jOM, OJHOCHO Yy KO0jOj HeMa TMOHaBJhama IMPEICTaBIba]y

MIPOCTE KOpPEHE 3a (| ¥ MOTY OMTH 0/1labpaHH Kao BPEIHOCT 32 .

3a u3padyHaBame 3ajeAHUYKE TajHE BPEAHOCTH n3Mel)y nBa kopucHuka (cnuka 4.14),
HaKkoH (opMmupama TIOOATHUX jaBHO JTOCTYIIHHUX BPEIHOCTH, MOTPEOHO je Ja CBAKH
KOPHUCHHK 0Jlabepe CBOjJy TajHY BPEIHOCT, IITO je oMoryheHo kopumhemeM mnajajyhux

JUCTHU y KOjuMa cy nmonyhenu OpojeBu ox 1 1o g-1 koju monasze y o03up. 3aTuM CBaKU
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Key Generation|Encryption / Decryption
P 29 - 7 .
n=p-q=29-71=2059
®(n)=(p-1)-(q-1)= 2870 = 1960
d=e ' (mod o) = 169" ( mod 1960)
d: 1009 -
PU = {169, 2059}

PR = {1009, 2059}

Cnuka 4.15.Busyenna penpesenranyja Gpopmupama napa kpydesa kox RSAanroputma y COALA
cucTeMy

KOPHUCHHK 3a cebe m3padyHaBa CBOjY jaBHY BPEIHOCT Ha OCHOBY MPETXOAHO oxabpaHe
TajHEe BpenHOCTH. Ha kpajy cBaku KOpPHCHHK 3a ce0e, Ha OCHOBY CBOj€ TajHE BPEIHOCTH
U jaBHE BPEIHOCTH JpPyror KOPUCHHKA HW3padyHaBa 3ajeAHUYKY TajHY BpPEIHOCT.
BusyenHo je mpukazaHa mpuMeHa alropuTMa 3a Op3y eKCIIOHEHTH3alUjy NPHINKOM

W3pavyyHaBamka jaBHE BPEAHOCTH M 3aj€HUYKE TajHE BPEIHOCTH 32 CBAKOT KOPUCHHUKA.

Kox RSAanroputma npuka3 BU3yelHE pernpe3eHTaltje CMELITEH je Ha jeflaH eKpaH
(cnmuka 4.15),anu nogesbeH y nBa tab-a mpu yeMy jeman mpukasyje GopMupame mapa
JaBHM W TIPUBATHU KJbYyY, a IPYTd IpHKa3zyje paja ajaropuTMa MPUIMKOM mudpoBama
nomohy jaBHOT Kibyda, OTHOCHO jemmdpoBama nmomohy onromapajyher npuBaTtHOT
kJbyda. [Ipunmkom Qopmupama napa kibyueBa (ciuka 4.15) KOpUCHHKY je OCTaBIJBEHO
na u3 nagajyhux mucra omadepe aBa mpocTa 1eia opoja 3a P u g. JIucte cy orpaHudeHe
Ha npocte OpojeBe mo 1000,u3 panuje HaBeACHUX pa3iora. 3a omadpaHe BPEIHOCTH 3a
P ¥ ( npuKazaHo je u3padyHaBame N 1 @(N) U y nagajyhoj JIMCTH 3a e MpUKa3aHe Cy
caMO BpEIHOCTH KOj€ UCIyHaBajy yclioBe aeduHucaHe camum anroputmom. Haxon
IITO KOPHUCHHMK omabepe BPEAHOCT 3a e y manaajyhoj awctu 3a d ce mojaBibyjy camo
BPEAHOCTH KOj€ UCIyHhaBajy yCJIOBE Ae(PUHUCAHE alrOpUTMOM. HakoH MITO KOPUCHUK

omabepe u BpenHocT 3a d hopMupaH je map NPUBATHU M jaBHU KJbYY KOJH j& U TIPUKA3aH.

3a mpuka3 mmdpoBama U aemudpoBama ca oAabpaHuM MapoM KJbydeBa (CiaMKa
4.16) noTpeOHO je 1a KOPUCHHK yHECe BPETHOCT OpUTMHANHE Mopyke. HakoH yHoca
BPEIHOCTH MpHUKa3yje ce MOoCcTynak mudpoBama, 1o01jeHa mudpoBaHa BpeAHOCT, Kao U
MOCTyIMaK JemudpoBamka U N00MjeHA OPUTHHAIIHA BPEIHOCT CBE Yy OKBHPY jEIHOT

eKpaHa. 3a u3pauyHaBame MUPpPOBaHE, OAHOCHO OPUTHHAIHE TIOPYKE BU3YEITHO j& IPU—
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plaintext 111

=M ®mod n = 111"%® mod 2059
7 6 5 4 3 2 1 0
e(i) 1 0 1 0 1 0 0 1
£ o111 2026 1457 |20 1161 1335 1190 (981
2026-2026 mod 2059 = 1089
1089-111 mod 2059 = 1457
ciphertext 9381
M = C 9 mod n = 9811%%° mod 2059
9 8 7 6 5 4 3 2 1 0
dei) 1 1 1 1 1 1 0 0 0 1
f los1 1992 1567 (314 1151 1335 1190 1567 1161 111
plaintext 111

Cnuka 4.16.Busyenna penpesenranyja u3ppiuasasa RSAanropurma y COALA cucremy

Ka3aHa MIPUMEHa aJiropuTMa 3a Op3y ekcroHeHTu3anujy. [Ipukas mompaszymena tadeny y
KOjOj CBaka KOJIOHAa O3Ha4yaBa IO jeJHY UTEpaIfjy aJfOpUTMa, IPU YEMY Cy UTepalyje
o3HaueHe y omanajyhem pemocneny. IlpBu pexn y Tabenu momymeH je OMHApHOM
BpeAHOIINY €KCITOHEHTa M3 M3pa3a 3a KOju ce MpaBH Tadena W TO TaKo IITO je IO je/laH
OUT y CBakoj KOJOHHM, MOYEBIIM o Outa HajBehe TexuHe. Jpyru pem mpeacraBiba
Mmehypesynrare y cBakoj WTepauuju, NPH 4YeMy BPEIHOCT W3 TOCIenme (HyirTe)
uTepalrje NpeAcTaB/ba U KOHAYHY BpeAHOCT. [lo3unmonupameM MUIlIa Ha OUJIO KOjy
KOJIOHY Talene, MO)ke ce MOoOWTH TpHKa3 Hm3pa3a KOju Cy KOpUIIheHH y ofabpaHo]
UTEepaIiju U Ha OCHOBY KOJUX j€ TOOW]eH mpHuKa3aHu Mehype3ynrar y BUay TeKCTyaTHOT

OIIMca.
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5. OIMNC COALA CUCTEMA

VY oBom nornasiby je npukazan omuc COALA cuctema 3a BU3yellHY penpe3eHTaIu]jy
KpuUnrorpadckux aiaropurama Koju je peanuzoBaH. CucTeM nMa MOTYNHOCT BU3YyeTHE
pernpe3eHTamnyje ImeT BpcTra  KpunTorpadCKux — alropuTamMa.  CyOCTUTYITMOHHX
aIropuTaMa,  TPAHCIO3MIMOHUX  alroOpHTamMa,  MPOAYKIHMOHHX  AIrOpuUTama,
CUMETPHUYHUX OJOK aJlropUTamMa M ajJropuTama ca jaBHUM KJbY4eM, KOjU Cy OIHCAHH Y
norasby 3. Crnuka 5.1 npukasyje mmaBHu ekpan COALA cuctema Ha KOMe ce MOXKe

0/1abpaTy KeJbEHU aJTOPUTaM 3a KOju Tpebda MprKa3aTu BU3yeIHY PElpPE3CHTAIIH]Y.

CryptOgraphy Algorithms visual simulAtion

Choose algorithm:

Substitution: Transposition: Production: Symmetric: Public-key:

® Caesarg Rail Fence Rotor Machine DES Diffie-Hellman
Monoalphabetic Row Transposition AES RSA
Playfair
Vigenére

\ START |

Cnuka 5.1.TTouetnu expan COALA cucrema
5.1. CYIICTUTYIIMOHU AJITOPUTMUA
Y O0BOM mWOrnaBby ce pa3MaTpa BHU3yeJIHa peNpe3eHTanrja CyOCTUTYIHMOHHX
anroputama noapxkanux y COALA cuctemy: Llezap anropurtam, MoHoandabeTcku

anropurtam, Playfair anropuram u Vigenereanropuram, Kao mTo ce Buau Ha ciaumm 5.1.

5.1.1. HE3AP AJITOPUTAM

Ha cnumu 5.2 npukasan je ekpan 3a BU3yenaHy pernpeseHranujy Llesap anroputma y
COALA cucremy, koju ce mobuja Kaga ce Ha IMMOYETHOM eKkpaHy omabepe llesap
anroputaM u nputucHe nyrme START.

KopuchHuk mma moryhHOCT ma yHece TEKCT Koju kenu Aa mudpyje U aa uzadepe
KJbyd Koju >xenu jaa xopuctu. IIputuckom nHa nyrme ENCRYPT nobuja ce mpukas
NOCTYyINKa Mu(ppoBamka OpPUTHHATIHE MOPYKE Ha OCHOBY Tabese MpeciuKaBama, Kao H

MOCTYyTIKa Jemu(poBama Mopyke Ha OCHOBY MHBEp3HE Tabene npecirukaBama. C 003u—
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Caesar Algorithm
plaintext: neki tekst za sifrovanje key: 20 ENCRYPT [ ANALYZE | RESET |
pantert: | N[ €[« [ 1] [r[ef[c[s[r] [z][a] [s[r]r[r[o|v]a]n]afe] [ | [ [ [ ]
encryptiontable:‘A|B|C|D|E|F|G|H|I|J|K|L|M|N|O|P|Q|R|S|T|U|V|W|X|YIZ‘
Luv]w]x][v]z]a]e]c]ofelr[e]n]i[s][x][c][m[n][ofr[alr]s]T]
opnertex: | 1|y [e[c] [n[v][e[u[n] [r]u] [wlefz[cfefefufulofv] | [ [ [ [ ]
decryptiontable:|A|B|C|D|E|F|G|H|||J|K|L|M|N|O|P|Q|R|S|T|U|V|W|XIYIZ‘
Lo[ulr[s]c]cfm[n]o]raf[r]s[x]u]v]w]x[v]z][a][e]c[o]e]F]
pantest: [N € [k [1 [ [T[e[k[s[r] [z][a] [s[r]r|rlofv]aln]ofe] | | [ [ [ ]
I BACK |

Cnuka 5.2.Expan 3a Busyenny penpesenrtanujy Lezap anroputma y COALA cuctemy

Caesar Algorithm

ciphertext: [HYEC NYEMN TU MCZLIPUHDY \

key key

| GXDB MXDLM ST LBYKHOTGCX | 14 |[TKQO ZKQYZ FG YOLXUBGTPK |

| FWCA LWCKL RS KAXJGNSFBW | 15 [SJPN YJPXY EF XNKWTAFSOJ |

|EVBZ KVBJK QR JZWIFMREAV | 16 [RIOM XIOWX DE WMJVSZERNI |

[DUAY JUALJ PQ IYVHELQDZU | 17 [QHNL WHNVW CD VLIURYDQMH |

| CTZX ITZHI OP HXUGDKPCYT | 18 [PGMK VGMUV BC UKHTQXCPLG |

|BSYW HSYGH NO GWTFCJOBXS | 19 [OFLJ UFLTU AB TJGSPWBOKF \

[ARXV GRXFG MN FVSEBINAWR | 20 [NEKI TEKST ZA SIFROVANJE \

|ZQwu FQWEF LM EURDAHMZVQ \ 21 |MDJH SDJRS YZ RHEQNUZMID \
| |
| |
| |
| |
|

© O N OO g RN =

‘YPVT EPVDE KL DTQCZGLYUP 22 ‘ LCIG RCIQR XY QGDPMTYLHC
‘XOUS DOUCD JK CSPBYFKXTO 23 ‘ KBHF QBHPQ WX PFCOLSXKGB
‘ WNTR CNTBC IJ BROAXEJWSN 24 ‘ JAGE PAGOP VW OEBNKRWJFA
‘VMSQ BMSAB HI AQNZWDIVRM 25 ‘ IZFD OZFNO UV NDAMJQVIEZ

‘ ULRP ALRZA GH ZPMYVCHUQL

-
o

-
-

-
N

-
w

Cnuka 5.3.Expan ca nprKa3oM KpHIITOAHAIH3E MH(POBAHE MOPYKE U3 IIPUMEpPA ca CauKe 5.2

POM 1a ce paau O jeTHOCTAaBHOM JITOPUTMY OBJIE je MOTOAHO MPUKA3aTH M MOCTYIaK
nemudpoBama, KOju ce YBEK CBOJM Ha MHBEP3HE OIepalrje y oJHOCY Ha MmudpoBame,
Ha WCTOM €KpaHy Ha KOM je TpuKazaHo W mudpoBame. Pagu Oosber paszymeBama,
omMoryheHo je 1a KOPHCHUK MOXe MO3HIIMOHUPAkEM MOKa3Baya MHUINA HAa €KpaHy Ha
HEKO 0J1 CJIOBA OPUTHHATIHE WJIH IH(poBaHE MOPYKe Ja 100uje 101aTHO 60joM O3HAYCH
HOCTyMNaK TpaHchopMalyje TOr CJI0Ba, Kao LITO je M MpHKa3zaHo Ha ciuiy 5.2. Lesap
ITOPHUTaM je KapaKTEPUCTHYaH U 110 TOME IITO IMOCTOJU CBera 25 pa3InyuTuX KJbydeBa
KOJU C€ MOTY NPUMEHHUTH 3a mudpoBame HEKe mopyke. 300r Tora je oBo mo0ap
TPEHyTaK Jla ce JEMOHCTPUPA U KAKO CE MOXKE YpPAJAUTU KPHUITOAHAIHM3a YKOJIUKO

ITOpHUTaM HHje A0BOJbHO Oe36enaH. [Ipuka3 kpunroananuse 100Mja ce MPUTUCKOM Ha
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Monoalphabetic Algorithm
plaintext: |neki tekst za sifrovanje ENCRYPT RESET
key: v -|j -ja ~|f -|i -[g |z ~|h -|d -[u ~|p -|q -|c
e -[b -|t -l -jw -|x -ly -|m [k -|o <[n -|r -|s
pamest: [N e[«[1] [r[efe[s[r] [z[a] [s[i]e[rfofv]af[n]ofe[ [ | [ ] ]
encryptiontable:|A|B|C|D|E|F|G|H|I|J|K|L|M|N|O|P|Q|R‘S|T|U|V|W|X|Y|Z‘
[v[ofalefi]e]z]n]o]u]r]alc]efa]r]tw]x[v]m[x]o][n]r]s]
spreriec: [ £ [ 1 [po] [v[i[e]x[v] [s[v] [x[ofe[wlef«[v]efu]e[ [ [ [ ][]
decryptiontable:|A|B|C|D|E|F|G|H|I|J|K|L|M|N|O|P|Q|R|S|T|U|V|W|X|Y|Z‘
Lefofm][n]ofe]nfefe]v]a]u]x|w[e[t]v]z][r]s[a]r]s]T]e]
o [ €[« [ 1] [7 e[« s[v] [2[a [s[1[e[wlolv[aln[s]e[ [ [ [ 1]
| BACK

Cnuka 5.4.ExpaH 3a Bu3yenny penpesenranujy MmoHoangaderckor anropurma y COALA cuctemy

nyrme ANALYZE 3a mpumep ca cimke 5.2 ekpaH ca NPHUKa30M KpPUITOAHAIN3e

mudpoBaHe OPYKE MPUKa3aH je Ha CIUIH 5.3.

Kox Ilesap anroputrma, ¢ o003upoM Ja je Malud CKyn MOryhux KJby4eBa,
KpHUITOAHAJIM3a C€ CBOJAM Ha HcmpoOaBame CBUX MoOryhwx KipydeBa, IUTO je U
npukazaHo Ha ciunu 5.3. Kao mto BUauMO jegaH o MCnpoOaHMX KibydeBa nahe
OpPHUTHHAIIHY MOPYKY (y OBOM CiIy4ajy To je kibyd 20, Koju je mpeTXoaHo 01uo u3abpan y
npuMepy ca cimke 5.2) u camo je moTpeOHO mpeno3HaTu koja of 25 moryhHoctn Ou

Moruia 1a Oyie OpUrMHaIHa IOpyKa.

KopucHuk Ha pacnonaramy uma jom u omuuje. RESET koja Bpaha Buzyenny
penpesenTauujy llesap anropurmMa y MOYETHO CTame Tako Jla CE MOXE YHETH HOBA
nopyka 3a mumdpoBame u omabpatu HoBa BpemaHocT kibyda m BACK koja Bpaha
KOpHCHHMKA Ha IOYETHH €KPaH TaKo Ja MOKE 0/Ja0dpaTH HOB aJTOPHTaM 3a BU3YEIHY

penpe3eHTanujy.

5.1.2. MOHOAJI®ABETCKU AJITOPUTAM
Ha cnmumm 5.4 npukaszaH je eKpaH 3a BHU3YENIHY PEnpe3eHTaIr]y MOHOoan(paOeTCKor

anroputMa y COALA cuctemy, Koju ce 1o0Huja KaJa ce Ha MOYeTHOM eKpaHy ojabdepe

MoHoan¢adercku anroputam u nputucae gyrme START.

Kox moHoandaberckor anroputMa KOPUCHUK MOXKE IMTPOM3BOJBHO Ja n3abepe tabery
IpecirKaBama Kojy he KopucTuTu 3a mudpoBame, MTO je y cucrteMy omoryheHo

om1abupom 26 paznuuUTHX CcioBa kJbyda. Kako OM ce cMamuia MOryhHOCT Tpemike
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KOpUCHHKA MPWIMKOM 01a0upa Kijby4ya, KOpHUCTe ce majnajyhe nucrte 3a yHOC KJbyda.
[Mamajyhe nucte cagpike cBa ciioBa eHryieckor andabdera, aji CBaKkH MyT Kaja ce y HEeKOj
0J1 JIUCTH ojabepe oapeheHo CII0OBO, CBE OCTaje JUCTE Ce aKypHpajy Tako IITO CE W3
BUX n30airyje o7adpaHo CIIOBO M OCTaBJbajy caMO OHA Koja Cy M JlaJbe Ha pacrioyaramy
3a ogabup. KopHCHHK 3aTHM YHOCH TEKCT 3a HIHM(pPOBame M MPUTHUCKOM Ha Jyrme
ENCRYPTno6uja npuka3 nmoctyrnka mudpoBama, Kao M MOCTYIKa AemUppoBama, y3
onrosapajyhe Tabene mpecnukaBama, cIudHO kKao U 3a lle3ap anropurtam. U one je
oMoryheHO KOpPHCHHKY Ja TO3MIHMOHUpPAamkEM II0Ka3WBada MHUINA Ha EKpaHy Ha
onpeheHo ciOBO OpUrMHANHE WK MHU(pPOBAHE MOPYyKE A0OHje TOMaTHO 00EeIeKEeHO
KaKo je u3BpllIeHa TpaHcopmanurja onadpaHor cioBa. KopucHUK Ha pacronaramy uma
jom u ommuje: RESET koja Bpaha Busyenny pemnpesentanujy moHoasidadberckor
aJITOpPUTMa y MOYETHO CTame TaKo Ja CE MOXKE YHETH HOBA MOpYKa 3a IIHU(PPOBAKE U
onabparu HoBa BpenaHocT kibyda u BACK koja Bpaha KopucHHKa Ha MOYETHU €KpaH

TaKo J1a MOKe 0J]a0paTu HOB AITOPUTaM 32 BU3YEIHY pPElpe3eHTAIH]Y.

5.1.3. PLAYFAIR AJITOPUTAM
Ha cnmim 5.5 npukasan je ekpan 3a Bu3yenHy penpesenrannjy Playfair anropurma y

COALA cucremy, koju ce mo0Ouja kKama ce Ha MOYETHOM ekpaHy omabepe Playfair

anroputam u nputucHe nyrme START.

Kon Playfair anroputma opuruHanHa TMOpyKa ce JIeNUM Ha CJIOTOBE M 3aTHM Ce
CJIOTOBH TpeMa Ae(pUHUCAHUM IpaBUiIUMa mHQpyjy nomohy MaTpuie 3a mudppoBame
Koja je opmupaHa Ha OCHOBY oJ1a0paHe KJbYUHE peuH, Kao IITO je PUKa3aHO Ha CIUIN
5.5. KopucHuky je omoryheHo aa yHece TeKCT 3a mudpoBame, Kao U KJbYYHY ped Koja
he ce xopuctutu 3a mudposame. 3atum ce nputruckoM Ha ayrme ENCRYPTnobuja
IpUKa3 MocTynka mudposama. Marpuiia 3a mudpoBame, Koja je MoMmymheHa Ha OCHOBY
KJby4YHE PEUH, IIPUKa3aHa je J[Ba IyTa Kako OM MOTJIO BU3YEIIHO Jia C€ BHIU MPHMEHECHO
npaBuJjIo 3a mudpoBame jeaHor ciora. KopucHuky je omoryheHo aa mo3uinoHupameM
NoKa3MBaya MUIIIA HAa eKpaHy Ha ofjpel)eHu CIor OpUrHHaiHe WK MIH(PpPOBaHE MOpPYKE,
MOXe Ja A00uje TpauuKy MpHKa3 MPUMEHEHOT MpaBuia 3a MU(POBakEe 03HAUCHOT
ciora, TPU YEMYy j€ CBaKO CJIOBO O3HA4CHO pa3IUYUTOM O0joM paau 0oJbe
nperneaHoctr. Ha cimmm 5.5, 5.5 u 5.5 BuaniMo npumeHy cBa Tpu IpaBuja Koja ce
xopucre kox Playfair anropurma. KopucHuk Ha pacmonaramby MMa jOII M OIILHjE:

RESETkoja Bpaha Busyenny penpesenranyjy Playfair anropurma y noyerno crame ta—
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plaintext: neki tekst za sifrovanje

Playfair Algorithm

keyword:  kljuc

ENCRYPT

panest [N E]| k| ][ [e][«]s][v]z][a]s][ 1 [r][r]o][v]a][n]s][e]x][ ]

[cfu[o]e]
(+ e [o]E] ]
o[ [w[n]o]
[#[a[e[s]7]
wlx]+]e]

encryption table:

[c[u[o]e]
pooon
o[ [w[w]o]
#[o[e[5]7]
wlx]+]2]

apnertont [STW][ L [u [ s [][u]e][z]c][e]e][c[o][r]u][x[e][m[u][o]v][ ]

a)

Playfair Algorithm
plaintext: |neki tekst za sifrovanje keyword:  kljuc ENCRYPT ‘ RESET
pianec: [ [ € | [ 7 [ ][ [ ][ 7 [2][a[s][ 1 [][[o][v]a][n]a][e[x][ [ ][ [ ][ T ][]
encryption table:
[2[e]o]e]F] [a[e]o]e]F]
B [s[n]wmlnlieo]
lelafr[s[7] [p[afr[s]r]
[v[w]x]v]z] [vw]x]v]z]
S 31 8 1 o 2 e o
BACK
Playfair Algorithm
plaintext: |neki tekst za sifrovanje keyword:  kljuc ENCRYPT \ RESET ]
pianec: [ [ € |[« [ 1 ][ [ | [WOIRN[ 7 [ 2] a [ ][ [ ][ [o][ v a][n]u][e[x][ [ ][ [ ][ T ][]
encryption table:
[2[e]o]e]F] [a[e]o]e]F]
[o[u]w]n]o] Brnne
[pal B ] Bla[x[s]r]
[v[wlx]v]e] [v[w]x]x]z]
apnerists| s [ || L[ u [ s | ¢ |[uiEd| 2] c][e]e[c[o][r[w][x[e]fm u]folv|[ [ J[ [ J[ [ ][]
EnEACK

B)

Cnuka 5.5.Expan 3a Busyenny penpesenrarmjy Playfair anroputma y COALA cucremy

KO J1a Ce MOK€ YHETH HOBa MOpyKa 3a mudpoBame U 0gadpaTu HOBa BPEIHOCT KJbyda U

BACK koja Bpaha KOpHCHHMKAa Ha TOYETHH €KpaH Tako Ja MOXe o0/1abpaTH HOB

aJIrOpuTaM 3a BU3YEJIHY peripe3eHTalH]y.
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Vigenere Algorithm

autokey

keyword: kijuc

plaintext: neki tekst za sifrovanje

RESET

plaintext[NETKT T T EIKISITIZIASIT[FIRIGIVIAINIITEl T T T T T 1117 |

key:[KILTJTUICTKIL[JTUICTKIL[ TUICIKTL UKL T T T T T T[T

J

JIK|L

JIK|L|M

JIK|L|M|N
JIK|LIM|N|O

JIK|LIM|N|O|P|Q

JIK[LIM[N|O|P[Q|R

JIK|LIM|N[O|P[Q[R[S

JIK|LIM|N|O|P|Q[R[S|T

JIK|LIM|N|O|P|Q|R|S|T|U

JIKILIMINIO|P|QIR[S[T[U[V

JIK|LIM|NJO|P|QIR[S|T|UVIW

JIK|LIM|N|O|P|Q|R|S|T[U[V WX

JIKILIMIN|O|P[QIR[SIT|U|VIWIX]Y

JIK|LIM|N|O|P|QIR[S[TIU|V|WIX|Y|Z
JIK|LIM|NJOIP|Q[R[S[TIU|VIWIX|Y|Z

JIK|LIM|N|O|P|QIR|S[T[UIVIW[X|Y|Z|A

JIKILIMINIO[P|QIR[SIT[U[VIW|X|Y|Z|A|B

JIKILIMINIO|P[Q|R[S|T|U[VIW|X|Y|Z[A|B|C

JIK|LIM|N|O|P|Q|R|S|T|U[V[WIX[Y|Z|A|B|C|D

JIKILIMINIO[P|QIR[SIT|U|VIW|X|Y|Z|A|B|CID|E

JIK|LIM|N|O|P[QIR[S|TU|V|WIX|Y|Z]|A|B|C|D|E|F

JIK|LIMIN|O|P|QIR|S[TIU[VIW[X|Y|Z|A|B|CID|E|F|G

JIKILIMIN|O|P[Q|RIS|T|UJVIWIX|Y]|Z[|A|B|C|D|E[F|G|H

A|BIC|D|E|F|G|H]I

AlA[B[C[D[E[F|G[H[I
8[8[C[D[E[F[G[H[I
clc|p[E[F|e[H]I
D[D[E[F|G[H[1
E[E[F|G[H[I
FIF[G[H[I

GlG[H[

H[H

JIJIK|LIMIN|O|P|QIR[SITIU[VIWIX|Y|Z|A|B|C|D|E|F|G[H|I

KIKILIMINJO|P|QIR|S[TIU[V[WIX[Y|Z|A|B|C|D|E|F|G|H]|I
LILIM[N|OI|PI|QIR|S|T|U|VIW|X|Y|Z|A|B|IC[D[E[F|G|H]|I

MIM|N|O|P|Q|R|S|T|U[VIWIX[Y[Z[A|B|CID|E|F|G|H]|I
NIN[O[P|Q[R|S|T|U|VWI|X|Y[Z|A|B|C|DIE|F|G[H]| I

O|O[P|Q[RISIT|U|VIWI[X|Y|Z|A|B|C|D|E|F|G[H|I

PIPIQIR|S|TIUIVIWIX[Y[Z[A|B|CID|E|F|G|H]|I

RIR[S[T|UJVIW|X|Y|Z|A|B|CID|E|F|G[H|I

S|S|T{U|VIWIX|Y|Z|A[B|CIDIE|F|G|H]|I
TITIUIVIWIX]|Y|Z|A|B|C[D[E[F[G[H|I

U[UIVIWI[X]Y|Z]|A|B|C|D|E|F|G[H|I
VIVIWIX|Y|Z|A|[B|C|D[E[F[G|H]|I

WIWIX|Y[Z[A[B|CIDI|E|F|G|H]| I

X|X|Y[Z|A[B|C|D|E|F[G|H]I

Y|Y|Z|A|B|C|D|E|F|G[H|I
Z|Z|A|B|CID|E|F|G|H]|I

encryption table:

ciphertext: [X[P[TICv[o]vIBINIBIKIDIRIZITIVIGIJIRILIOl [ T T [T T [T

a)

Vigenere Algorithm

autokey

keyword: kljuc

plaintext:|neki tekst za sifrovanje

RESET

plaintext:[NJE[K[ T[T [E[K[SIT[Z[ATSTI[FIRIOIVIAINJTET [ [ [ [ [ [ [ [ ] |

BACK

key:[KILTJTUICINTETKT TITIETKISITIZIATSTITFIRIO[ [ [ [ T T T [T

J

J1K
JIK|L

JIK|LIM

JIK|L|M|N
JIK|LIM[N|O

JIK|LIM|N|O|P|Q

JIK|LIM|N[O|P[Q[R

JIK|LIM|N|O|P|Q[R|S

JIK|LIM|N|O|P|QIR|[ST

JIK|LIM|N|O|P|Q[R|S|T[U

JIK|LIM|N|O|P|Q|R[S|T[U[V

JIKILIM|N|O|P|QI|R|S|T|UJV W

JIK|ILIM|INIO|P[QIR[S[T|U[VIW|X

JIK|LIMINJO|P|Q|R[S[T[U|V[WIX]Y

JIKILIM|N|O|P|QIR|S[T[U[VIW[X|Y|Z
JIKILIM|N|O|P|Q|R|S[T[UIVIW[X|Y|Z

JIK|ILIM|IN[O|P[QIR[SIT|U|VIW|X|Y|Z|A

JIK|LIM|N|OIP|Q|R[S|TIU[VIWIX|Y|Z|A|B

JIK[LIMIN[O|P[Q|R|S|T|U[VIW|X[Y|Z|A|B|C

JIK|ILIMIN[O|P|Q[R[S[T|U[VIW|X|Y|Z|A|B|C|D

JIK|LIM|NJOIP|QIR[S[TIU|VIWIX|Y|Z]|A|B|C|D|E

JIK[LIMIN[O|P[Q|R|S|T|U|VIW|X[Y|Z|A[B|C|D|E|F

JIK|ILIMIN[O|P[Q[R[SIT|U|VIW|X|Y|Z|A|B|CID|E|F|G

JIK|LIM|N|O|P|Q|R[S|T|U[VWIX|Y|Z|A|B|C|D|E|F|G|H

A|B|CID|E|F|G[H]|I

AlA|B|CID|E|F|G[H|I
B|B|C|D|E[F|G[H|I
CICID|E|F|G|H]I
DID[E[F[G|H|I
E|E|F|G|H|I
FIFIGIH]I

G|G[H|I

H[H

JIJIKILIMIN|O[P[Q[R[S|T|U|VIW|X|Y|Z|A|B|C|D|E[F|G[H]I

KIK|ILIM|N[O|P[Q[R[S[T|U|VIW|X|Y|Z|A|B|C|D|E|F[G[H|I
LILIM[N[O|P[QIR|S|T|U|VIW|X|Y|Z|A[B|IC|D[E[F[G|H]|I
MIM|N|O|P|QIR|S|T|U|VWIX|Y[Z|A[B|C[D|E|F|G|H]| I
N[N[O[P[QI|R[S|T|U|VIW|X|Y|Z|A|B|C|D|E|F[G[H|I

O|O|PIQIR[S[TIU[VIWIX|Y|Z|A|B|C|D|E|F|G[H|I

PIPIQIRIS|T|U[VIWIX|Y|Z[A|BIC|D|E[F|G|H]|I

RIR[S[T{U|VIWIX|Y|Z|A|B|C|D|E|F|G[H]|I

S[S[T{U[VIW[X|Y|Z|A|B|CI|D|E|F|G|H|I
TITIUIVIWIX|Y|Z|A|B|C|D|E|F[G[H|I

U[U[VIWIX|Y|Z]|A|B|C|D|E|F|G[H]|I

VIVIWIX]Y|Z|A|B|C|D|E[F|G[H|I

WIW[X|Y|Z[A[B[C[D[E[F|G|H]|I

X|X|Y[Z|ABIC|D[E|F|G|H]|I

Y|Y|Z|A|B|C|D|E|F|G|H|I
Z|Z|A|B|CI|D|E|F|G|H]I

encryption table:

ciphertext: [XIPITICIVIR[O[CTBISIEICTAYIQ[OINT ITSTATST [ T T [ T T [ 1]

6)
Cnuka 5.6.Expan 3a Busyenny penpesenrannjy Vigenereanroputma y COALA cuctemy
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5.1.4. VIGENERE AJITOPUTAM
Ha cmumm 5.6 mpukasal je ekpaH 3a BU3yelHYy perpe3eHTauujy Vigenereainropurma
y COALA cucremy, koju ce nobuja Kaga ce Ha IIOYETHOM e€KpaHy ojabdepe

MoHoan(adbercku anroputam u nputrucHe nyrme START.

KopucHuky je omoryheHno na yHece TEKCT KOju KelH Ja mudpyje, 1a yHece Kibyd
KOjH JKEIT J1a KOPUCTH 3a MH(poBame U 1a ogabepe 1a Jin Kelu Ja Kopuctu autokey
no0OoJbIIakke WM HE, Kao ITO je MpuKazaHo Ha ciaunu 5.6. [Iputuckom Ha ayrme
ENCRYPTio0uja ce mpuka3 nocrymnka mudposama. Kox Vigenereanropurma 3a cBako
CJIOBO OpUTHHAJIHE MOPYKE KOPUCTH ce Jpyra Tabena mpeciukaBama, ma je 300r Tora
MpUKa3aHa MaTpuila Koja mpukaszyje cBux 26 moryhux tabena mpeciukaBama. Cl0BO
OpUTHHAJIHE TOpYyKe oapehyje KoloHy y MaTpuid, a CiIoBO Kibyda oapehyje pen y
MaTpUIM U U3 MaTpulle ce Ao0Hja cioBo mudpoBaHe nopyke. IIperxogHo ce kibyd
¢dopmupa Tako aa Oyae UCTe AyKMHE Kao U MOPYKa M TO TAaKO IITO C€ Yy OPUTHHAIIHO]
BapHjaHTH aJITOpUTMa ofabpaHa KJbydHa ped HaJoBe3yje moTpedaH Opoj myTa, OTHOCHO
y BapHWjaHTH ca ayTokey MoOOJbIIalkeM Cc€ Ha oJadpaHy KJbYYHY ped J01aje
OpUTHHAIIHA TIOPYKa 110 OTpeOHe nyxuHe. Kako 6u Bu3yenHa nperneaHocT ouna 6oba,
KOPUCHHUKY je OMOryheHo Ja NO3MIMOHMpameM IOKa3uBaya MHINA Ha EKpaHy Ha
onpeheHo CIOBO OpWUTHMHAIHE WM IH(pOBaHE TMOpyKe mg00uje 00jOM O3HAYCHY
Tpanchopmalijy ogadpaHor ciioBa, Kao MITO je MpruKa3zaHo Ha ciunu 5.6. KopucHuk Ha
pacnionmaray uma jom u ommuje: RESET koja Bpaha BusyenHy pemnpeseHTaIujy
Vigenere anroput™Ma y IOYETHO CTamke TAaKO Jla Ce MOXKE YHETH HOBa MOpyKa 3a
mmdpoBame 1 ogabpatu HoBa BpenHocT kibyda u BACK koja Bpaha kopucHuka Ha

MOYETHHU €KPaH TaKo J1a MOKe 0J1JabpaTH HOB aJrOpPUTaM 3a BU3YEIHY PENpPE3eHTaIH]y.

5.2. TPAHCHHO3UIIMOHU AJITOPUTMHU

Y O0BOM IMOIMNIaBbY C€ pa3Marpa BU3yelHA pEIpEe3CHTAlMja TPAHCIO3UIHOHNX
anmroputama moxapxkanux y COALA cucremy: Rail Fence amroputam u Row

Transpositionuropuram, Kao ITO je MpUKa3aHo Ha cauim 5.1.

5.2.1. RAIL FENCE AJITOPUTAM
Ha cammm 5.7 mpukasan je ekpaH 3a Bu3yenHy penpeseHranujy Rail Fence

anroputMa y COALA cucreMy, Koju ce 100Hja Kajia ce Ha TOYeTHOM €KpaHy ojiadepe
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Rail Fence Algorithm

plaintext: |neki tekst za sifrovanje key: 5 ENCRYPT [ RESET ]

plaintext:‘NIEIK|||T|EIK|3|T|Z|A|SII|F|R|O|V|AIN|J|E| | I I | | | I I ‘

encryption table: |N T \

sererot | r[v]e|s[z]ofaf[w]r[af[r]n] [efs]efofr]fe] | [ [ ][] ][]
BACK

Ciuka 5.7.Expan 3a Busyenny penpesenranujy Rail Fenceanropurma y COALA cucremy

MoHoan¢adercku anroputam u nputucae gyrme START.

KopucHuk mma mMoryhHOCT ma yHece TEKCT KOju kend Ja mmdpyje u aa omadepe
KJbYY KOjH XKenu Jla ynotpebu 3a mmdposame. Kog oBor anroputma Kibyd je 3ampaBo
Opoj penoBa y kojuMa he OMTH UCTIHICaHa OpUTUHATHA OpyKa. Ha ciunum 5.7 mpukazan
je mpumMep paga oBor anroputma. OpurnHagHa MOpyKa UCIUCAHA j€ IUjarOHATHO y UK
[IaK Ha JI0JIe, Ma Ha TOpe M BUIU c€ OOJUK MO KOME je aJlfOpUTaM M JTOOMO Ha3WB.
HIudposana nopyka no0ujeHa je HITINTABAHEM OPUTHHATIHE MTOPYKE, KOja je UcIucaHa
Ha TPETXOJHO OMHWCAHMW HA4MH, pel Mo pea. KopuCHUK Ha pacronaramky UMa join U
omuje: RESETkoja Bpaha Busyenny penpesenranujy Rail Fenceanropurma y mouerno
CTame TaKo J]a Ce MOXKE YHETH HOBa MOPYKa 3a MIHU(PPOBamHe U 01a0paTH HOBA BPEAHOCT
kbyda 1 BACKkoja Bpaha koprCHMKA Ha TTIOYETHHU €KpaH TaKo J1a MOXKE 0J1adpaTH HOB

ITOPHUTaM 32 BU3YEIHY PEIpe3eHTAIH]y.

5.2.2. ROW TRANSPOSITION AJITOPUTAM
Ha counm 5.8 npukasan je ekpaH 3a BH3yelHY pernpeseHTauujy Row Transposition
anroputMa y COALA cucremy, koju ce 1o0uja Kaja ce Ha TIOYETHOM eKpaHy omabepe

MoHoan(adercku anroputam u nputrucHe nyrme START.

KopucHuk nma MoryhHOCT f1a yHece TeKCT KOoju kenu Aa mudpyje, aa omadepe 6poj
KOJIOHA KOjH eI Ja KOPHCTH Yy KJbY4y M 3aTUM Ja 3ala penociie/l KOJIOHA IITO
NPaKTUYHO MPEACTaBba KJbYyd Y OBOM AITOPUTMY, Kao IITO je MPUKa3aHo Ha ciauiu 5.8.
Kon oBor anroputMa opurnHagHa Mopyka c€ HCIHCY|e pel MO pell Y OHOJIMKO KOJOHA
KOJIMKO je KOpUCHUK onabpao. lludpoana mopyka moduja ce Tako MITO ce MopykKa Koja
je WcrucaHa Ha TPETXOJHO ONMHMCAaHW HAaYMH OYHMTa KOJOHY 1O KOJIOHY W TO OHHUM

penocnenom Koju je 3a1aT kJbydeM. KopucHHK Ha pacrnosiaramy UMa jOIll U ONIIHje:
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Row Transposition Algorithm
plaintext: neki tekst za sifrovanje columns: 6 ENCRYPT RESET |
pamec| | k[ 1| T[e|c[s|r][z]af[s|i][r]r[o]v]a[n]ofe[ [ [ [ [ [ [ ] ]]
key:(4 -1 -[5 -[3 -6 -|2
encryption table: 415362
NEKITE
KSTZAS
IFROVA
NIEXXX
cpertext: | E[s[F[o]e]s]a[x[i[z]o]x[n][«[ i [n][c][r][r]e]v]alv][x] [ [ | [ ]|
BACK

Cnuka 5.8.Expan 3a Busyenty penpesenraiujy Row Transpositioansroputma y COALA cuctemy
RESETkoja Bpaha Busyenny penpesenraiijy Row TranspositioairopurMa y moueTHo
CTame TaKo Jla C€ MOKE YHETH HOBa MOpyKa 3a mupoBame U 01a0paTu HOBA BPEAHOCT
kibyua 1 BACKkoja Bpaha kopucHHKa Ha OYETHU €KpaH TAaKO Ja MOXKE 01a0paTH HOB

ITOPUTaM 32 BU3YEIHY PEIpe3eHTAIH]y.

5.3. MIPOAYKIIMOHHU AJITOPUTMU

YV O0BOM TIOTIaB/by ce€ pa3Marpa BH3YelHa pEMpe3eHTalfja MPOTYKIIHOHOT
anroputMa noapxkanor y COALA cucremy: Rotor Machineanropurma, kao mro je

npuKa3aHo Ha ciaunu 5.1,

5.3.1. ROTOR MACHINE AJITOPUTAM
Ha coumm 5.9 mpukasan je ekpaH 3a BH3yenHy penpesentanujy Rotor Machine

anroputMa y COALA cucrtemy, Koju ce 1o0Huja KaJa ce Ha MOYeTHOM eKpaHy ojgabdepe

MoHoanadercku anroputam u nputucae gyrme START.

KopucHuk nma MoryhHocT 1a yHece TEKCT KOjU KeJd J1a mHu(pyje ¥ IPUTUCKOM Ha
nyrme ENCRYPTno6uja npuka3 moctynka mugpoBama, Kao IITO je MPHKa3aHO Ha
cmuim 5.9. Tlpuka3zana je poTrop MammHa ca TpU poTopa: Op30, Cpelme U CIOPO
potupajyhu. bp3o porupajyhu potop potupa 3a jeIHO MECTO HaKOH MU(PpoBama CBaKOT
CJIOBa, Cpelme poTupajyhm poTtop poTHpa 3a jeJHO MECTO CBakd MyT Kaaa Op30
potupajyhu poTop HampaBH LI€0 IHKIYC M CIIOPO pOoTHpajyhu poTop poTHpa 3a jeHO
MECTO CBAaKM HyT Kajga Cpedme potupajyhm porop HampaBu neo mukiayc. OBae ce

KOPUCHHUK Kpo3 noctynak mudposama kpehe kopuctehn myrme NEXT3a npenazak Ha
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Rotor Machine Algorithm

plaintext:|neki tekst za sifrovanje ENCRYPT [ NEXT | ’PREVIOUS] l RESET ‘ [ BACK |

pamoe N[ [« [ 1| v]ef[w[s|r]z][a]s|v[r[rfofv]a[n]ufe[ [ | | [ [ ][]

encoptontavis [ A ][ 2 |[e][o][e][e][e][n][ ][+ ][«][c][m][n][o][r][a][=][s][v][v][v][w][x][¥][2]
(2] (e [1] o] [re] [ 1a] [1e][z¢][ o ] o] [se] [21] e ][ 2] zo][ + ][ 4 ] ze ][] [22] = ][] (o ] [r] [ 7] 2]
[21][s#] (o] = ] o] o ] 2] [z ][ ] [+s][ = | 8] [z2][ + [0 ][zs] = [r][ 2 ][ e ] =e] 0] < ][zz][ ] e ]
[ ]re](2¢] 2] [« J[o] [ ][] [z0] [+ ][ 7 [oa] (28] 5] 7 ][[o J[ 2] (e ][] 22] [21 ][] [ ] 0] 0] [
[ ][ze] o] le] (1] [2 ] ze [ = |[12] [2o] [ra] (= ][ 7 [ ] [20] [=¢ ] ve] [« ] 2] e ] =] e 2] [1o] [ ][ o ]
[ ] re] (2] re][z0][21] [« ] 7 J[ 2] [ze] [ar] 2] [ ] = [ ] o] o] [=e ][] [« ][t ][ s ] [vo] [1e] e ] =¢]
[ J[z#] ] [ L] zo] 1 ][] 8] [r0][ 2 ] o] =] o] [1o] (e ][ 2 ] 2] [ z2] o] Fam] [s0] 21 ][ ] o ] e |
[A]e](e]le]lelle ]l w0 IMe ][ m][w][e [P ] a][=][sJ[r JRu] [v][w][x][¥][2]

ciphenext:‘Y|P|C|Q|L|X|T|U|G|N|P|J|H|G|U|O|CIO|LIS|II | I | I | I | I ‘

Cnuka 5.9.Expan 3a Busyenty penpesenraiujy Rotor Machineanropurma y COALA cuctemy

Rotor Machine Algorithm
plaintext: neki tekst za sifrovanje ENCRYPT ‘ NEXT ] PREVIOUS RESET [ BACK ‘
pamen| M| [k | [ T[ef[«]s[r]z]a[s] [r[rfofv]aln]sfe[ | [ | [ [ [ ] ]]

encrypionas: [ ][ 2 [ e][o][e][][e][n][][L][x][c][m][n][][r][a][r][s]E[v][v][w][x][¥][Z]
[12][zz][ e ][r][1o] 9][14] 1] 28] o ][ o] [ 2] 21] e ] 2 ][2o][ + ][ 4 ] 0] 8 =2][ = }[ ] o ][] ]
Lo |[z1][1a][z0][ 7 [+0][ e |[ ] 28] o] vo][ = |48 [z2][ « ][ vo][zs][ o ] r][ 2] e J[ae] 1] [« ][] e]
Lo ]re] (2] 2] 4 )[19][ = )[ o] [ze ][« ][] r«][=8] [zo] 7] = ][ = ][ e ] s] [ 2] 21 ] 2] & ] 0] [z0] 1]
[ |[ze] o] 0] ] 2 [ o ] 12][ 0] e][ = )[ 7 ][ o] [ 0] 22 ][ o] 4 ] 1] [ e ][0 ][ o [ 2] [0] [ 7] o]
[ | 3 e (| e e s |
L& 2] 1] 7 ][] (20| B[ 2] [0 ][ 0] 2 ][a] 2] [10][s2] & ][ = |[ 2] [z2] o] v ][ s} 1] [ ] e ] e
[A][e][e][e][e][e]ESI[n][ <[ J[w]n][o]le ][a][r][s][T][u ][v][w][x][¥][2]

apnesest| Y[ P [o[a[ e [x[r[ufe[w] e s [ufeu]ofefofcfs [\ [ [ [ T T [ [ [ []

Cnuxka 5.10.Hapenna urepauuja Rotor Machineanropurma y COALA cructeMy HaKOH UTepanuje y
npumepy ca ciuke 4.8

HapeaHO CIIOBO OpUTHHAIHE Topyke u mputuckoMm Ha nyrme PREVIOUS3a mospatak
Ha MPETXOJHO CJIOBO OpUTHMHAIHE mopyke. OBaj MyT JOJaTHO O3HAYaBame 00joM je
KOHCTaHTHO TMPHUKA3aHO 32 CIIOBO HA KOME j€ TPEHYTHO 3ayCTaBJbEH MPHUKA3 MOCTYIKA
mdpoBama. Buan ce Ha KOju HAYWH CJIOBO OPUTHHAIHE MOPYKE MPOIa3u KPo3 CBAKU
OJ1 TPH POTOpa W IITa ce J0o0Uja Kao CI0BO mudpoBaHe MOpYKe. Y TMPUMEPY ca CIIHKE
5.9, kanga ce nputrucHe nyrme NEXT nobuja ce mpukas ca ciuke 5.10. KopucHuk Ha
pacnionaramy uMa jom u onmuje: RESETkoja Bpaha Bu3yenny pemnpesenranujy Rotor
Machine anroputma y TOYETHO CTame TakoO Ja CE MOXKEC YHETH HOBa IMOpyKa 3a
mudpoBame U oxgabpatu HoBa BpemHocT kibyda U BACK koja Bpaha xopucHuka Ha

MOYETHHU €KPaH TaKo J1a MOKe 0J1JabpaTy HOB aJrOpPUTaM 3a BU3YEIHY PENpPE3eHTaIH]y.
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Data Encryption Standard
Choose Operation:

o [Encryption
Decryption

[ BACK | | NEXT |

Cnuka 5.11.Expan 3a n36op mudposama win aenmdposama kog DESanropurma y COALA cucremy

5.4. CUMETPUYHMU BJIOK AJITOPUTMH

Y oBOM TWOINIaBJbYy CE€ pa3MaTpa BH3YEJIHAa pENpe3eHTalMja CHUMETPUYHHX OJIOK
anroputama noapxxanux y COALA cucremy: DES anroputram u AES anroputam, kKao

IITO j€ MPUKa3aHo Ha cuiu S5.1.

5.4.1. DES AJITOPUTAM
Kana xopucuuk mzabepe BusyenHy penpeseHtanujy DES anroputma Ha modyeTHOM

eKpaHy, HajIpe ce TMojaBJbyje €KpaH Ha KOME ce MO)Ke m3abpartw Ja Ju Tpeda na ce

npukasyje mudposame win aemmdposame (Cnuka 5.11).

Hakon Tora, mojaBipyje ce eKpaH 3a YHOC OpHTHHAIIHE Mopyke W kipyda (Crmka
5.12) unm expaH 3a yHOC mudpoBaHe nmopyke u kibyda (Cimka 5.10), y 3aBHCHOCTH
o]l Tora Jia Jiu je ogaOpaHo na ce mpatu mudpoBame wiu aemmdposame. BpeqHnoctu
OpUTHHAJIHE TIOpYKE WIH IMudpOBaHE TOPYKE M KJbyda CE€ YHOCE y Kao OpojeBH y

XeKcaJleuMaTHoOM (opmary.

Haxon yHOca yma3HHX MoJaTaka mprKasyje ce eKpaH Ha KOME Ce BUIM M3BPIIABAHE
npBe utepanuje aaroputma (ciuka 5.13). M3BpiaBame aniropurMa je Mpe3eHTOBAaHO
TaKO Jla Ce y jJeAHOM TPEHYTKy MOXe BHUIETH jenHa wurepanuja anropurma. OBo
oMoryhaBa KOpuCHHIIMMA Jla MOTY Ja NpaTe W3BPIIABAKE AITOPUTMA JI0 HAjCUTHHUJUX
netasba. C 0063upom ga ce ureparnja DESanroputMma cactoju U3 HEKOJIMKO OTepalinja,
3a CBaKy oOIepaldjy mocroju moceban tab y mposopy koju mpukasyje urepanujy. Y
JIOEEM JIeITy €KpaHa Hajla3u ce KOHTPOJIHH JIe0 TOMONY KOra KOPUCHUIM MOTY 11a rpehy
Ha cinenehy wrepanmjy (NEXT ROUNLD, Bpare ce Ha NpeTXOIHY HTEpaIy]jy
(PREVIOUS ROUNPwun 1a ce Bpare Ha MOYETHH €KpaH Tako Jia MOTY 0a0paTH HOB
anropurtam 3a BusyeiHy penpesentanujy (NEW SIMULATION

Ha caumm 5.13npukasana je PC1 permuted choice of@epmyranuja, Koja ce Ha
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KEY

PLAINTEXT
675A69675 ESASBSAl

Data Encryption Standard

5B5A57676A56676E

BACK NEXT

a)

Data Encryption Standard

CIPHERTEXT

974AFFBF86022D1F]

KEY

5B5A57676A56676E

BACK || NEXT
6)
Cnuka 5.12.Expan 3a yHOC opuruHaiHe (ImudpoBaHe) nmopyke u Kibyda kojx DESanropurma y COALA
CHUCTEMY
Data Encryption Standard
[PCL Left Shift Key| PC2| 1P| Expansion Permutation| XOR Round Key | Substitution| Permutation | XOR Left Half| Combination|
INITIAL KEY KEY AFTER PCA1
[o][1][o]][1][o][*][1] [o][o][o][0][0][0][0]
[o][1][o][1][1][o][1][0] Lol[]AIM][]]
[o][1] o] ][o][][1][1] lllﬂl
[o]t][a][o][o]][x][4] [0][0][0[{0]1][0]
[o][1][1][o][1][o][1][0] | | e | [ [
[o][A][o][1][o][1][1][0] I EEY N
[o][t][1][o][o][][1][1] [o][o][][0][0][1][0]
[o][1][x][o][1]1][x][0] [ol[]]fo][1][1][4]
5B5A57676A56676E OOFFD82FFEC937
Round: 1/16
PREVIOUS ROUND NEXT ROUND | = NEW SIMULATION |

Cnuka 5.13.Ekpan 3a nmpukas npse urepanuje kog DESanropurma y COALA cucremy (PC1

nepMyTalLuja)

MOYETKYy alropuTMa 00aBjba HAJ OPUTMHAIHOM BpeaHomihy yHeTtor kiby4a. Ca yeBe

CTpaHe eKpaHa MpHKa3zaHa je OMHapHa BPEIHOCT YHETOT KJbyda y BHIYy MaTpulie 8X8y
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KOjO] CBaKO IOJbE IMPEJCTaBJba IO jelaH OWT Kibyda W OUTOBU Cy pacmopeheHu mo
penoBuMa MOYeBIIN o1 OuTa HajBehe TeXHHE, KOjU je MpBU OUT y MPBOM peny, Ia cBe
10 OWTa HajMamke TEKUHE, KOjU j€ MOCIeAmH OUT y TocieameM peny. Mcnon OunapHor
NpUKa3a OPUTHHAIHE BPEIHOCTH KJby4a BUAM CE M XCKCaJeIMMaIHa BPEIHOCT YHETOT
kJbyda. Ca JecHe CTpaHEe eKpaHa NpHKa3zaHa je OMHAapHAa BPEIHOCT HAKOH M3BpILEHE
PClunepmyranuje y Buny marpuie 8X7 y K0joj CBako MoJbe MPEICTaBba Mo jefaH OUT
KJbydya U OMTOBHM Cy pacmopeheHH 1o peoBMMa TMOYEBINM Off OWTa HajBehe TEXKUHE,
KOJH je MpBH OUT y IPBOM pe1y, Ma CBE J0 OMTa HajMame TEKUHE, KOJH j& TIOCICIbI
out y nocnenameM peny. Mcmox OuHapHOTr mpHKasa BpeAHOCTH HakoH u3BpiieHe PC1
nepMyTalyje BUAM ce U oaropapajyha xekcajaenumanaHa BpeaHocT. [lo3urnuonnpamem
MHUIIAa HAa OWJIO0 KOje TOJhe jeaHe Of JABE MaTpHUIle Ha eKpaHy 00joM ce o3HayaBa
no3unuja ogabpanor 6ura y ode martpuile, a 1001ja ce u nHpopMalHja 0 TOMe Koja je

no3uuyja ogabpanor 6ura y OpUriHaIHO] MAaTPUIHM Y BUY H-ETOBOT pEIHOT Opoja.

Ha cnmumm 5.14npukazana je ornepaiyja Kpy>KHOT IToMepama yJeBo, Koja ce o0aBiba
Hax pesynratom PClnepmyranumje. Pesynrar oBe onepanuje npeacrasiba ynas 3a PC2
nepMyTalyjy y OBOj HTE€paltjy, ajld U yia3 3a Olepalujy KpyKHOT IOMEpama yIeBo 3a
HapeaHy uTepanujy. Ca jeBe cTpaHe eKpaHa MpUKa3aHa je OMHApHAa BPEAHOCT HAKOH
PC1 nepmyTtanuje noje/reHa Ha aABe 28-0MTHE MOJOBHUHE Y BUAY JBe Marpuiie 4X7y
KOjUMa CBaKoO I0JbE MPEACTaBIba MO jenaH OuT BpeaHoctu HakoH PClmnepmyranuje u
OouToBHU cy pacnopeleHr Mo peoBUMa MOYEBIIN 0/ OuTa HajBehe TeXUHE, KOjU je PBU
OUT y mpBOM peay, ma cBe OO0 OuTa HajMamke TEKUHE, KOJU j€ TOCIeIHBH OUT y
nocyiemeM peny. Bumux 28 6urta cy y Topmb0j MaTpPHUIU Ha CIUIH, a HIDKUX 28 Outa y
JOE0j. Y CpeauHu je TpuKa3zaHa BPEIHOCT HAKOH H3BPIICHE ONepamuje KpYyKHOT
IOMepama YJIEeBO 3a CBaKy MOJIOBUHY I0jeIMHAYHO, a IPeMa pacipeny poTaiuje Kibyua,
y BUAY ABe MaTpuile 4X7 y KojuMa CBaKko IOJbE MPEJCTaBJba IO jeAaH OUT goOujeHe
BpenHocTH. Ca JlecHe cTpaHe eKpaHa MpuKa3aHa je OnHapHa BPETHOCT pe3yJiTaTa HaKOH
W3BPIICHE OTepalnje KPYy>KHOT TOMepama yJIeBO y BHIY marpuile 8X7 y K0joj CBaKO
10JbE€ MPENCTaBba MO jeaH OMT OoBe BpeAHOCTH. Vcno GMHApHOT NpUKa3a BPEAHOCTH
HaKOH W3BpILIEHE oOlepanuje KPYKHOT IoMepama YJIeBO BUAM ce W oironapajyha
XeKcaenuMaiina BpeaHocT. [lo3umnmonrnpameM MuIia Ha OUII0 KOj€ TI0JbE jeHE O TeT
MaTpHIla Ha eKpaHy 00jOM ce 03HavaBa MO3UIIHja 0JJladpaHor OUTa y CBUM MaTpullaMa y

KOjUMa ce HajiasH, a 1o0uja ce u nHdopmMaiija o ToMe Koja je Mo3uimja ogadbpasor oun—
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Data Encryption Standard

PC1 | Left Shift Key; PC2 | IP | Expansion Permutation | XOR Round Key | Substitution | Permutation | XOR Left Half | Combination

LEFT HALF KEY LEFT HALF KEY AFTER
AFTER PC1 1. ROUND LEFT SHIFT KEY AFTER

[o][o][o][0][0][o][0] [0][o][o][0][0][0][0] 1. ROUND LEFT SHIFT
Danonnnkkd [0](o][o][0][o][0][0]
(lel[A]] SHFT [4][a][4][o][1][1][o]
[o][o][o][o][0][1][o] LEFT [o][o][o][o][1][0][0] [(][1][1]o][1][1][0]

RIGHT HALF KEY RIGHT HALF KEY AFTER  L0][0][0][0][1][0][0]
AFTER PC1 1. ROUND LEFT SHIFT
I )

ADeEA 1?7 MEELEGEE el Aol0]
[oJlo]1][o][o][1][0] SHFT [o]0][o]]lollo] [l
@@ LEFT @ 01FFB0O4FFD926F

Round: 1/16

PREVIOUS ROUND | NEXTROUND | NEW SIMULATION |

Cnuka 5.14.Expan 3a npuKkas omnepaiyje KpyKHOT ToMepama yaeBo y OKBUPY MpBe uteparwmje kox DES
anroputMma y COALA cucremy

Ta y MmaTpuuii HakoH PClnepmyTaniyje y BUly BErOBOT peJHOT Opoja.

Ha cmumum 5.15 npukaszana je PC2 permuted choice twomepmyranwuja, xoja ce
o0aBJpa HaJ| pe3yJITATOM OIepalrje KPYKHOT momMepama yineBo. Ca JieBe cTpaHe ekpaHa
nprKa3aHa je OMHapHa BPEJHOCT HAKOH OIEpalyje KPYKHOT IOMEpama yJIeBO Y BHIY
marpuiie 8X7 y KOjoj CBako IOJbEe IMpeICTaB/ba MO jeAaH OUT BPEIHOCTH HAKOH
omepainrje KPYXKXHOT TIOMEpama YJIEBO M OWTOBH Cy pacrmopeheHu Mo peaoBUMa
MoYeBIIM 011 OuTa HajBehe TeXWHE, KOJH je MPBU OUT y MPBOM peay, Ma cBe J0 Outa
HajMambe TeXHHE, KOJU je TOoCIeamBbH OUT y nmocieameM peny. Ca gecHe cTpaHe ekpaHa
nprKa3aHa je OMHapHa BpeJHOCT HakoH m3BpiieHe PC2mnepmyranuje y BUAY MaTpuie
8X6 y K0joj cBaKko MoOJbE MPEACTaBJba IO je/laH OUT oBe BpemHocTH. Mcmoa OGuHapHOT
MpUKa3a BPEIHOCTH HakoH wu3BpmieHe PC2 mepmyranmje Buam ce W oaroBapajyha
XeKcagenumanHa BpeqHocT. OBa BpPEeTHOCT MpPENCTaB/ba KJbYd HUTEpalldje 3a MpPBY
utepanyjy. [lozunnonupameM Muiia Ha OWUJIO KOje MOJbE jeAHE OJ JIBE MAaTpHIle Ha
eKkpaHy 00joM ce O3HavaBa IMO3WIMja ogabpaHor Ourta y oOe Marpuiie, a Ao0Hja ce u
nH(popmMaIja 0 ToMe Koja je Mo3ulrja oadpaHor OuTa y MaTPHIIM HAKOH OIepalidje

KPYXXHOT [TIOMEpama yJIeBO y BUIY HErOBOT peIHOT Opoja.

[IpeTxomue Tpu omepanuje cy ce ogHocuie Ha Gopmupame Kibyda urepamuje. PC1

nepMyTalyja ce u3BpllIaBa caMo jeJHOM Ha OYETKY ajropuTMa 1 300T Tora je npuKa—
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Data Encryption Standard
2 IP | Expansion Permutation| XOR Round Key | Substitution | Permutation | XOR Left Half | Combination
KEY AFTER 1. ROUND LEFT SHIFT 1. ROUND KE@%
[0][o][o][0][0][o][0] [][][a][0]

Lo][o][1][o][o][1]
(el AIIo] @@
[0][o]fo][0][1][0][0] [1][ool[1][1][0]
BRRERnR
[[i[1][o][1][1][0] MAolA[0]
[oJ[1]fo][o][1][o][0] (1][o][ol 114
| 0 [ o)A

E096EGBFAQCF

Round: 1/16
PREVIOUS ROUND NEXT ROUND ‘ ‘ NEW SIMULATION

Cnuka 5.15.Ekpan 3a npukaz PC2nepmyranuje y okBupy npse urepanuje kog DESanropurma y
COALA cucremy

3aHa CaMO y BH3YEJIHO] pENpe3eHTalldju TMpBE HTEpaldje, JOK ce IpeocTaje IBE
omepainuje W3BpIIaBajy y CBaKOj WTEpalMju H TMPUKA3aHE Cy Yy BHU3YEIHO]

penpe3eHTalnju CBaKe uTepauuje.

Ha canmm 5.16 npukasana je IP (initial permutatior) mepmyranumja, koja ce 06aBiba
caMmo y IpBOj UTEpallju U TO HAJ OPUTHHATHUM OJoKOM monaTtaka. Ca jeBe cTpaHe
eKpaHa MpuKa3aHa je OMHapHa BPeHOCT OPUTMHAIHOT OJI0Ka MoJaTaka y BUy MaTpUIle
8x8 y k0joj cBako TOJhE MpEACTaB/ba MO jeIaH OWT BPEAHOCTH HAKOH OIeparije
KPY>KHOT TIOMEpama yJIEBO U OMTOBH CY pacropeheHH Mo peoBMMa MOYEBIIH Of OuTa
HajBehe TexxuHe, KOju je mpBHU OUT y MPBOM peidy, Ia cBe 10 OuTa HajMame TEXKUHE,
KOjU je mocieamu OUT y mocieameM peny. Mcmox OuHapHOT mpHKa3za BPEIHOCTH
OpUTHMHATHOT OJI0OKa To/IaTaka BUJIM C€ W oJroBapajyha xekcamenumaina BpeaHoct. Ca
JIECHE CTpaHe €KpaHa TpHKa3aHa je OWHapHa BPEAHOCT HAKOH wu3BpiieHe [P
nepMyTanyje y Buay matpuie 8X8 y Ko0joj cBako MoJbe MpeAcTaBiba Mo jeJjaH OUT OBe
BpeaHOCTH. Mcmon OMHapHOT IMpHKa3a BPEIHOCTH HakoH u3BpuieHe |P mepmyrarmje
BUJIU c€ W oaroBapajyha xekcamenumaina BpeaHocT. [lo3unuonnpameM Mulia Ha OUII0
KOj€ TMO0JbE JeHE OJ1 IBE MATPHUIle HAa €KpaHy 00joM ce O03HayaBa IMO3WIMja 0JadpaHOT
6urta y obe marpuie, a 1061ja ce U nHpopMaIHja O TOME Koja je Mo3uluja ogadpaHor

OuTa y MaTpUIM OPUTHHAIHOT OJI0Ka MoJlaTaka y BUy H-erOBOT peIHOT Opoja.
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Data Encryption Standard
PC1 | Left Shift Key | PC2 IP Expansion Permutation | XOR Round Key | Substitution | Permutation | XOR Left Half | Combination
PLAINTEXT DATA AFTER IP( RO
(ol4][1 0] oL [11(1) L)
[o][1][o][1][1][0][1][0] .@..@@.@
[o][1][1][o][1][0][0][1] .@@.
[o][1][1][o][o][1][1][1] @...@.
[o][1][e][1][1][1][1][0] [o][o][a][o][0][0][0][0]
[o][1][o][][1][o][1][0] [o][1][o][o][1][1][0][1]
[o][1][1][o][1][o][1][1] ([ [][o][1][1][0]
[o][1][o][1][1][o][1][0] Il 1]
675AB9675E5A6B5A FFB2194D004DF6FB
Round: 1/16
PREVIOUS ROUND | NEXTROUND | | NEW SIMULATION

Cnuka 5.16.Ekpan 3a npuka3 |P nepmyranuje y okBupy npse urepauuje kog DESanropurma y COALA
cucTeMy

Ha cmumm 5.17 npukasana je EP (expansion permutationnepmyrariiuja, koja ce
00aBJsba Kao MpBa omnepanuja y okBupy GyHKIHje cBake utepanuje koa DESanropurma.
EP nepmyranmja ce y npBoj utepanuju ob6asiba Haja pesyiararom IP mepmyramyje, a y
cBakoj cienehoj uTepauuju Haj pe3yaTaToM mperxonHe urepaunuje. Ca JeBe cTpaHe
eKpaHa MpHKa3aHa je OMHapHa BPEIHOCT JIECHE TOJOBUHE YiIa3HE BPEAHOCTH Y TeKYho]
uTepanuju y Buay Marpuie 4X8 y xK0joj CBako Mojke MpeACTaBiba Mo jedaH OUT JecHe
IIOJIOBHMHE yJa3He BPEAHOCTH W OMTOBH Cy pacnopeleHH Mo pepoBUMa MOYEBIIH O
O6urta HajBehe TexHuHE, KOjU je MpBU OUT y MPBOM peidy, Ma CBe 10 OWTa HajMambe
TEXHWHE, KOJU j€ TOCIeNbN OUT y nocieameM peny. Ca gecHe cTpaHe eKpaHa MpruKa3aHa
je OmHapHa BpeaHocT HakoH u3BpiieHe EP nepmytanuje y Buay martpuie 8X6 y K0joj
CBaKO MOJbE TpEJACTaBba IO jefaH OUT oBe BpeaHocTH. Mcmox OuHapHOr mpuKasza
BpeIHOCTH HakoH wu3BpmieHe EP mepmyrammje Buam ce u  oarosapajyha
XeKcaenuMalina BpeaHocT. [To3urmonrpameM MuUIia Ha OMIIO KOje TI0JbE JeTHE O] JIBE
MaTpHIle Ha €KpaHy 00joM ce o3HayaBa Mo3uIilMja omabpaHor Oura y obe marpuie, a
nobuja ce u uH(popMalja o TOME Koja je Mo3ulrja ogadpaHor OuTa y MaTpuIlM JeCHE

NIOJIOBHHE YyJIa3HE BPEIHOCTH Y TeKyhoj uTepauuju y BUAy BEroBor pexHor Opoja.

Ha coumm 5.18 npukasana je exckiysuBHo WMJIM omepanuja, koja ce o0aBiba Kao

Jpyra omnepaigja y okBupy ¢yHKuuje cBake urepanuje kox DESanropurma. Exkckiry—
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Data Encryption Standard
PC1 | Left Shift Key | PC2| IP [EX
RIGHT HALF (RO RIGHT HALF AFTER E (ERO)

ollo/[o o] ol[o oo T [o]lo)0]lo o
[o][1][o][0][1][1][0][1] [o][o][o][0][a][0]
(0] 1][1][0] [o][o](1][o][0][1]
[OlMre] ][] [o][1][1][o][1][1]
[][][1][1][1][0]
[][o][1][1][o][1]

Lo][1][1][1][1]

[[][o][1][1]

80025BFAD7F6

Round: 1/16

PREVIOUS ROUND | NEXTROUND | | NEW SIMULATION

Cnuka 5.17.Expan 3a npuka3 EP nepmyranuje y okBupy npse ureparuje kogx DESanropurma y COALA
CHUCTEMY

3uBHO MJIU omnepanuja ce ob6aBiba Hax pezyntarom EP nepmyrauuje u onrosapajyhum
KJbyueM wutepanuje nobujenum HakoH PC2 mepmyramumje. Ca neBe crpaHe ekpaHa
npukaszaHa je OuHapHa BpeaHocT HakoH EP mepmyTtanuje y Buay marpuiie 8X6 y k0joj
CBaKoO T0JbE TIPEJICTaBIba IO je/laH OUT BpenHOCTH HakoH EP mepmyranuje u 6utoBu cy
pacniopeheHu Mo peoBHMa MOYEBIIM O OUTa HajBehe TeXKMHE, KOjU je MpBH OUT Y
IPBOM pefy, Ma CBe 70 OuTa HajMame TEXKHUHE, KOjH je TOCIEImbH OUT y MOCIeqHheM
peny. Y cpenuHM je mpuka3zaHa OMHapHa BpeaHocT HakoH PC2mepmyranuje y BUIY
Matpuile 8X6 y K0joj CBaKO IMOJbE MPEICTaBjba MO jeaaH OWT BpeaHocTH HakoH PC2
nepMyTanyje u OMTOBU Cy pacropeheHu mo pemoBuMma modeBlmIM of Outa Hajehe
TEXWHE, KOjU je MPBU OUT y NMPBOM peidy, Ia CBe 10 OMTa HajMame TEXKUHE, KOjHU je
nocyieku OUT y mocneameM peny. Ca IecHe cTpaHe eKpaHa IpHKas3aHa je OWHapHa
BpPEIHOCT HAKOH u3BpIeHe ekckiy3uBHo MJIN onepanmje y Bumy marpuiie 8X6 y k0joj
CBaKO MOJbE TpEJACTaBjba IO jefaH OUT oBe BpeaHocTH. Mcmox OuHapHOr mpuKasza
BpPEIHOCTH HAaKOH M3BplIeHe ekckiny3uBHO WJIM omepauuje Buau ce u oaromapajyha
XeKcaJlelIIMaHa BpeaHOCT. [1o3umonupameM MHIIa Ha OUIIO KOje MoJbe jeJTHE Of TPU
MaTpulle Ha €KpaHy OojoM ce o3HayaBa Ha4yMH J00HWjamka ojadpaHor OuTa Yy
pe3yatyjyhoj maTpuiy.

Ha ciaumu 5.1% npukazana onepariija CyrcTuTyiyje, koja ce o6aBspa kao tpeha
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Data Encryption Standard
RIGHT HALF AFTER XOR WITH
RIGHT HALF AFTER E (ERO) 1. ROUND KEY (K1) KEY (KRO
[1][0[0][0][0][0] (1][J(1][0] 0][o] [o](1][1][0][0] 0]
[0J[0/[el0][0][0] foJ[0](1]f0J0][1] [0l
setas. sty | oo
1][1 1][1 1 1][1
Mafn % MMl 555%
([0l GRG0 DnRnRn
I N M)A Moo
MR [l oIl
6094BD457E39
Round: 1/16
PREVIOUS ROUND NEXT ROUND \ [ NEW SIMULATION

Cnuka 5.18.Expan 3a npukas exckiry3usHo MJIU onepanuje y okBupy npse urepauuje kog DES
anroputMa y COALA cucremy

omepanuja y OKBUPY (yHKIHje cBake urepanuje kox DES anroputma. Omeparuja
CYNCTUTYyLIHje ce oOaBiba Hanm pesynratroM ekckiysuBHo WJIN omepammje. Ca nese
CTpaHe eKpaHa MpuKaszaHa je OuHapHa BpeIHOCT HaKoH ekckiny3uBHo WJIN onepauuje y
BUAYy MaTpuiie 8X6 y K0joj CBaKO MOJbe MPEACTaBJba MO jefaH OUT BPEIHOCTU HAKOH
exckny3uBHo MJIM onepamuje m OutoBu cy pacnopeheHH mo pemoBuMa MOYEBIITH O]
Outa HajBehe TeXWHE, KOjU je MPBH OUT y MPBOM peay, IMa CBE J0 OuTa HajMame
TEXHHE, KOjU je TMOCIeAkU OUT y MOCHeameM peay. Y CpeauHH je MPUKa3aH HU3 O
ocam nyrmuha Kxoje je Moryhe mpUTHCHYTH, a KOjU O3Ha4aBajy ocaM Tabena 3amene (S-
box tabena) koje ce kopucTe y 0Boj onepanuju. Ca 1ecHe CTpaHe eKpaHa IpHUKa3aHa je
OuMHapHa BPEIHOCT HAKOH M3BPIIEHE OMNEpaIuje CylCTUTYIHje Y BUAY MaTtpuiie 8x4 y
KOjOj CBaKO MOJbE MPEJCTaBIba MO jelaH OUT oBe BpeaHOCTH. Mcroa OuHapHOT mprKasa
BPEIHOCTH HAaKOH M3BpIICHE OIEpalyje CYINCTUTYLHUje BHIM Cce€ W oaronapajyha
XeKcazenuMaiina BpeaHocT. [IpuThckom Ha OWIO0 KOje O ocaM JayrMaau Koja
MIpPE/ICTaBJbajy 0caM Tabesa 3aMEeHE Ha €KpaHy IpHuKa3aHoM Ha ciunu 5.1% nobuja ce
JeTajbaH NpUKa3 caapikaja oAronapajyhe Tabene 3aMeHe y KOME je 03Hau€HO Kako ce
JONUTO 0 BpeaHocTu 3a 3ameHy. Cmmka 5.1% mpukasyje tabeny 3ameHe S6 u3

npuMepa MpUKa3aHor Ha caunu 5.1%.

Ha cannum 5.20npukasana je P nepmyranyja, koja ce o0aBiba Kao MoCiemha orne—
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Data Encryption Standard
'PCt | Left Shift Key| PC2| 1P| Expansion Permutation| XOR Round Key Substitution | permutation | XOR Left Half| Combination]
RIGHT HALF AFTER XOR RIGHT HALF AFTER
WITH KEY (KRO) ['s1] SUBSTITUTION (SRO)
[o][1][1][o][o][0] [s2) [o](1][o][1]
[o][o][1][0][0][1] S5
[o][][o][e][1][0] B8 [1](1][o][1]
KN KN S4 [o][o][][0]
[o][][0o][o][0][1] S5 [o][1][o][1]
[oj[]fo][1 ] ][1] S6 [1]1][1][0]
cHECO
10 1 5l
=y fol[o[AI[T
Bt 5FD25E03
Round: 1/16
PREVIOUS ROUND NEXTROUND | NEW SIMULATION

o

)

Data Encryption Standard

[o][1][2][3][4](5](e][7][8][e][Al[B] c]|[DI[E][F]
o] [cl][AllFI[e][2][6][e][o][DI[3][4][E][7][5][B]
[A[[F][4][2][7][c](e][5][e][1][DI[E][a][BI[3][8]
[oJ[EI[FI[5][2][8][c][3][7][0][4][A][1][D][B][6]
[4]is][2][c][e][s][Fl[Al[B][E][1][7][6][o][8][D]

6)

Crnuka 5.19.Expan 3a npuka3 orepaiiije CylncTUTYIHje y OKBUPY mpBe ureparmje kog DESanropurma y
COALA cucremy

—panuja y okBupy QyHKIIHje cBake utepanuje kox DES anropurma. P nepmyranmja ce
o0aBjba HaJ pe3ylNTaToM oIepanuje cyrncTutyuuje. Pesyntar oBe omneparyje
npezcTaBiba pesyartar gyukiuje urepanuje (F(R.1, Ki)) 3a Tekyhy ureparujy. Ca nese
CTpaHe eKpaHa MpHUKa3aHa je OMHapHa BPEIHOCT HAKOH OIepaliyje CYNnCTUTYIH]E Y BUITY
Matpuile 4X8 y K0joj CBakO MOJb€ MPEACTaB/ba IO jeAaH OWT BPEIHOCTH HAKOH
orepalyje CyrncTUTyIuje U OUTOBU Cy pacnopel)eHu mo pemoBUMa MOYEBIIN O]l OuTa
HajBehe TexuHe, KOju je mpBU OUT y MPBOM pefdy, Ia cBe 10 OuTa HajMame TEXKUHE,

KOJH j€ MOCJeamH OUT y mocieameM peny. Ca gecHe CTpaHe eKpaHa MpuKa3zaHa je Ou—
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Data Encryption Standard

PC1 | Left Shift Key | PC2 | IP | Expansion Permutation | XOR Round Key | Substitution Permutation XOR Left Half| Combination

RIGHT HALF AFTER RIGHT HALF AFTER
SUBSTITUTIOI\HSROi PERMUTATION (PRO)
[o][1][o][1][1][1] @...@.@@
[1][1][o][1][o][0][1][0] [o][1][1][o][1][a][1][1]
[o][4][o][1][1][1][1][0] ..@@..
[o][o][o][o][o][0][1][1] [o][o][o][1][1][6T 1][0]

746FC91A
Round: 1/16
PREVIOUS ROUND | NEXTROUND | NEW SIMULATION |

Cnuka 5.20.Expan 3a npuka3 P nmepmyranuje y okBupy npse urepanuje kox DESamropurma y COALA
CHUCTEMY

HapHa BPEIHOCT HAaKOH u3BplIeHe P mepmyramnuje y Buay marpuue 4X8y Ko0joj cBako
10JbE€ MPENCTaBba MO jeaH OMT oBe BpeAHOCTH. Vcno GMHAapHOT NpUKa3a BPEAHOCTH
HaKOH W3BpIIeHe P mepMyTtaruje Buau ce U oaroapajyha xekcaaenumanHa BpEIHOCT.
[TozunmoHnpameM MuUIlla Ha OWJIO KOj€ T0Jbe jeTHE O] IBE MaTpHUIle Ha eKpaHy 00joM
ce 03HauaBa Mo3uiyja ojadpaHor OuTa y ode Marpule, a 100uja ce U uHpopmanmja o
TOME KoOja je mo3uiyja ogadpaHor 6ura y MaTpULM HaKOH OIepanuje CYNCTUTYLIHjE Y

BUJly H-ETOBOT' peTHOT Opoja.

Ha conmmm 5.21 npukasana je omepauuja exckiysuBHo WMJIM kojom ce Ha Kpajy
uTepanyje 1o0uja BPeIHOCT JECHE MOJIOBUHE MOJaTaka 3a HapeaHy UTepaldjy, a Koja
ce oOaBsba Hax pesyiaTaToMm P mepmyraije U JIeBOM MMOJOBHHOM T0JIaTaka 3a TeKyhy
utepanjy. Ca 5eBe cTpaHe eKpaHa IpHKa3zaHa je OWMHapHa BpeIHOCT HakoH P
nepMyTanyje y Buay marpuiie 4X8 y K0joj CBako MOJbe MPEICTaBJba IO jedaH OuT
BpeAHOCTH HakoH P mepmyTtaruje u OuToBH Cy pacnopeheHu mo peaoBuma moveBIIH O]
Outa HajBehe TeXWHE, KOjU je MPBH OUT y MPBOM peay, Mma CBe J0 OuTa HajMame
TEXHHE, KOjH je MOCIebU OUT y MOCIeAmEeM peay. Y CpeauHH je Mpuka3aHa OuHapHa
BPEIHOCT JIEBE IMOJIOBHHE MOAaTaka 3a Tekyhy urepanujy y Buay matpune 4X8 y kojoj
CBaKoO TOJhE MPEJICTaBIba 10 jeTaH OUT BPEIHOCTH JIEBE MOJIOBUHE IOJaTaKa 3a TeKyhy

uTepaujy u OUTOBHU Cy pacriopehenu mo peoBuMa MoveBIIH 0J] Outa HajBehe TeKUHE,
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Data Encryption Standard

PC1 | Left Shift Key| PC2| IP | Expansion Permutation | XOR Round Key | Substitution | Permutation| XOR Left Half | Combination

RIGHT HALF AFTER RIGHT HALF FOR
PERMUTATIOI\HPRO@ LEFT HALF ioh NEXT ROUND (
[o][1][1][][0] ENENENED 1] .@@@.@..

Lol Nfol (Il ] R%@%@ _ [iflfellf][][o][1]

[4][4][o][o][1][o][0][1] [o]lo][o][*][1][o][0](1]  [4][1][o][1][o][o][o][0]
[o][o]fol[1][1][o][1][0] [o]l1][a][o][1][1][0]1]  [o][4]fel][a][4][4][1]
8BDDDO057
Round: 1/16
PREVIOUS ROUND NEXT ROUND ‘ ‘ NEW SIMULATION

Cnuka 5.21.Expan 3a npuka3 exckiry3usHo MJIU onepanuje Ha kpajy npse nrepauuje kox DES
anroput™ma y COALA cucremy

KOjH je MpBH OUT y MPBOM pely, Ia CBe 10 OuTa HajMame TEXHUHE, KOJU j€ TIOCIEImbH
out y mocneameM peny. Ca jmecHe cTpaHe €KpaHa MpUKa3aHa je OMHapHA BPEIHOCT
HaKOH m3BpIIeHe ekckiny3uBHO WJIN omepamuje y Bumy marpuiie 4X8 y K0joj cBako
10Jb€ MPENCTaBsba MO jeaH OMT oBe BpeAHOCTH. Vcno GMHApHOT NpUKa3a BPEAHOCTH
HaKOH wu3BpHIeHe ekckiy3suBHO WJIM omepanuje Buaum ce © - oaromapajyha
XeKcaaenuMalina BpeaHocT. [lo3uimonnpamem MuIia Ha OUII0 KOje T0Jbe jeHE O TPH
MaTpuile Ha €KpaHy O0ojoM ce o3HayaBa Ha4YMH J00HWjama ojadpaHor OuTa Yy
pe3ynryjyhoj Matpuiy.

Ha cnunm 5.22npukasano je kako je 1o0ujeHa BpeIHOCT KOoja IpeIcTaBiba Pe3yyTar
IpBEe WTEpalHje alropuT™Ma M yia3 3a JApyry urepanujy anroputma. Ca jeBe cTpaHe
eKpaHa IMpHKa3aHe Cy jeAHa MCIOoJ Jpyre OHHApHE BPEAHOCTH JIECHE IIOJIOBUHE
nojgaraka Tekyhe wrepanuje (mro he OWTH jeBa MONOBHHA TOAaTaka 3a HapEIHy
uTepanujy) y Buay matpuiie 4X8 y K0joj CBako MOJbe MpeACTaB/ba IO jeaH OUT |
OWHapHE BpPEJHOCTH JIeBE IOJOBHHE TOJaTaka 3a HapeIHy HUTepaludjy u3padyHaTe
HAKOH mocienmwe exckiny3suBHo WJIW omepamnuje y Bugy martpuie 4X8 y K0joj cBaKko
noJjbe TpenactaBba mo jeman Out. Ca JeCHE cTpaHe eKpaHa TNpHKa3aHa je OWHapHa
BPEIHOCT TOJIaTaKa 3a HapeAHy UTEepalujy y BUIy MaTpuile 8X8 y K0joj CBaKo IMojbe

npeJcTaBiba 1o jenaH OuT oBe BpeaHocTH. Mcnoa GuHapHOT pHKas3a BpeIHOCTH MOoa—

82



Data Encryption Standard

|Pct | Left shift Key| PC2| 1P| Expansion Permutation | XOR Round Key | Substitution | Permutation | XOR Left Half? Combination ]

DATA AFTER
LEFT HALF FOR NEXT ROUND (L1=R0) 1. ROUND (L1 || R1
o]lolloljo][o] o] oll0 o]lol ol[ol[o [o] o]0
[o][1][o][o][1][1][0][1] [o][1][o][o][1][1][o][1]
[[a][1][1][o][1][a][0] [[[e][1][][0]
N | N [ R O @
RIGHT HALF FOR NEXT ROUND (R1) [1][o][o][o][1][o][1=H]
[1][o][o][o][1][o][1][1] [(1][o](1][1][1][o][1]
[0]fe][ ] ][A][o][1] [1][1][0][1][o][e][0][0]
[1][1][o][1][o][0][0][0] [o][1][o][1][e][1][1][1]
lol1[o][x1[ol ] ][1] 004DF6FB8BDDDO57
Round: 1/16
PREVIOUS ROUND | NEXTROUND | | NEW SIMULATION

Crnuka 5.22.Expan 3a nprKa3 BpeAHOCTH MOaTaka 3a HapeaHy UTEPall]jy Ha Kpajy MPBE UTEPALHje KO
DESanropurma y COALA cucremy

Taka 3a HapeIHy WTEpalujy BHIUM ce W oJrorapajyha xekcajenmmaiHa BpPETHOCT.
[Mo3unmonnpameM muIa Ha OUJIO KOje TO0Jbe JeHE O TPH MAaTpHIle Ha eKpaHy 00joM
ce 03HauaBa Mo3uIMja ojabpaHor 6UTa y CBUM MaTpullama y KojuMa ce Taj OUT jaBJba, a
nobuja ce W uHpoOpMalMja O TOME Koja je mo3unuja omaOpaHor Outa y MaTpuiu
BPEIHOCTH IMMOJATaKa 3a HapeJIHy UTEpaIfjy Y BUAY HBETOBOT peIHOT Opoja.

Ha caunm 5.23 npukasana je onepanuja 32-0utHe 3amene mecrta (32-bit swap koja
ce obaBipa HakoH InecHaecte urepauuje DES anropurma. Ca neBe cTpaHe ekpaHa
nprKa3aHa je OMHapHe BPEIHOCT JOOMjeHa HAKOH ILIECHAECTe MTEpalllje alropuTMa y
BUly MaTpuile 8X8 y K0joj CBaKO MOJbE MpeacTaBsba Mo jeaan out. Ca jgecHe cTpaHe
eKpaHa TpHKa3aHa je OMHapHa BPEIHOCT HAKOH omneparuje 32-0MTHE 3aMEHE MecTa Y
BuAy Matpuile 8X8 y K0joj CBako Mojbe MpeacTaBba MO jeAaH OUT OBE BPEIHOCTH.
Hcnon GuHapHOT MpuKaza BpEAHOCTH HAKOH orepanuje 32-0MTHE 3aMEHEe MeCTa BUIU
ce W oAroBapajyha xekcaaenuMaiHa BpeaHocT. [lo3unmnonnpameM MuIlia Ha OUiI0 Koje
MoJbE jeJTHE O] ABE MaTPHIIE HAa eKpaHy 00joM Ce 03HauyaBa MoO3MIMja ogabpaHor Oura y
o0e Matpulie, a 1ob6uja ce u uHpOpMalrja 0 TOME Koja je mo3uiuja ogadpaHor oura y

MaTpHIM HAKOH LIECHAECTE UTEpaltje AITOPUTMA Y BUY BETOBOT PeJHOT Opoja.

Ha cimum 5.24 npuka3ana je MHBEp3HAa MHUIMjajiHA MEpMyTalyja Koja ce 00aBiba

HAKOH onepanuje 32-0utHe 3ameHe mecta ko DESanroputma. OBa BpenHOCT mpea—
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Data Encryption Standard

DATA AFTER
16. ROUND (L16 || R16)

@@@III@I
[o][1][o][o][1][1][o]0]
[11[1[o]lo][1][1][4]0]
(o]l ][] [ ]A]
o][o]o][o][o][1][4][0]
[1][o][o]lo][1][1][o][1]
[11[1[o][a1(1][1][o](1]
[11[][o]lo]{1][1][o][1]

Left Shift Key| PC2 | Expansion [ XOR Round Key | Substitution | Permutation E_XDR Left Half | Combination ESWEPEZInverse IP

DATA AFTER SWAP

[0][o][o][o][o][1][1][0]
[1]00][o][o][1][1][0][1]

510 [
1
@H1
[0]

.

.
.
.
.

@I
[1]
[o][o]o][ry(1] @I
[0]™1][o][o][1][1][0][0]
(1] ][o][o][1][1][1][0]
| R e [ K

068DDDCD1D4CCEBF

Round: 16/16

PREVIOUS ROUND

NEXT ROUND

NEW SIMULATION

Cnuka 5.23.Expan 3a nprka3 BpeAHOCTH HaKoH orepanuje 32-0uTHe 3ameHe Mecra kog DESanropurma
y COALA cucremy

Data Encryption Standard

ol o o]0+ /] AGHEHEG
1)1 1 1 111
[+][o][o][o][+][+][o]1 [o/[ [ol[o][1][0l[][0
0 o) (o] 3 N3 N
][] (ol [o] 4]+ [l 4] NV EV KN X EN/EN KR
ol[o][o][1][][4 o] 4] [1l[o]fo]folfo]f1 [1][o]
Lol HE N
Aol o BOHLSan
@ 974AFFBF86022D1F

Round: 16/16

PREVIOUS ROUND NEXT ROUND NEW SIMULATION

Crnuka 5.24.Expan 3a nprKa3 BpEeAHOCTH HAKOH HHBEP3HE MHUIMjaIHe epmyTarije kog DES
anroputma y COALA cucremy

craBjba mudpoBanu 010Kk momaraka. Ca jeBe CTpaHe €KpaHa NpHKa3aHa je OMHapHa
BpPEIHOCT J00MjeHa HaKOH omepauuje 32-0MTHE 3aMeHe MecTa y BUIy MaTpuie 8X8y
KOjO] CBaKO IOJbE MpeAcTaBiba Mo jenaH O6ut. Ca jecHe cTpaHe eKpaHa IMpHKa3aHa je

OuHapHa BPEIHOCT HAKOH WHBEP3HE MHUITM]aTHA IIEpMyTaIlije y BUay Marpuiie 8X8y
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Advanced Encryption Standard

Choose Operation:
e Encryption
Decryption

[BACK | [ NEXT |

Cnuka 5.25.Ekpan 3a n36op mudpoama wim nemudposama kog AESanroputma y COALA cuctemy

KOjOj CBaKO MOJbE MPEJCTaBIba MO jelaH OUT oBe BpeaHOCTH. Vcroa OuHapHOT mprKasza
BPEIHOCTH HAKOH WHBEP3HE WHHUIM]jAJIHE TEepMyTalije BUIM ce€ W oxaromapajyha
XeKcaenuMaiina BpeaHocT. [To3uimonrpameM MuyIia Ha OMIIO KOje TIOJbE JeTHE O] JIBE
MaTpHlle Ha eKpaHy 00joM ce O3HadaBa Mo3uigja onabpaHor O6urta y obe marpuile, a
no6uja ce U nHpOpMaIMja O TOME KO0ja je Mo3HuIMja ogadpaHor OuTa y MaTpHIM HAKOH

onepanuje 32-0MTHE 3aMEHE MECTa y BUIY HErOBOT PeIHOT Opoja.

5.4.2. AES AJITOPUTAM
Kana xopucHuk nzabepe BusyenHy penpeseHtanujy AES anropurma Ha modyeTHOM

eKpaHy, HajIpe ce TMojaBJbyje €KpaH Ha KOME ce MO)Ke m3abparw Ja Ju Tpeda na ce

npurkasyje mudposame win aemmdposame (Ciuka 5.25).

Hakon Tora, mojaBjbyje ce €KpaH 3a YHOC OpUTHHalIHE mopyke W Kibyda (Cruka
5.26) wim expaH 3a yHoc mudpoBaHe nmopyke u kibyda (Ciouka 5.260), y 3aBHCHOCTH
0J1 TOTa Jia JIM je 01abpaHo Ja ce mpaTH mudpoBame win aemudposame. [1oska 3a yHoC
OpHUTHHAJIHE MOpyKe, Mu(ppoBaHe MOPYKe U KJby4ya OpraHW30BaHa Cy Kao MaTpulia 4x4
rae je CBako Tojbe BenuumHe 1 0ajT, a caM YHOC C€ BpIIH YINHCHBAKEM

XeKCcaJIeIMMaIHUX OpojeBa.

Haxon yHOca yima3HHX IMoJaTaka mprKasyje ce eKpaH Ha KOME Ce BUIM M3BPIIABAHE
npBe utepanuje aaroputma (ciuka 5.27). U3BplaBame alropurMa je Mpe3eHTOBAaHO
TaKO Jla Ce y jJeAHOM TPEHYTKYy MOXe BHUICTH jenHa wurepanuja anropurma. OBo
oMoryhaBa KOpuCHHIIMMA Jla MOTY Ja NpaTe W3BPIIABAKE AITOPUTMA JIO0 HAjCUTHHUJUX
netasba. C 0063upom ga ce ureparnja AES anroputma cactoju U3 HEKOJIMKO OTepalinja,
3a CBaKy oOIepaldjy mocroju moceban tab y mposopy koju mpukasyje urepanujy. Y
JIOEEM JIeITy €KpaHa Hajla3u ce KOHTPOJIHH JIe0 TOMONY KOra KOPUCHUIM MOTY 1ia rpehy
Ha cinenehy wrepannjy (NEXT ROUNLD, Bpare ce Ha NpeTXOIHY HTEpaIy]jy
(PREVIOUS ROUNPwun 1a ce Bpare Ha IMOYETHH €KpaH Tako Ja MOTYy 01a0paTH HOB
anropurtam 3a BusyeiHy penpesentanujy (NEW SIMULATION
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Advanced Encryption Standard
PLAINTEXT KEY
01l 01 01 |01 AA [AA|AA AA
02 02 02 |02 BB BB/ BB BB
03 03 03 |03 CC CcC|cC cC
04 04 04 04 DD DD DD DD
BACK NEXT

a)

Advanced Encryption Standard

CIPHERTEXT KEY
o1l 01 01 01 AA [AA| AA AA
02 02 02 02 BB BB|BB| BB
03 03 03 03 CC cc cC cC
04 04 04 04 DD DD DD DD
BACK || NEXT
6)
Cnuka 5.26.Expan 3a yHoc opuruHaide (ImudpoBaHe) nmopyke u Kibyda kox AESanropurma y COALA
CHUCTEMY

Ha conmm 5.27 npukasana je moyeTHa ornepaiyja JojaBamba Kibyda UTepalmje, Koja
ce Ha MOYETKYy ainroputma o0aBjba HaJ OPUTMHAIHOM BpeTHOIINY YHETOr CTama H
OpPUTHMHAJIHOM BpeaHomhy yHeror kibyda. Ca JeBe cTpaHe €KpaHa IpHKa3aHa je
XeKCcaJIelIMMalIHa BPEIHOCT YHETOT CTama y BHAY MaTpuile 4X4 y K0joj CBAaKO IOJbE
npezcTaBba Mo jenaH 0ajT crama. Y CpeJUHHM €KpaHa NpUKa3aHa je XeKcaleluMaaHa
BPEIHOCT YHETOT KJbyda y BUAY MaTpuiie 4X4y K0joj CBaKo MOJbE MpeICTaBsba Mo jeJaH
0ajT kpyda. Ca gecHe cTpaHe €KpaHa IpUKa3aHa je XeKcaJelMMallHa BPETHOCT
pesynaTaTa omeparuje exckiysusHo WJIW nmpumemeHe Hall YHETUM CTalkbeM W YHETUM
KJby4eM Ha HUBOY 0ajTa y Buay marpuiie 4X4y K0joj CBaKo MoJbe MPeACTaBIba MO jeJaH
0ajT cTamba HaKOH MOYETHOT J0/AaBama Kjbyda utepanuje. Ilo3unmonnpameM MuIIa Ha
OWIO KOje TMOoJbe jeHE OJ TpU MaTpuIle Ha €KpaHy O00joM ce O3HavyaBa Ha4yuH
dbopmupama pesyaTyjyher 6ajra Ha Mo3uIUju omadpaHor O6ajTa. Y ciydajy Ja c€ MUII
NO3MIIMOHMpA Ha HEKO TMoJbe pe3ynryjyhe Matpuie no0uja ce U TEKCTyallHO

NOjallllkbehe U3BPILICHE onepanuje ekckiay3uBHo MJIM Ha HuBOy OurTa.

Ha conum 5.28npukasana je onepanuja 3ameHe 60ajToBa Koja MpeCcTaBba MPBY
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'Add Round Key Substitute Bytes | Shift Rows | Mix Columns | key Expansion | Add Round Key

STATE AFTER
PLAINTEXT INITIAL KEY ADD ROUND KEY

Y EEEE
0202 Bl 00000001 P
03] 03 [ce
04/ 04 Clisaies

02
03
04

02
03
04

o
...._\

HEHEH
HEHEH
x
O
A
I}

©

Round: 1/10

PREVIOUS ROUND | | NEXTROUND | | NEW SIMULATION |

Cnuxka 5.27.Expat 3a npuka3 npse urepauuje kog AESanropurma y COALA cuctemy (omeparuja
JI0/IaBambe KJbyda UTepaluje)

ornepauujy cBake urepauuje AES anroputma. 3amena 6ajToBa ce y IpBOj Oneparuju
0o0aBJba HaJl CTamkeM JOOMJEHWM HAKOH TOYETHOT J0JaBama KJbyda HTEpaluje, a y
CBUM OCTaJMM HUTepamujama ce o0aBjba HAJ CTakEM KOje je JOOHJeHO Kao pe3yJrTar
nperxonne wurepanuje. Ca JneBe cTpaHe eKpaHa MpHKa3aHa je XeKcaaeluuMaiHa
BPEIHOCT CTama HaJl KOJUM C€ BPIIM olepalyja 3aMeHe y Buay marpuie 4x4 y Kojoj
CBaKO TOJhE TpPEACTaB/ba MO jedaH 0ajT cTama. Y CpPeAWHH €KpaHa NpHKa3aHa je
Matpuiie 4x4 nyrmmha xoju omoryhamajy moOujame JE€TaJbHOT NMpHKa3za (GpopMUpama
onrosapajyher 6ajra y pesynryjyhoj marpuru. Ca necHe CTpaHe ekpaHa IpHUKa3aHa je
XeKcaJlelliMaHa BPEJHOCT pe3yiTara oIepanuje 3amMeHe 0ajToBa NpPUMEHEHE Hal
CcTameM y Buay maTpuile 4X4 y K0joj CBako IMOJb€ MpPEICTaBjba MO jefaaH 0ajT crama

HaKOH omepariyje 3aMeHe 0ajToBa.

[TpuTnckom Ha OWMIIO KOje JyrMe U3 MaTpuile ca JyrMmuhuMa ca ciuke 5.28106uja ce
JIeTajbaH mpukaz ¢dopMmupama oaroapajyher Oajta y pe3ynryjyhoj maTpuim.
[Iputuckom Ha nyrme o3HadeHo kao S33Ha ciuuu 5.28 nobuja ce mpukas AeTabHOT

U3BpIlaBamka orepalrje 3aMeHe 6ajToBa npuKaszaH Ha cinunu 5.29.

Ha cmumu 5.30 npukaszaHa je omepamnuja momepama peloBa, Koja ce o0aBiba Kao
apyra omepauuja y cBakoj utepauuju AES anroputma. Kao yna3 3a omepauujy

noMepama peioBa y3uMa ce CTamke HaKOH omnepariije 3aMeHe 60ajrosa. Ca neBe cTpaHe
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Advanced Encryption Standard

Add Round Kgy% Substitute Bytesij__Shift Rows Mix Columns_j.Kegy_ Expansion j.Add Round Key|

STATE AFTER STATE AFTER
ADD ROUND KEY S BOX SUBSTITUTE BYTES
S00 || sO01 S02 || 803
S10 || S11 S12 || 813
S20 || 821 822 || 823
330 || 831 S32 || 833

Round: 1/10
PREVIOUS ROUND NEXT ROUND ‘ | NEW SIMULATION

Crnuka 5.28.Expan 3a npukas omnepaityje 3amene 6ajrosa kog AESanroputma y COALA cuctemy

Advanced Encryption Standard

S BOX

[o][1][2][=1[«][s]e][7][e][o][a]le][c][o][E][F]
|0 ]les][rc][77][78][F2] e8] [eF][cs| 20] 01 [e7] 28] [Fe] [o7] a8 76
[ ][ca][82] [ca] 7] Fa[50] [47][Fo] o] pa[az] aF] oc] A4] 72] co]
|2 |[87][Fo] s3] 26 36 [oF][F] cc| 34 s [Es] 1] [71] 8] a1 15]
|3 J[os][c7] 28] cs][ 18] 98] [os][on] o7] 12 0] 2] ee] 27] 2] 75]
|4 ][0o][8a] 2c][1a]] 18] e€] 5] 0] 52] 38 [oe] 3] [20] ] 2F [ e4]
|5 ][53][o1] o] o] 20][Fc] [a1] 58] a] caE] 39] 4] 4c] 58 [cF]
|6 |[po] €] [aa] B[ 43]4D][33] 85 45] s [ o2] 7F] [s0] ] oF | ae]
|7 ][51][a3] 40} e [s2][eD] [3s][Fs][ec] ge[oa] 2] 10] [FF] F2]p2]
|8 |lcolloc][13][ec] sF [o7]|44] 17 ca] A7 [ 7E] D] 6¢] ] 19 73]
|9 J[eo[81] 4F][oc] 22][24][s0] s8] 40] €] e8] 4] [oE] 5] 08 [o8]
| ][€o][32][3a] 0a] 49 ] o8] [24] 5] c2] D3] ac] 62] [#1] 95| 4] 7]
|8 |[e7][ce][37][eo][en][os] 4] [no] ec] 5o [Fe] ] 65 7] aE] o8]
| |[Ba[7e] 25 €] 1] ac] 4] | 8]I00 74] 1F] 48] D] B [ea|
[][70][3€] g5} 648 [03] [Fe o] ] 35 [57] es] o] 1] 10] o€]
L€ |[Et][Fe] s8] 11][eo]os] [ec] 94| 8] 1€ e7] o] ] 5] 28 [oF]
[ Jlsc][a] o] o] eF[ee][42][es] 41]] oo [20][oF] 0] [54] 8] 6]

BACK

Cnuka 5.29.EkpaH 3a npuka3 jeTaspa onepanuje 3amene 6ajroa ko AESanropurma y COALA

cucTeMy

eKpaHa MprKa3aHa je XeKcaJIelMMaIHa BPEIHOCT YIIa3HOT CTalka y BUAY MaTtpuiie 4x4y

KOJjO] CBaKoO I0JbE MPEJCTaBJba MO jeaaH 0ajT crama. Y CPeIUHHM €KpaHa MPUKA3aHO je

IPaBUJIO TI0 KOME Ce M3BpIIIaBa olepalrja momepama penona. Ca gecHe cTpaHe ekpaHa
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Advanced Encryption Standard

Add Round Key | Substitute Bytes| Shift Rows | Mix Columns | Key Expansion | Add Round Key

STATE AFTER STATE AFTER
SUBSTITUTE BYTES SHIFT ROWS

0 BYTES SHIFT LEFT
1 BYTES SHIFT LEFT
2 BYTES SHIFT LEFT
3 BYTES SHIFT LEFT

Round: 1/10

PREVIOUS ROUND | | NEXTROUND | | NEW SIMULATION |

Cnuka 5.30.Expan 3a npuka3 omnepanyje nomepama peaosa kox AESanropurma y COALA cucremy

NpUKa3aHa je XeKcaJelMalHa BPEIHOCT pe3yliTaTa olepanuje ToMepama penoBa
NPUMEHEHE HaJl YJIa3HUM CTalkbeM y BHUAY Marpuie 4X4 y Ko0joj CBaKoO TOJbE
npeicTaB/ba IO jeaaH 0ajT  cTamkba HAKOH —OINepaldje  IOMepama peloBa.
[Mo3unmonnpamemM muIa Ha OUIO KOje TOJbE jeHE OJ] IB€ MaTpHIIC Ha eKpaHy 00joM

ce o3HavaBa Mmo3uinja ogadbpanor 6ajra y o0e MaTpuiie.

Ha cnumu 5.31mpukasana je onepaiyja Mellama KoJoHa, Koja ce 00aBba Kao Tpeha
omepanuja y cBuM urepanujama AES anmroputma, ocum y mocieamoj. Kao ymnas 3a
olepalyjy Mellama KOJOHAa y3UMa Ce CTalke HaKOH olepalmje momepama penona. Ca
JieBe CTpaHe eKpaHa MpUKa3aHa je XeKcaJelMMalHa BPeIHOCT KOHCTAaHTHE MaTpHIlE ca
KOjoM ce o0aBjba MHOXKEH€ YJIA3HOT CTama. Y CpeIMHU €eKpaHa IpUKa3aHa je
XeKcaJleIMMalIHa BPEAHOCT YJIa3HOT CTama y BUIY Marpulle 4X4 y K0jo] CBaKO IMOJbE
nmpejacTaB/ba Mo jemaH 0ajT crama. Ca JecHe CTpaHe eKpaHa IIpuKa3aHa je
XeKcaJlel[IMajiHa BPEIHOCT pe3ysiTaTa Olepaluje Mellamka KOJOHA NPUMEHEHE HaJ
yJIa3HUM CTambeM y BUAy marpuie 4X4 y K0joj cBako MOJbe MpecTaBiba Mo jenaH 0ajT
CTama HAaKOH Ollepaliyje Mellama KoyoHa. [lo3unuonnpameM MuIIa Ha OUII0 KOje MoJbe
pe3yaTtyjyhe Marpuiie Ha ekpaHy 00joM ce o3HavyaBa HayuH (popmupama omabpaHOT
Oajra.

3a cBako moJske pe3ynryjyhe marpuiie ca ciuke 5.31moryhe je mobutu nerasban
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é:Add Round Ke_;_.jjSubstitute Bytes:é Shift Rows} Mix Columns | Key Expansion E:Add Round Key

MULTIPLICATION STATE AFTER STATE AFTER
CONSTANT MATRIX SHIFT ROWS MIX COLUMNS

81/[1][e1]e1]
§ _

pd

Round: 1/10

PREVIOUS ROUND NEXT ROUND ‘ ‘ NEW SIMULATION

Cnuka 5.31.Expan 3a npukas omnepaiije Merrama kojgoHa kogq AES anroputma y COALA cuctemy

Advanced Encryption Standard

02| x [62] = 11000100 = [c4]

=][2][8][8]
—_ e w0
>
....m .01 ..
> || O
1

X |35 -

c4] xoR [FA| XOR [8A] xOR [35] = [81]
11111010

10001010
00110101

10000001

Cnuka 5.32.Expan 3a ietajbaH IpHKa3 onepanuje Menama koyona kox AESanropurma y COALA
CHCTEMY

nprKa3 Kako je oarosapajyhu 0ajT ¢opMupan y OKBUpY olepaluje Mellama KOJOHA.
[Ipuka3 ce nmoOwja KJIMKOM MHUIIA Ha oaroapajyhu 0ajT y oOkBupy pesyaryjyhe
Matpuie. 3a nmpumep ca ciuke 5.31 mpuTHCKOM Ha O3HaueHu 0ajT y pe3ynryjyhoj

MaTpHIM J00Hja ce eKpaH MpuKazaH Ha cinuuu 5.32.

Ha coumu 5.33 mpukasan je HaunH A00Hjamka Kjbyda HTEpalrje 3a MpBY UTEPaLH]y
eKCIaH31joM KJbyua. EkcriaH3njom KJbyda ce y cBakoj utepanuju obe3oehyje nosa 128-
OWTHA BPEAHOCT KJbydya WUTEpaldje Koja je moTpeOHa 3a omnepanujy A0AaBama Kjbyda
utepamnuje. 36or tora je y COALA cucremy mpuka3 oBe ornepalyje MO3UIIMOHUPaH

HEIOCPEIHO UCIIPE]I OTepallije A0/1aBama KJbyda uTepaluje. Y CBaKkoj UTepaluju mpru—
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Advanced Encryption Standard

| Add Round Key | Substitute Bytes | shift Rows | Mix Columns| Key Expansion | Add Round Key

INITIAL KEY ITERATION KEY

L wo || wi || w2 || ws ] w4 || ws || we | w7 |

pal [l 41 8l 4 [eg

EIRIE

[Bl[8][&]
O||lm
[Bl[8][&]
EEEdH
2][8][3]
- o
3][2][5]
2][8][3]
- o
3][2][5]

Round: 1/10

PREVIOUS ROUND ~ NEXTROUND | NEW SIMULATION |

Cnuka 5.33.Ekpan 3a npuka3s go0Oujama kibyua nrepauuje kox AESanropurma y COALA cucremy

Ka3aH j€ caMO JIe0 eKCMaH3Wje KJbyda KOjuM ce ¢dopMupa KJbyd HTEpaluje 3a Ty
utepanmjy. Ca JeBe CTpaHe eKpaHa IpHKa3aHa je XeKcaJeluMaliHa BpPEIHOCT
IPETXOJHOT KJby4a urTepanuje (y mpBoj UTEpPaLUjU TO je OPUTHHAIHU KJbY4) y BUIY
matpuiie 4X4 y K0joj CBaKo IMoJbe MpeAcTaBiba Mo jemaH 0ajr. Komone cy o3HaueHe
pennum Opojem 32-0uTHE peur y OKBUPY ekcrangoBanor kibyda (Wi). Ca mecHe ctpane
eKpaHa IMpHKa3aHa je XeKcaJelMMaTHa BPEIHOCT JTOOWjEHOT KJbyda UTEpalnje Y BHIY
matpuiie 4X4y K0joj CBaKO M0OJb€ MPEJCTaBIba Mo jenaH 0ajT kibyda urepauuje. 1 opae
Cy KOJIOHE O3HaueHe peJHUM OpojeM 32-0MTHE peud y OKBUPY €KCIaHIOBAHOT KJby4a
(Wi), anm cy caga oBe O3HAaKe MpEACTaBJbEHE IMOMONY ayrMaad Koja ce MOry

MPUTUCHYTH J1a O ce T0O0MO JeTajbaH Mpuka3 GopMupama ogadbpaHe peyn.

3a cBaKy KOJIOHY KJby4a HTepamnuje ca ciuke 5.33 mMoryhe je moOutu nerajbaH
MpUKa3 Kako je oarorapajyha 32-6utHa peu hopMUpaHa y OKBUPY €KCIIaH3Uj€ KIbyda.
[Ipuka3 ce mobuja KIMKOM MHIIA Ha ojrosapajyhe ayrme y okBupy pesyntyjyhe
marpuiie. 3a npumep ca ciauke 5.33nputrckom Ha W4 y pesyntyjyhoj matpunum n1o6uja
ce eKpaH mpuka3zaH Ha ciunu 5.34, a nputuckom Ha WS y pesynryjyhoj marpuiu
nobuja ce ekpaH NpukasaH Ha ciauiy 5.34. Tpu ox yeTupu ciiydaja Cy HACHTHYHA, TIOK

j€ CBaKH YETBPTH Pa3IMYMT.

Ha coumu 5.35npukazana je onepanuja go1aBama KJbyda utepaiyje, koja ce o0aBiba
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[ws | [ws ] [Wig | [Reon[i]]
S0
52
53
XOR _ Eumwu
ct cc [

[701000001

BACK
a)
Advanced Encryption Standard
2
N e
[ e
6)

Crnuka 5.34.Expan 3a netajbaH nMpHKa3 go0ujama Kbyda ureparmje kox AESanropurma y COALA
CHUCTEMY

Kao TMoclielba onepanuja y cBakoj urepauuju AES anroputma. Onepamuja nonaBama
KJbyua uTepaluje obaBiba ce HaJ BpeaHouihy Kjbydya UTepaluje u BpeAHolhy cTamba
HaKOH OTepallje Mellamka KOJOHAa y CBUM HTEpalldjamMa OCHM Y TMOCIEAHk0]j, Kaja ce
KOPHUCTH BPEJHOCT CTarka HAKOH OIepalyje momMepama peaona. Ca jieBe cTpaHe ekpaHa
IpUKa3aHa je XeKcaJeuuMaliHa BPEJIHOCT yIa3HOT CTama y BUAy Marpuie 4x4 y Kojoj
CBaKO IOJbE TpEACTaB/ba MO jenaH 0ajT cTama. Y CpeAMHH €KpaHa IpHKa3zaHa je
XeKcaJlel[IMaiHa BPEIHOCT KJby4ya uTepaluje y Buay Marpuue 4x4y Kojoj CBako moJbe
nmpejacTaB/ba Mo jemaH 0Oajt kipyda. Ca jJecHe cTpaHe eKpaHa TMpUKa3aHa je
XeKcaJlelMMallHa BPEIHOCT pe3yiTaTa omnepanuje ekckiy3uBHo WMJIM mpumemene Han
yIa3HUM CTalkbeM U KJbydeM HMTepaldje Ha HUBOY 0ajTa y Buay Matpuue 4X4y Kojoj
CBaKO MOJbE TpEACTaBba IO jefaH 0ajT cTamka HAKOH omepaluje J0AaBama Kibyda

utepanyje. [lozunmonupamem Muliia Ha OUII0 KOje TMOJbE JeTHE O TPYU MaTpHIle Ha
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i.Substitute Bytesi Shift Rowsi Key Expansion.; M'dml'ﬂ;baﬁ'dml(é;}:

STATE AFTER
MIX COLUMNS ITERATION KEY CIPHERTEXT

o7 i
\501100110
o

01101000

Round: 10/10

PREVIOUS ROUND NEXT ROUND NEW SIMULATION I

Cnuka 5.35.Expan 3a npukas omnepaiija 1o1aBame Kibyda urepaiuje kog AES anroputma y COALA
CHUCTEMY

eKkpaHy 0o0joM ce o3HayaBa HauuH (opmupama pesynryjyher 0ajra Ha TO3UIHUJU
onabpanor 0ajta. Y ciyyajy Ja ce MUII NO3MLIMOHMpA Ha HEKO TOJbe pe3ynryjyhe
MaTpuile 100uja ce U TeKCTYallHO I0jalllihekhe U3BPIICHE omeparuje ekckiy3usHo NJIN
Ha HUBOY Outa. HakoH omepanuje nomaBama KJbyda HUTEpalldje MOCICIbEe UTepaluje

AESanroputma nobuja ce mmdpoBaHa mopyka.

5.5. AJITOPUTMHU CA JABHUM K/bYUYEM

Y O0BOM TOrJaBby C€ pa3MaTpa BHU3yeJNHA pelpe3eHTaluja KpunrTorpadcekux
anroputaMa ca jaBHUM kJbydyeM mnoxapxkanux y COALA cucremy: Diffie-Hellman

anroputam 1 RSAanroputam, Kao mToO je mMpukazaHo Ha ciumu 5.1.

5.5.1. DIFFIE-HELLMAN AJITOPUTAM
Kana xopucHuk uzabepe BuzyenHy penpesenranujy Diffie-Hellman anmropurma na

MOYETHOM €KpaHy, Hajupe ce IOojaBJbyje €KpaH Ha KoMme Tpeba Ja ce omabepy jaBHO
nocTyrHe BpeaHoctu. Kaga kopucHuk ogabepe mpocT 6poj ( mpukasyje ce Tabena kKoja
MOMake JIa ce oJpenie CBU Moryhu mpocTH KOpeHH 3a ofabpaHy BPEIHOCT (, OJJHOCHO
CBE BPEIHOCTH Koje jaoJsiaze y o03up aa oyny o (Cnuka 5.36). HakoH Tora KOpUCHHK

Oupa 1 HeKy oJ] MOHYeHHX BpeIHOCTH 3a a. [Ipuka3zana Tabena caapku Mo BpcTaMa
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Diffie-Hellman Key Exchange

Global Public Elements User A|User B!

q: 467 ]

a*454 a"455 a"456 at457 a*458 a*459 a"460 a*461 at462 a*463 a464 a“465 a”466
421§t 90 or4 (ol =) 9£5 400 [2Y o 419 [pul  pZl P

452(165 327 [232 256 363 159 417 283 425 |163 357 249
453p12 301 456 154 179 296 |59 108 356 [153 [193 100
454421 131|165 190 332 354 B8 50 284 44 362 431
455(193 19 239 401 325 303 (100 201 390 457 |120 428
456pP86 123 |48 406 204 91 400 270 299 447 220 382
45795 451 160 268 122 181 58 354 196 375 453 140
458411 37 134 195 113 384 [280 282 264 426 369 415
459380 229 |36 179 436 248 351 461 48 83 270 175
4600199 8 411 392 58 61 40 187 92 290 305 200
461B64 151 |28 299 74 23 329 361 169 387 13 389
462109 389 (390 385 410 285 443 120 334 |198 411 280
463436 (124 438 116 3 455 48 275 301 197 146 350
464280 94 185 379 264 142 M 344 369 294 B2 311
46548 371 [192 83 301 332 270 (394 146 175 (117 233
46611 466 |1 466 1 466 1 466 1 466 1 466

U S | ey G R | N < [ e gy [ G e

BACK |

Cnuxa 5.36.Expatn 3a onabup jaBao goctymnuux Bpeanoctu kox Diffie-Hellmananropurma y COALA
cHucTeMy

CBE IIeJie MMO3UTHUBHE OpojeBe Mame Ol 0Ja0paHe BPEAHOCTH 3a (, a MO KOoJIOHAMa CBE
cTeneHe cBakor oj OpojeBa modveBmu on 1 go Q-1 mo momymy Q. 3a cBaky BPCTY Y
Tabenu 60joM je 03HaUYeHa Hajay’ka CEKBEHIla 0e3 MmoHaBkama. CamMo BPCTE y KOjuMa je
YyUTaBa CEKBEHIa 0€3 MOHAaBJbaMka, OJHOCHO MPUIMKOM CTEIIEHOBamka MO0 MOAYTY ( ce
nobuja 1 Tex koI ekcrmoHeHTa (-1, mpencTaBibajy MpOCTe KOpeHe 3a 0 U MOory OuTH
onmabpane kao BpemHocTH 3a o. CaMO Te BpPEIHOCTH Cy W TOHYyheHe KOPHCHUKY Yy

najajyhoj mucTu 3a 01adup BPpEAHOCTH 0.

Hakon opabupa jaBHO MJOCTYMHUX BPEAHOCTH TMOTPEOHO je omabpaTu TajHE
BpPEIHOCTH 3a KOpucHHKA A u KopucHHKa b. 3a kopucHuke A u b moceGHO je mpukazan
npoiiec GpopMupama 3ajeqHuuke Tajue BpeaHocTH (ciuka 5.37% u 5.3, pecrnekTuBHO).
Kanma ce uszabepe TajHa BpenHOCT 3a KOPHCHHMKAa A, BUOM C€ HAa KOjU HA4YMH je
dbopmupana jaBHa BpeaHocT KopucHuKa A. Ilpukazan je W mpumep Kopuimihema
anropuTMa 3a Op3y ekcrmoHeHTu3anujy. Mctu ciydaj je u 3a xopucHuka b. Kama ce
omabepy TajHEe BPEAHOCTH 3a 00a KOPUCHHKA, 32 CBAKOT KOPUCHHKA CE MPHUKa3yje KaKo

je dhopMupaHa 3ajeTHUYKa TajHa BpeAHOCT. M oBJe je TeMOHCTpUpaHo KopulTheme ai—
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Diffie-Hellman Key Exchange

Global Public Elements{ User A‘User Bi

Xa: B0 -

Y, =a *®mod q = 268°° mod 467

A

5 4 3 2 1 0
Xa(2))1 1 0 0 1 0

f 268 |26 209 250 111 179

268-268 mod 467 = 373
373-268 mod 467 = 26

YA: 179

K= (Yg) *® mod q = 44°° mod 467

Xal2))1 1 0 0 1 0

f 144 190 [141 267 (344 185

KA: 185

BACK |

a)
Diffie-Hellman Key Exchange

Global Public ElementsIUser A‘ User B‘

Xg: 89 -

Yg =a*® mod q = 268%° mod 467

6 5 4 3 2 1 0
Xg(2)|1 0 1 1 o 0 1

f 268 373 358 |102 130 88 44

YB: 44
K = (Y,) " mod q = 179%° moa 467

6 5 4 3 2 1 0
Xg(2)[1 0 1 1 0 0 1

f 179 285 164 |81 23 62 185

23-23 mod 467 = 62

KB: 185

BACK |

6)
Cnuka 5.37.Expanu 3a u3pauyHaBame 3ajelHHYKE TajHe BpeJHOCTH 3a KopucHuke A u b kon Diffie-
Hellmananropurma y COALA cuctemy

ropuTMa 3a Op3y eKCIIOHCHTH3AIIH]y.
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The RSA Algorithm

Key Generation | Encryption / Decryption
p: 67 > 9 97 i
n=p-q=67-97 = 6499
®(n)=(p-1)-(q-1)=66-96 = 6336
. 101 -

d=e" (mod ®(n)) = 10171 ( mod 6336)
d: 941 -

PU = {101, 6499}

PR = {941, 6499}

BACK

Cnuka 5.38.Ekpan 3a popmupame napa xpydeBa kox RSAanroputma y COALA cucremy

5.5.2. RSA AJITOPUTAM
Kana xopucHuk uzabepe BusyenHy penpeseHTanujy RSA anroputMa Ha modeTHOM

eKpaHy, Hajpe ce MojaBJbyje eKpaH Ha KoMme Tpeba 1a ce hopmupa map KJbydena (Ciamka
5.38). Kaga kopucHuk omabepe mpocte OpojeBe P M ( TNpHKa3yje Cce H3padyHaTa
BpeIHOCT 3a N, kao u 3a ®(N). Hakon Tora ce y maaajyhoj smcTu 3a € mojaBibyjy cBe
BpPEIHOCTH KOj€ UCIyHhaBajy 3aaare yciose. Kama KopucHUK oabepe BpeIHOCT 3a €, y
naaajyhoj MHCTH ce MojaBJbyjy BPEIHOCTH KOje HCIymbaBajy 3amare yciose 3a d. Ha
Kpajy, KOPHCHUK OMpa W BpeaHOCT 3a d, unme je mocTynak Gopmupama mnapa KjbydeBa

3aBpIlIEH U MPHKa3aHu ¢y (JOpPMUpPAHU PUBATHU U jJaBHU KJbYY.

Hakon ¢opmupama mapa kijpydeBa Moryhe je BHIETH NOCTyHak Hmm@poBama U
nemudpoBama 3a IPOM3BOJBHO 0a0paHy BPEIHOCT OPUTHMHANHE MOPYKE Yy CKIaay ca
npaBuiioM RSA anroputma (cimka 5.39). Ha mctoMm ekpaHy npukasaH je W MOCTYIaK
mudpoBamka W TMOCTyNak aemudpoBama, y3 MpHKa3 yrnorpedbe amroputma 3a Op3y

€KCIIOHEHTH3AIIH]y.
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The RSA Algorithm

JKey Generation| Encryption / Decryption!

plaintext |55

C =M% modn =55"°" mod 6499

6 5 4 3 2 1 0
e(i) |1 1 0 0 1 0 1
f |55 3900 2340 (3442 2282 1825  [3561

1825-1825 mod 6499 = 3137
3137-55 mod 6499 = 3561

ciphertext .3561

M=C d mod n = 3561941 mod 6499

9 8 7 6 5 4 3 2 1 0
d(i) |1 1 1 0 1 0 1 1 0 1
f |3561 1134 2930 6220 29562 5644 5575 5645 1428 55
— . _ . _ _ : ; i b

plaintext |55

BACK |

Cnuka 5.39.Ekpan 3a npuka3 mudposama u aenmdposama kogq RSAanropurma y COALA cucremy
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6. UMIIVIEMEHTAILINJA COALA
CUCTEMA

Y oBom momnaBby Ouwhe oOjammeHd JeTabud  BE3aHW 32  COPTBEPCKY
ummiementaijy COALA cucrema. IIpBo he Outu pmar mperien TEXHOJOTHja
kopumheHux 3a copTBepcky uMIieMenTanyjy. Hakon tora Ouhe o0jamimeHa cTpykTypa
coprBepckor pemema. [lotom he Outm naTu AeTajbu HEOMXOMHUX MPOIIHPEHHA
crangapaaor APl-ja (Application Programming Interfagexoja cy nanpasibena. Ha
Kpajy he Outm oOjammbeH HauWH H3BpIIaBama anroputama noapxkaHux y COALA

CUCTEMY.

6.1. KOPUII'REHA TEXHOJIOTI'NJA

C o63upom Ha To Aa je COALA codTBEepcKr cucTeM 3a BHU3YEIHY PENpPEe3CHTAIH]y
Kpunrorpadckux anropurama, MPUINKOM HMIUIEMEHTAIHM]e Hajupe je OmiIo moTpeOHO
ofadpaTi MporpaMcKu je3uk y kome he cucrem 6utu peanuzoBas. [laHac je y ynotpedu
BEJIMKU OpOj pa3IMUUTHX NMPOIPAMCKHUX je3uKa OJ] KOjJUX CBAKM MMa CBOj€ MPEAHOCTH H
Hegocrarke. 3a umrmementannjy COALA cucrema ogabpaH je mporpaMcku je3uk Java
[80] u3 Hekomuko pasiora. [IpBo, mporpaMu HalMCaHHW y MPOTPAMCKOM je3MKy Javacy
1aTOPMCKH HE3aBHCHH, I1a CAMUM THUM MMajy BHCOK CTeNeH NopTaduiHocTu. pyro,
nporpaMcku je3uk Java je OecruiataH 3a KopuIIheme U TOCTOjU BEIUKH Opoj
pa3IMYUTHUX Pa3BOJHUX OKpYKEHa KOjU MOApXKaBajy je3uK Java u Koju Cy MU caMu
OecrutatHu 3a kKopuinhemwe. Tpehe, ayTop mma a0cTa MCKYCTBa y IporpamMupamy y

MIpOrpamMcKoM je3uKy Java

Kaxo je y COALA cuctemy akiieHaT Ha BU3YEITHO] pENPE3eHTANjU KpUIITorpadCKIxX
ajroprTamMa, HaKOH oja0upa TpPOrPaMCKOT je3WKa OwmIo je moTpeOHO oxadbpatu u
pa3BOjHO OKpykeme koje he Outu kxopumiheHo 3a umIuieMeHtauujy. Bemuku Opoj
Pa3IMYUTHUX Pa3BOJHUX OKPYXKEHa KOjU MOAPKABajy MPOTPaMCKH je3uk Javaumajy u
n00py TOAPINKY 3a pa3Boj aruIMKaiyja ca TpaguukuM KOPHUCHHUYKUM HHTEpdejcoM
(errit. GUI application$. 3a ummiemenrtanujy COALA cuctema omabpano je NetBeans
pa3BojHO oKpyxkeme [81] koje je OecruiaTHO 3a Kopuihewe U UMa 100ap uHTEepdejc 3a

JEIHOCTaBaH Pa3Boj alIMKalMja ca rpa@uIKUM KOpUCHHUYKUM HHTEepdejcom. Kopumrhe—
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coala
I ]
control view

— —

— — aes des

common aes — — — —
encryption | | decryption encryption| | decryption
I — —
des dh rsa
— — — 1
dh rsa substitution || transposition
— —
rotormachines|| common

Cnuka 6.1.Crpykrypa nakera y codprepckoj ummiementanuju COALA cucrema

HE Cy pa3JIMYMTe BEp3Uje OBOI' OKpYXKema, 3akibydHo ca Bep3ujom 7.0.1.3a pa3Boj
rpaduukor kKopucHHYKOr HHTEpdejca kopuirhen je SWINgAPI, koju 06e36ehyje Beauku
Opoj Pa3HOBPCHHX KOMIIOHEHTH TOTPEOHUX 3a pa3Boj TrpaduyKor KOPUCHUYKOT
unrepdejca. ¥ xopumhenum Bepsujama NetBeangassojHor okpyxema SWINGAPI je
noApxkan u y3 momoh Swing Application Frameworkoksupa koju omoryhaBa

JeTHOCTAaBHH]H Pa3BOj aluIdKaIyja ca rpa@uukuM KOPUCHUYKUM HHTEpdEjcoM.

6.2. CTPYKTYPA CODPTBEPCKOI PEIIEIHA
Kiace nanmcane y mporpaMckom je3uky Java koje cy kopuirheHe 3a copTBepcKy
ummiementanjy COALA cuctema moje/beHe Cy Yy NakeTe 4YHja je CTPYKTypa

npuka3aHa Ha ciauim 6.1.

['maBHUM nakeT Ha3BaH je COalaum y oBaj MmakeT Cy CMEIITEHH CBU OCTAJIM MAaKETH, Kao
U TinaBHa kiaca kojom ce mokpehe ammkanuja: COALAApp Cse ocrane Kiace
HojieJbeHE Cy y JABE IPyIe. OHE KOje ce OHOCE Ha M3BPIIABamkE CAMHUX JITOpUTaMa M
OHE KOj€ C€ OJHOCE Ha BHU3YEIHY peNpe3eHTaIrjy aiaropurama. 300r Tora Cy
HanpaBJbeHa JBa IaKeTa YHyTap TJIaBHOT Makera coala m To: maker control 3a mpy

rpymy Kjaca M IakeT VIew3sa Jpyry rpymy Kiaca.

6.2.1. TAKET CONTROL
VY makery control Hanasu ce met makera: commonaes des dhu rsakoju o0yxBarajy
CBE KJace KOje Cy HEONMXOJHE 3a U3BpPIIABAkEC aJIropuramMa. 3a KIIaCUYHE

Kpunrorpadcke aaropuTme, Koju ¢y caMu 1o ce0Hu JeTHOCTaBHH, HUje OMIJIO HEOMXOIHO
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pa3ziBajaTH Jeo ca W3BPIIABAEM aJTOPUTMA O JeJia ca BU3YEITHOM pPEIpe3eHTaIljoM

ajaropurma.

[Taker coala.control.commoncanpxu kiace Koje MNPENCTaBsbajy MPOIIAPCHA
crangapasor APl-ja koja cy 6uiia HeOnXoHa Kako O aJroOpUTMU MOIJIM OMTH KOPEKTHO

UMIUIEMEHTHPAHH:
* BinaryValue—knaca koja city:ku 3a MpeIcTaBbambe OMHAPHUX MTOIaTaKa,

» State — kmaca koja cioykH 3a OeNeKeme IOJeIMHAYHOT CTamba y TOKY

U3BpILIaBamba KoJl CAMETPUYHUX OJIOK anropurama,

* \VectorState— kmaca koja CIy)XH 3a 4YyBamke CBHUX Melycrama y TOKY

HU3BpHIaBamka KO CUMCTPUYHHUX 0JIOK ajiropurama 1

» Constants— knaca Koja CIy)Xd 3a 4yBambe KOHCTAHTHUX BPEIHOCTH KOje ce

KOPHUCTE MPUIMKOM M3BPILABaKka PA3IMYUTHX alropuTama.

[Taker coala.control.aes caapxxu kiace koje omoryhaBajy wusBpiaBambe AES

JITOPUTMA!
» KeyExpansion kiaca koja oMoryhaBa m3BpliIaBam€ oIepalnje eKCraH3uje
KJbyya,
* SBox-kiaca xoja omoryhasa u3BpiaBame onepaunuje 3aMmeHe 6ajToBa,

e ShiftRows — kimaca koja omoryhaBa Hu3BpIlIaBame OIepamuje IOMeparmba

penoBa u

* MixColumns — kmaca koja omoryhaBa W3BpIIaBame OIEpalyje Mellamba

KOJIOHA.

[Taker coala.control.des caagpxu kimacy koja omoryhaBa wusBpmaBame DES

QITOpHUTMA!

* Function — kmaca koja omoryhaBa u3BpIIaBame cBHX onepainuja DES

aJIrOpUTMA.

[Taker coala.control.dhcampsxu kacy koja omoryhasa usspmasame Diffie-Hellman

ajaropurma:

» KeyExchange- knaca koja omoryhasa u3BpuiaBame cBux onepanuja Diffie-

Hellmananropurma.

[Taker coala.control.rsa caapsku kimacy koja omoryhaBa wu3BpiiaBame RSA
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ajaropurma:

» Key—kiaca Koja npescTaBiba CTPYKTYpY Koja ce KOPUCTH Kao KJbyd kKo RSA

anropuTMa u

* RSA-—xnaca xoja omoryhasa u3BpiaBame cBux onepamuja RSA anropurma.

6.2.2. MAKET VIEW

VY makery View Haima3zu ce ocaMm makera: common aes des dh, rsa substitution,
transposition, rotormachinesoju o0yxBarajy cBe Kjace Koje Cy HEOMXOAHE 3a
BHU3YyeIHY perpe3eHTalujy anroputama. [lopem Tora Ty je W Kiaca Koja CIYyXH 3a
npuka3 nmoyetHor ekpana COALA cucrema: COALAMainView

[Taker coala.view.commoraapku Kjiace Koje MPEacTaBibajy MpOLIUpema Swing
APl-ja koja cy Owra HeomxogHa Kako OM aJIrOPUTMH MOTIA OWUTH KOPEKTHO

HUMITIJICMCHTHUPAHMU.

* NLabel - knaca koja ciyxu 3a reHeprcame Jiabena HEONXOAHUX 3a MPHKa3

JvjarpaMa KoJi CHMETPUYHUX OJIOK ajropurama,

* |Panel — xiaca koja ciy)H 3a TeHEpHUCAHmhE TaHeNa KOJH UMajy CIUKY Y

M03aIuHH,

» LabelMatrix — kiraca Koja CiIy’Ku 3a HCIIpTaBam¢ MaTpHIile j1abena Koje Mory

OouTH MelyycoOHO TTOBE3aHe U

» FixedTable-knaca koja cnyxu 3a npuka3 Tabena Ha oAroBapajyhu HauuH Koz

anropuTama ca jJaBHUM KJby4eM.

[Maker coala.view.aesanpxu Ki1ace Koje Cy HEOIXOHE 32 BU3YEIIHY PEIPE3CHTAIIH]Y

AES anroputMma 3ajenanuke 3a mudpoBame U aemuppoBame:
» COALAAESMainView— knaca koja CIOyXH 3a IpUKa3 C€KpaHa 3a H300p
oreparyje,
» AESDataAndKeylnputView kiaca koja CIyKH 3a IMpHKa3 €KpaHa 3a YHOC

yIIa3HHUX Tapamerapa,

* AESExpandKeyDetailWithGView, AESExpandKeyDetaitWttBView —
KJlace Koje CIIy)Ke 3a TMpHUKa3 eKpaHa ca JeTajbuMa OIlepaluje eKCIaH3Hje

KJby4da U

 AESNLabelEvents cponne kigace — Kjace Koje CIy)Ke 3a MpHKa3 Jeiia 3a
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HaBUTAIMjy KO/ CUMETPHUYHUX OJIOK ajIropurama.

[Taker coala.view.aes.encryptionaap:xu Kjgace Koje Cy HEONMXOTHE 3a BH3YEIHY

penpesentannjy AES anropurma ciennpuyne 3a mudpoBame:

AESEncryptionFirstRoundView- knaca koja Cioyxd 3a MpHUKa3 TpBE

uTepalyje ajJropuTma,

AESEnNcryptionNRoundView ki1aca koja ciayku 3a MpUKa3 CBUX HTEpaldja

aJIropuTMa OCUM IIPBC U MOCJICAC,

AESEncryptionLastRoundView kiaca koja CIy:Kd 3a MPHKa3 MOCICIHE

uTepalyje ajJropuTma,
AESEncryptionSBoxViewkaca koje CIy)Ku 3a npuka3 Tadelie 3aMeHe U

AESEncryptionMixColumnsDetailView- kiaca koje CiIyxu 3a MpHKa3

JieTajba OIepalrje Mellama KOJIOHA.

[Taker coala.view.aes.decryptionaapxu Kiiace Koje Cy HEOIXOIHE 3a BH3YEIHY

penpesentanujy AES anropurma cienuduyne 3a nemudpopame:

AESDecryptionFirstRoundView- kimaca koja CIyKH 3a [pHKa3 MPBE

uTepalyje ajJropuTMa,

AESDecryptionNRoundViewkiaca Koja CIyXH 3a IMpUKa3 CBUX HTEpaldja
aJITOPUTMa OCHM TIPBE U MOCIEIbE,
AESDecryptionLastRoundView kiaca koja CiayXu 3a MPHKa3 MOCICIHE

uTepalyje ajJropuT™Ma u

AESDecryptionSBoxInverseView kmaca koje CIy)KdH 3a pHKa3 Tabene

3aMCHC.

[Taker coala.view.desaapxu Kiace Koje Cy HEOIXOIHE 3a BU3YEIHY PElpe3eHTaIN]y

DES anroputma 3ajeqHUYKe 3a IIU(PPOBamke U Jemu(poBabe:

COALADESMainView— kiaca Koja CIy)Xd 3a IpHKa3 €KpaHa 3a H300p

omeparyje,

DESDataAndKeylnputView kiaca koja CIyH 3a HpUKa3 €KpaHa 3a YHOC

ylIa3HHUX Mapamerapa,

DESSBox- kiaca koja CIIy)kH 3a NpUKa3 €KpaHa ca JeTajbuMa Olepaluje

3aMeHe,
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 DESNLabelEvents cponne kimace — Kiace Koje CiIyKe 3a MpHKa3 Jeia 3a

HaBHTaIIH]y KOJl CHMETPUYHHUX OJIOK aJIrOpUTaMa,
» LabelMatrixEventsa cpoane kiace — Kjace Koje CIyXke 3a MpUKa3 JIeIoBa
koju kopucrte LabelMatrixkommonenre.

[Taker coala.view.des.encryptionaapxu Kiiace Koje Cy HEOIXOIHE 3a BH3YEIHY
penpesenranujy DESanropurma crienuduyane 3a mmdpoBame:
» DESEncryptionFirstRoundView~ kmaca koja CiIyKd 3a TpHKa3 MPBE
UTEpalrje aIropuTMa,
» DESEncryptionNRoundView kiaca Koja CIIy)KH 3a NMpHKa3 CBUX HTEpalija
aJITOPUTMa OCHM TPBE U MOCIICIHE U
» DESEnNcryptionLastRoundView kiaca Koja CayXH 3a MPHKa3 MOCIEIbE
uTepalyje ajJropuTMa.
[Taker coala.view.des.decryptionaap:xu Kigace Koje Cy HEOIMXOTHE 3a BH3YEIHY
penpesentanujy DESanropurma crienuduune 3a nemmppoame:
» DESDecryptionFirstRoundView- kimaca koja ClOyXu 3a MpHKa3 TpBe
uTepalyje ajJropuTma,
» DESDecryptionNRoundView kiiaca koja ciIyXu 3a IMpPHKa3 CBUX UTepaluja
aJITOPUTMA OCHM TIPBE U MOCICIHE 1
» DESDecryptionLastRoundView kiaca koja CIyKd 3a NpHUKa3 IMOCICIHE
uTepalyje aJropuTma.
[MTaker coala.view.dlcagpxu kaace Koje Cy HEOIXOIHE 3a BU3YEIIHY PEIPE3CHTAIIN]Y
Diffie-Hellmananropurma:
* COALADHMainView- knaca xoja ciryxu 3a npuka3 cBux omneparmja Diffie-
Hellmananropurma.
[Taker coala.view.rsacaapxu kiace Koje Cy HEOIXOHE 32 BU3YEIHY PEIPE3CHTAIH]Y
RSAanroputma:
» COALARSAMainView- kiraca Koja CIy)KH 3a MpUKa3 cBHUX omepanuja RSA
aJrOpuT™Ma.

[Taker coala.view.substitutioncaap:xu kigace Koje Cy HEONXOJHE 3a BHU3YEIHY

penpe3eHTaIujy CyOCTUTYIIHOHUX aJlTOPUTaMA:
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*» COALACaesarMainView kiaca Koja CIy»H 3a IIpHKa3 u3BpiiaBama Caesar

aJTOpUTMA,

* COALACaesarAnalysisView kiaca koja CIy)H 3a HIpUKa3 KPHITOAHAIH3E

Caesaranropurma,

« COALAMonoalphabeticMainView — kmaca Kkoja CIyKH 3a [pHKa3

M3BpIlIaBakba MOHOAN(PAOETCKOT alropuTMa,

* COALAPlayfairMainView — kiaca koja CIyXH 3a IpHKa3 H3BpIIaBaba

Playfair anroputma u

 COALAVigenereMainView~ kiaca Koja CIy)KH 3a TNpHKa3 H3BpIIaBamba

Vigenereanropurma.

[Taker coala.view.transpositioncaap:xu Kiace Koje Cy HEONMXOAHE 3a BH3YEIHY

penpe3eHTAaIN]y TPAHCIIO3UIIMOHHX aropuTama:

* COALARailFenceMainView kiaca koja CiIy>ku 3a IpuKa3 u3BpiiaBama Rail

Fenceanropurma u

» COALARowTranspositionMainView— xiaca Kkoja CIyXH 3a IpHKa3

u3BpiraBama ROw Transpositioanaropurma.

[Taker coala.view.rotormachinesanpxxu kiacy koja je HEONXOJHA 3a BU3YCIHY

penpe3eHTaIujy TpOAYKIIMOHUX aJropuTama;

» COALARotorMachineMainView kitaca koja CIIy’Kd 3a IIPHKa3 W3BpIIIaBamba

Rotor Machineutropurma.

6.3. IPOIIUPEIHLA KOPUIII'REHUX API-JA

VY okBupy umruiemenrtanuje COALA cucrema jaBuia ce morpeda 3a HOBUM Kiracama
¥ HOBMM KOMITOHEHTaMa Koje HuCy nedunHucane y cranaapaaoMm JavaAPl-jy, omHOCHO
y Swing API-jy. Kiace koje npomupyjy cranmapaau Java APl kopuctuie cy ce y
UMILUIEMEHTAlU]JH CIIOKCHHUX ajropuTama 3a CKIAIUINTEHhe M o0pamy crenupuaHux
CTPYKTypa IojiaTaka Koje ce Kopucte y anroputmuma. Kiace koje mpoumpyjy Swing
API| kopuctmiie cy ce 3a NpaBbekheé HOBUX KOMIIOHEHATa IpadUIKOr KOPHCHUYKOT

nHTepdejca HEOMMXOIHUX 3a BU3YEIIHY PEIPE3CHTAIN]Y aJlTOpUTaMa.

6.3.1. IPOIIUPEIBA CTAHIAAPJHOI' JAVA API-JA

Knace xoje mpeacTaBibajy mporiupera cranaapaHor API-ja cmerntene y makery
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public String getBinaryValue (int nBits) {
String format="";
String bin = Long.teBinaryString(valus);
if(nBits > bin.length()){
for(int i=0;i<(nBits-bin.length());i++){
format+="0";
}
}
return formattbin;

}
Cnuka 6.2.Mertona getBinaryValueaiace BinaryValue

coala.control.commony: BinaryValue State VectorStater Constants

BinaryValuekmaca je ocmuiiubeHa Ja oMoryhu ckiaaguinTeme U paj ca OMHApPHUAM

noganuma. OBa kiaca omoryhasa Jja ce cauyBaHa BpeIHOCT NMPHUKaXXe Ha oArosapajyhu

HauuH y OWHApHO] penpe3eHTaluju, a Takohe omoryhaBa u ga ce u3Bpuie oxapelhene

orepanyje HajJ OMHApHHUM ToanuMa. BpeaHocT koja mpeicraBiba cadyBaHU MOJATAK e

tumna loNg u Moke ce MOCTaBUTH M JOXBAaTHTH Kao long wiu kao int momohy meToma

setLongValuge getLongValue setintValue u getintValue pecrnexkrusno. CauyBaHa

BPEIHOCT ce nmoMohy aeUHUCAHUX METO/a MOXE MPHKA3aTH Ha Pa3U4UTe HAYMHE Y

3aBUCHOCTH O] TOTpede airopuTMa y KoMe ce puMemyje.

Heke on Haj3HavajHUjuX MeTona Kiace BinaryValuecy:

getBinaryValue (cmuka 6.2) — meroma koja Bpaha BpemHocT kao String
bUKCHE [Jy)KWHE KOjU TIPEACTaB/ba IbCHY OWHApHY penpe3eHTaIu]y

JoTyeHy BojiehuM Hyama 1o norpedu,

getBinaryValueNoExtension merona koja Bpaha BpegHocT kao String koju
IpeNCTaB/ba HBEeHY OMHApHY PENpe3eHTAlHjy ca MUHHMAIHAM HEOIXOIHUM

opojem Outa (6e3 Boachux Hyia),

getBinaryValueShiftLeftOneB# merona koja Bpaha BpemHocT kKao String
¢uKcHe OyXKHHE KOjU TMPEICTaB/ba IEHY OWHApHY penpe3eHTalujy

JOTYHECHY BOZIchuM HyJ1aMa o oTpeOH ¥ TIOMEpPEHY 3a jeJiaH OWT y JIeBO,

isHighestWeightBitOne— wmeroma koja 3a OWHapHY penpe3cHTaIn]y

BpenHOCTH QuKcHe nyxuHe Bpaha ma mu je Boaeha nudpa jenununa,

getHexValue- metona xoja Bpaha BpemHOCT Kao String pukcHe ay>KUHE KOjH
IpEeNCTaBba FHEHY XEKCaJCHUMAaIHy peNpe3eHTAlH]y NONymheHy Boaehum

HyJIama 1o norpeodwu,

shiftLeftByOneBit meTona koja Memwa BpEAHOCT U3BPIIIABAEM OIEpaIlHje
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public State addRoundKey (State iterationEey) {
BinaryValue[][] res = new BinaryValue=[4] [4];
for(int 1=0;i<4;i++)
for(int j=0;j<4;3++){
res[i] [j] = new BinaryValue();
res[i][j]-setIntValue(
this.state[i]1[]].getIntValue ()

~

iterationKey.getBinaryValue (i, Jj).getIntvValue());
}

return new State(res);

Cnuka 6.3.Meroga addRoundKeyiace State
IOMepama y JIEBO 3a jeJjaH OUT Ha OMHAPHOM HUBOY U
* XOr —Meroja Koja u3BpiaBa ounHapHy ekckiy3uBHo MJIN onepanujy Texyhe
BPEIHOCTH U Jpyre OWHAapHE BPEAHOCTH KOja ce mpociehyje Kao yiaa3Hu

napamerap.

State kimaca omoryhaBa ga ce 3a cumerpuune Omok anroputme (DES m AES)
3a0enexxu Mehypesynarar cBake IojeIMHAYHE ONepaldje Yy OKBUPY CBaKe HTepalyje
anroput™a. Kako ce mojamnu Ha pa3iMydT HAauuH oOpal)yjy KoJ oBa JiBa ajJropuTMa,
kiaaca State mma gBa arpuOyrta, of Kojux je jeman marpuiia BinaryValue o6jexara
(xopuctu ce kox AES anropurma), a npyru je uu3 BinaryValueob6jekara (kopuctu ce

koa DESanroputma).
Hexke on Haj3HavajHMjuX MeTOa KiIace Statecy:

* getBinaryValue— merona koja MMa JBa pa3iiM4uTa MOTIHCA. Y INPBOM
clly4ajy mpuxBara JBe INt BPEIHOCTH KOje MpPEACTaBibajy MHO3HULHUJY Y
marpuiii BinaryValue objekarta ca koje Tpeba moxsartutu BinaryValue
objekaT, JOK Yy JpPyroM Ciyd4ajy MpHxBaTa jeaHy INt BpeaHOCT Koja
npejacTaBba mo3uMjy y Hu3y BinaryValue oGjekara ca koje Tpeba

noxsarutu BinaryValueoo6jekar,
* length—merona koja Bpaha nyxxuny Husza BinaryValueo6jekara u

 addRoundKey (ciuka 6.3) — Meroga koja omoryhaBa H3BpIIaBambe
addRoundKeyonepauuje xonq AES amroputma, a 3ampaBo IpeicTaBiba
0ajroBcKy ekckiaysuBHo WJIM omepanmjy Hax Matpuiom BinaryValue
objekara u oarosapajyhom marpumom BinaryValueo6jekara u3 o6jexTa Trma

Statexoju je npocneleH kao yna3zHu mapamerap.

VectorStateuiaca je ocmuIbeHa 1a 3a cumerpuune 0510k anropurme (DESu AES)
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public void addState(int position, State state)
vectorState [position] = state;
setlLastStatePosition (position) ;

Cinuka 6.4.Metona addStatexnace VectorState

public static final int[][] INITIAL PERMUTATION = new int[8][8];
static{
for (int i=0; i<4;i++)

{

INITTAL PERMUTATION[i][0] = 1*2+457;

INITIAL PERMUTATION[i][1] = 1*2+49;

INITIAL PERMUTATION[i]l[2] = 1*2+41;

INITIAL PERMUTATION[i][3] = 1*2+33;

INITIAL PERMUTATION[i][4] = 1*2+25;

INITTAL PERMUTATION[i][5] = 1*2+17;

INITTAL PERMUTATION[i][6] = 1*2+9;

INITIAL PERMUTATION[il[7]1 = i*2+1;
INITIAI-_PERMUTATIGN[(i*8+32)/8] [0] = 1i*2+56;
INITIAL_PERMUTATIGN[(i*8+33)/8] [1] = 1i*2+48;
INITIAL_PERMUTATIGN[(i*8+34)/8] [2] = 1*2+40;
INITIAL_PERMUTATIGN[(i*8+35)/8] [3] = 1*2+32;
INITIAL_PERMUTATIGN[(i*8+36)/8] [4] = 1i*2+24;
INITIAI-_PERMUTATICN[(i*8+37)/8] [5] = i*2+16;
INITIAL_PERM’UTATIGN[(i*8+38)/8] [6] = i*2+8;
INITIAL_PERMUTATIGN[(i*8+39)/8] [7] = i*2;

}

Cnuxka 6.5.1Tpumep xoHcrantHe Tabmuie INITIAL_PERMUTATIONuiace Constants
3a0enexxu cBe Mehypesyiarare NPWJIMKOM H3BpIIaBamka alropurma. 300r Tora Kao

aTpuOyT OBa Kjaca caapu HHu3 obOjekara Tuma State xao u jemny int BpeaHOCT Koja

CIIY’KH JIa TIOKaKe KO0ja je MO3HIIHNja OCIEAmET J0AaTOT 00jeKTa y HU3Y.

Hexke on Haj3HauajHujux Metoa kiace VectorStatey:

addStatgcnuka 6.4)— MeToaa Koja 1o/aje HOBU o0jekar Tuma Statey Hu3 Ha

MO3HIIMjU KOja Ce 3a/1aje Kao yJa3HH IapaMerap,

getLastStatePosition — wmeroma koja Bpaha BpemHocT —aTpuOyTa
lastStatePosition

getState- merona koja Bpaha o6jexat Tuna Stateuns Huza ca nosuiyje Koja je

onpehena BpenHonthy 1001MjeHOM Kao ylla3HU TapaMmeTap u

setLastStatePositior meroma momohy Koje ce MOKe MOCTAaBHTH BPEIHOCT

atpudyta lastStatePosition

Constantskiaca je mpojekToBaHa Tako Ja Ha jeJHOM MeECTy Oyay CBe KOHCTaHTE

BPEIHOCTH KOj€ c€ KOpUCTe y ocTanuM kiacama. Ha cimnm 6.5 mpukaszan je mpumep

TabJIMIle KOja ce KOPUCTH 32 MHULKjaIHy nepMmyTanujy kogq DESanropurma.
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6.3.2. IPOIIUPEKBA SWING API-JA

Knace koje mpexacraBbajy mnpommpema Swing APIl-ja cMemTene y makery
coala.view.commony: NLabe| IPanel LabelMatrixu FixedTable Ose knace 3ampaso
MIPE/ICTaBJbajy MPOIIUPEHa KOMIIOHEHaTa rpadUykor KOPUCHUYKOT WHTepdejca Koje
nocroje 'y okBupy Swing APl-ja, amum momohy kojux O OHJIO jakO TEIIKO
UMIUIEMEHTHPATH BU3yenHy penpe3eHTanrjy. NetBeanskpyxeme omoryhasa 1a ce oBe
HOBE KOMIIOHEHTE MOTY KOPUCTHTH Ha WCTH HauuH Kao Beh moctojehe y okBuUpY

nu3ajHepa rpaduuKor KOpUCHUYKOT HHTepdejca.

NLabelknaca npommpyje komnonenty JLabelus SwingAPl-ja (javax.swing.JLabel)
TaKo Ja HOBa KOMIIOHEHTa IPEICTaB/ha aKTUBHY Jalelly Koja ce MOXE KOPHUCTHTH
MPUWIMKOM JU3ajHUpama Jena 3a HaBuranujy kox DES m AES anropurama. Hosa
KOMIIOHEHTA Hajlpe pelasa mpobieM MmojenaBama napamerapa jgadene, ¢ 003upom aa
Ce y Jlelly 3a HaBUTAllH]y KOPUCTH BEIHKH OpOj OBUX KOMIIOHEHTH, je€p aITOPUTMHU UMajy
BEJMKH OpOj WUTepalvja W y OKBUPY HMTEpalldja BEIUMKH Opoj omeparmuja, a 3a CBaKy
omepanujy CcBake wuTepandje Ou Tpebajgo Ja TOCTOjU 10 jeIHa KOMITOHEHTA.
Kopumhemem NLabel kiace cBu mapameTpu cy mocraBjbeHH camo jempannyT. [lopen
Tora, j1labene koje he ce kopuctuTH y aeny 3a HaBurauujy kog DESu AES anropurama
Tpeba Ja pearyjy Ha mpeja3ak Mmoka3uBaya MHUIIA MPEKO Jlabesie  KIMK JyrMeTa MHIIA
Ha jabeny. Kopumihemem NLabel kmace moryhe je camo Ha jemHoM MecTy JomaTH
ocnymkuBade (enni. listener9 3a ose Bpcre morahaja. Kako 6m Gmiio moryhe ma ce
KOHKpDETHE akluje Koje yabena Tpeba Ja M3BPIIM y OKBUPY OCIyHIKMBaya Oymy
HaKHaJHO AepuHHUCAHE, C 003UpoM Ja Hehe yBek OUTH UCTe, HampaBJbeH je uHTepdEe)C
NLabelEventskoju camo caapku MOTIHCEe METOAa Koje KacHHje Tpeba aeduHHCATH.
OcuM OBHX TOTOJHOCTH Koje je Kpeupame kimace NLabel noneno, outHa ctBap je u
JonaBame JiBa HoBa arpudyrta roundNumbel(6poj urepanuje) u operationNumbe(opoj
orepaiivje y OKBUPY UTepalluje) Koju CiIy)e Ja o3Hade mo3uiujy odjekra tuna NLabel
y OKBHpY Jieja 3a HaBUTAIlM]y KOHKpeTHOT anroputMa. Ha cimmm 6.6 mpukazana je
merona CreateLabelkoja medunuine cBe 3ajeqHMuKe MapamMeTpe KOMIIOHCHTE THIIA

NLabel.

IPanel xnaca npomupyje kommonenty JPanelus SwingAPl-ja (javax.swing.JPanel)
TaKo Jla HOBAa KOMIIOHEHTA IPEJCTaBJba MAHEN y YMjO] MO33aJUHU CE MOXKE MpHKa3aTh

cirka. OBa KOMIIOHEHTA C€ MOXKE KOPUCTUTH MPUIMKOM JH3ajHUpama Jejia 3a HaBUra—
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public void ereateLabel() {

this.setFont (resourceMap.getFont ("label . font™)) ;
this.setHorizontalAlignment (javax.swing.SwingConstants. CENTER) ;
this.setBorder (javax.swing.BorderFactory.createlineBorder (new java.awt.Color (0, 0, 0)));

this.setMaximumSize (new java.awt.Dimension(LABEL WIDTH, LAE HEIGTH)) ;
this.setMinimumSize (new java.awt.Dimension (LABEL WIDTH, LAEEL HEIGTH));
this.setOpaque (true);
this.setPreferredsize (new java.awt.Dimension (LABEL WIDTH, LAEBEL HEIGTH));
if (isHasMouseMovedEvent ()) {
this.addMouselistener (new java.awt.event.MouseAdapter () {
@override
public void mouseEntered(java.awt.event.MouseEvent evt) {
getEvents () .mouseMotion (true, (NLabel) evt.getScurce());
}
@override
public void mouseExited(java.awt.event.MouseEvent evt) {
getEvents () .mouseMotion (false, (NLabel) evt.getSource());
}
@override
public void mouseClicked(java.awt.event.MouseEvent evt) {
getEvents () .mouseClicked (roundNumber, operationNumber, (NLabel) evt.getSource());

}
}
)i

Cnuka 6.6.Metona createLabeknace NLabel
njy kogq DESu AES anropurama kako Ou 010 pHUKa3aH CTaTUYKHU JI€0 aJITOPUTMA.

LabelMatrix kmaca mpommpyje kommonenty JPanel w3  Swing APl-ja
(javax.swing.JPanelrako ga HOBa KOMIIOHEHTa IPEACTaB/ba MAHEI KOjU CAAPIKU
marpuiy Jabena ca oapeheHumM HOBUM MoryhHoctuma. HoBa KoMmoHeHTa ce KOpUCTH
3a MpHKa3 CTama KoJ cuMeTpudHux 0ok anroputama (DESwu AES). Kako ce xon AES
ajropMTMa ollepalje W3BpIlaBajy Ha HUBOY 0ajTa, CTamka W KJbYYEBH UTEpaIfje ce
NpUKa3zyjy Moje/beHn Ha OajToBe y Buay Marpuie BenuuunHe 4x4 6ajra. Kog DES
anroputMa je oapeheHo na ce momany M KJbYy4eBH UTepanuje Takohe mpukasyjy y BHIY
Marpuile, ajli Ha HUBOY OWTa, C TUM IITO KOJ OBOT aJITOPUTMA BEIMYMHA MATPUIIC HHjC
¢ukcua. LabelMatrix kommonenTa je driekcnOuIHa 110 MUTaky BEIUYNHE MATPHUIIE KOja
he Outn mpukasana. Kmaca LabelMatrix moHocu cBe OHE HPEAHOCTH Kao INTO CMO
Bugenn u kox kimace NLabel mo muramy jemHocraBHHjer au3ajHupama rpaduyukor

KOPHCHUYKOT UHTEpdejca.

Ha cmumm 6.7 pgar je kimacHM aujarpaM KOju TpUKasyje MpUMEp KopHullhema
LabelMatrix knace 3a mpuka3 momaraka y okBupy jenHe omepanuje DES anropurma.
Knaca LabelMatrix nacnehyje xmacy JPanel J[lumensuje wmarpume nabena
npezcraB/beHe o0jekTom kimace LabelMatrix oapelyjy ce mpunmkom kpenpama TOT
objexrta. CBakoj ox ylabena y OKBHPY MaTphIle MOXE C€ TMPHUCTYIUTH MMoMohy MHeKca

BpCTE M KOJIOHE K0joj Jabena npunana. [lopen nabena 3a npuka3 06ajToBa, OTHOCHO OU—
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javax.swing.JLabeI‘ ‘ javax.swing.JPanel
-labels b

-context

0..*

LabelMatrix
+getLabel(row: int, column: int): JLabel

<<interface>>
LabelMatrixEvents

+moveMapping()

PC1SourceMatrixEvents PC1DestinationMatrixEvents

+moveMapping() +moveMapping()
-matchingLabel() -matchingLabel()

Cruka 6.7.Knacuu qujarpam npuMepa kopuirhema kinace LabelMatrix

TOBa, CTama oljekar kiace LabelMatrix cagpxu u nabeny 3a npuka3 XeKcaJelMaTHe
BPEIHOCTH LIEIOKYITHOT To/1aTKa. BUAJBUBOCT OBOT MojaTKa HHje 00aBe3Ha, a YKOIHMKO
je yKJbyueHa, XeKcaeumanHa BpeqHoct he Outu ucnucana y quy marpuue. la 6u ce
eukacHuje objacHuna Be3a m3Mel)y OMTOBa, OMHOCHO 0ajTOBa, y MarpuilamMa Koje
MIPE/ICTaBJbajy OINEpaHJe W MATPUIM KOja MpeacTaBiba pe3yiTar oapeheHe oreparuje
anropuTMa, OMIIO je MOTPEeOHO EeTEKTOBATH MOKPETE MHIIA KOPUCHHUKA U CEJICKTOBAHC
oarosapajyhux 6utoBa, 0OMHOCHO 0ajTOBa, y CKJIay ca JIOTHKOM omepanuje. Kako 6u ce
u30ero mucame MeToaa 3a oOpaay morahaja mokpera muma (enri. handlel) 3a ceaky
nabeny MoHaoco0, OCMUIIJBEHO j€ J1a C€ OBE METOJE ayTOMATCKU TCHEPUINY MPUITUKOM
Kpenpama MaTpulie. Y OKBHPY MeToza 3a oOpaay jgorahaja mokpera MUINA MO3UBA Ce
metona moveMappingiarepdejca LabelMatrixEvents/la 6u ce mpuka3aia moBe3aHOCT
MaTpHIla Y OKBUPY OIepalyja ajJropurama 3a pa3IuduTe omnepainwje je Ouimo morpedHo
HaMmpaBUTH pa3anuuTe uMIUIeMeHTanuje wuHTepdejca LabelMatrixEvents Oo6jekry
kiace LabelMatrix ce mpuiamkom Kpeuwpama Jonesbyje oaroBapajyhm objekar Koju
UMILIeMeHTHpa oBaj uHTepdejc. [lomro ce marpuna Hajuenthe Hamasu y Be3u ca Oap
jomr jemHoM WM BehuMm OpojeM marpuiia, Aa Ou ce y OKBUPY 00pajie MoKpeTa MUIIEM
MOTJIO TIPHUCTYMUTH O0jeKTHMa ca KOjuMa je JlaTa MaTpulla CIperHyTa, o0jekar Kjace
LabelMatrix campxxu HH3 o0jekaTa KOju je MOTPEOHO MONMYHUTH OOjeKTHMa Kiace
LabelMatrix cnpernyrux marpuna. 'eHeprcame Merona 3a oOpaay morahaja mokpera

MHUIIIA j& OIIIMOHO, a 1a JTU he Heka MaTpulla pearoBaTy Ha MOKPETe MUIIIA WIH HE OApe—
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% \initiaIKev : LabeIMatrixH : PC1SourceMatrixEvents}\kevAfterPCl : LabeIMatrix}

: User
1 : mouseEntered(

2 : moveMapping()
3 : getLabel()

F 5 : setLabelBackground()

F 6 : matchingLabel()

7 : labelPosition
8 : getLabel()

9
EFIO : setLabelBackground()

U 11

Cnuka 6.8. /Iujarpam cexBeHIe 3a joralaj nomeparma MHIIA Y OKBUPY MaTpHLe HHULM]aJTHOT KJby4a Ha
taby onepauuje Permuted Choice Onen DESanroputma

hyje ce mpwimkoM Kpeupama Marpuile. Ha caunm 6.7 mpuka3ane cy caMo JIBE€ KJiace
Koje ce KopucTe 3a 00pany morahaja ko omeparje Permuted Choice Oneox DES

ajaropurma.

Ha cnunu 6.8 mpukasan je mujarpam cekBeHIle 3a norahaj momepama MUIIa y OKBUPY
MaTpulle MHHUIKjATHOT KJbyda Ha Taly onepanuje Permuted Choice On@o6jexar kiace
PC1SourceMatrixEventsesyje ce 3a ob0jekar kinace LabelMatrix xojum je mpukazan
WHUIHjaTHA KJby4d. Kaja KOPUCHUK IMOMEpH MOKa3WBa4d MHUIIA MPEKO MOBPITMHE HEKOT
0ajTa WHUIMjATHOT KJbyda, OKMJa ce jgorahaj yuju je Meronm 3a oOpamy morahaja
KpeupaH ayToOMarCKy MPUIMKOM Kpeupama camor o0jekra initialkey. ¥V okupy merone
moveMapping Hajupe ce IeTeKTyje pen H KOJOHa Jabene KojoM je nard 0ajT
npeACTaB/beH, 3aTHM ce Jiabena goxBara merogoM getLabelu mema ce mena 6oja.
3aruMm ce MpoHaia3e pea U KoJoHa Jlabese KojoM je aatu 0ajT MpeacTaB/heH HAKOH IITO
ce npumenu omepanuja Permuted Choice Onéso manupame ce obaBiba momohy
MaTrpHlle KOHCTAaHTHUX BPEIHOCTHU JeuHICaHEe caMuM anroputMoM. [la 6u ce obojuia
ofroeapajyha mabenga y mMaTpuiy Koja MpeacTaBiba KJbyd HakKoH omeparje Permuted
Choice Onempucryna ce uusy LabelMatrix objekara ca kojuma je objekar initialKey

CIPErHyT U 3aTUM Ce MPHUCTYIa oArosapajyhoj nadenu, Kojoj ce MOToM Memwa 0oja.

FixedTable xmaca mpommpyje xommonenty JTable us Swing APl-ja
(javax.swing.JTablejako na HOBa KOMITIOHEHTa MpeACTaBIba TabEIy KOJ KOje Cy KOJIOHE

¢uKcupaHe U HE MOXKE UM Ce MEHaTH BEJIMYMHA HU PElOCIies], Ka0 HU CaJpiKaj MoJba.
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OBa KOMIIOHEHTa C€ MOXXC KOPHUCTHTH MPHIMKOM JU3ajHHpama Jeiia 3a NpuKa3 pajua
ITOpuTMa 3a Op3y EKCIIOHEHTH3alujy Koja aiaropurama ca jaBHuM kibydem (Diffie-

Hellmanu RSA).

6.4. HAUMH U3BPIHIABAIBLA AJITOPUTAMA

3a cBe mojpkaHe anropuTMe umIuieMeHtanuja anroputama y COALA cucremy
HamMcaHa je OJ Hyle, HMako je 3a BehuHy anropurama Moryhe Hahu rorose
UMILIEMEHTAIje 3a pa3He Mporpamcke jesuke Ha MHTepHery. [IBa cy pasiora u3 kojux
je HWMIUIEMEHTalfja ajropuTamMa IHcaHa wucrnodyeTka. [IpBu paszjor je mrTo je
MMITJIEMEHTaIllja MopaJa Jia OJroBapa crenupuKaiuji anropuramMa Koja ce KOpUCTH Ha
npefaBakbUiMa W BekOama, JOK Yy TOTOBMM pellelhHMMa OOMYHO HMa J0CTa
umnpoBu3zanuja. Jpyru, BaXHHMjU pasJior, je TO IITO jé UMIUIEMEHTaIfja Mopaia Ja
Oynme mpuminaroheHa omabpaHoM HaYMHY BH3YEIHE pENpEe3CHTAIH]e, OJHOCHO J1a
oMoryhm na ce CBHM JAeTabu y HW3BpIIaBamy alropurama MOTy HpUKa3zaTH. Y CBUM
nocrojehuM UMIUIEMeHTanrjaMma oMoryheHo je camo J1a ce 3a yjasHe rmapamerpe Jo0uje
u3nazHa BpeaHocT. Kox kimacmuHux kpunrorpad)ckux aiaropurama (CyInCTHUTYIHMOHH,
TPAHCHO3UIIMOHW W TPOAYKIMOHHM) HHje OWIO BEIMKHX H3a30Ba IPHIMKOM
UMITJIEMEHTaIllje, ¢ 003UpPOM J1a Cy U CaMH QJITOPUTMH JETHOCTaBHU. Y HACTaBKYy CY
o0jalmeH MpodJieMH KOjU Cy €€ jaBHJIM NMPHIMKOM HUMIUIEMEHTALUje CUMETPUYHUX

OJIOKOBCKHX aliropuTama M ajJropurama ca jaBHUM KJbY4eM.

6.4.1. HAYUH U3BPIIABAIA CUMETPUYHUX BJIOK AJITOPUTAMA

Kox cumerpuunux 6510k anroputama (DESu AES) n3a30B je 6M0 HMIUIEMEHTHpATH
M3BpIIIaBamkh-EC ajropuTamMa Tako na Oyae oMoryheH mpukas CBaKkor IMOjeAMHAYHOT KOopaka
y anroputmy. Kako cy OBO HTEpaTHBHH QJITOPUTMH U OUIYYEHO je Ja je y jeJHOM
TPEHYTKY MOTPeOHO MPUKA3aTH jeTHy UTEPaLnjy, U3BPLIABAKE CE OJIBUja UTEPAIH]y IO
uTepaiujy. Y CBakoj WTepaluju 4yBajy ce Melype3ynraTtd CBUX oOIepalrja y OKBUPY
uTepalyje u IpuKasyjy KOpUCHUKY Ha HAYMH OIMKCaH y MOTIaBiby 4.2.

Kon DES anroputma m3BpiiaBame omepargja caMor ajroputMa JedHUHHUCAHO je Y
kiaacu Function xoja ce nHamasu y makery coala.control.des Heke ox 3HavajHHjuX

METOOa OBEC KJ1ace Cy.

e initialPermutation — wmeroma koja uW3BpIIaBa ONEpalujy HHHUIIAjATHE

nepMyTalyje HaJl yJAa3HUM MapaMeTpoM Tuna State
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public BinaryValue[] permutedChoiceTwo (State input) {

BinaryvValue[] output = new BinaryvValue[48];
for(int i=0; i<output.length; i++)

output[i] = new BinaryValue();
for (int i=0; 1i<8; i++)

for (int j=0; j<&; j++)

copy (output[i*6+]],
input.getBinaryvValue (Constants. PERMUTED CHOICE TwWO[il1[31-1));

return output;

Cinuka 6.9.Merona permutedChoice Twinace Function
* inverselnitialPermutation— meroga koja W3BpIIaBa OMNEpaIdjy HHBEP3HE

WHULIMjAJTHE TIEpMYTaIlyje Haj yJIla3HUM IapaMmeTpoM tumna State

* expansionPermutatior MeTona Koja M3BpIIaBa ONEpaIMjy MepMyTalmje ca

npomupuBamkeM (E) Hax ynazHum napamerpom tumna State

e permutationFunction- meroaa koja u3BpIaBa omnepaijy nepmyrtaiuje (P)

HaJl yJIa3HUM TlapamMeTpoM Tuma State

*  XOr — Meroa Koja u3BplIaBa onepanujy exckiysuHo WJIM Han aBa ymasHa

napameTpa tuna State

* sBox— Merona koja u3BpIIaBa onepalnjy 3aMeHe HaJl yJIa3HUM IMapaMeTpoM

tuna State

* permutedChoiceOne merona koja u3Bpmasa omnepanujy nepmyranuje PC1

HaJ[ YJIa3HUM TTapaMeTpoM Tura State

* permutedChoiceTwo(ciiuka 6.9) — MeToma koja U3BpIIaBa OINEPAIH]y

nepmyranuje PC2nan ynaznum napamerpom tumna State

* Swap-— MeTozia Koja M3BpIIaBa OIepalyjy 3aMeHe JIEBE U JIECHE IOJIOBHHE

HaJ| YJIa3HUM TTapaMeTpoM Tura State

» leftShift— merona koja u3BpIIaBa omnepanujy Kpy>KHOT ITOMepama YIeBO HaJ
yla3HUM MapaMeTpoMm Tuma Statesa oxpehen Opoj 6ura y 3aBHCHOCTH OJ
Opoja uTepalyje Koju je Takohe yia3Hu mapamerap u

» calculateRoundKeys mertoma koja u3BpliIaBa u3pauyHaBame CBUX KJbydeBa
UTepalrje Ha OCHOBY YJIa3HOI MapaMeTpa Tuma State koju mnpeacrasiba

WHULIA]AJTHA KJbYY.

Copera wuw3mehy xmaca u3 mnakera coala.view.deskoje cinyxe 3a BHU3YCIHY
penpeseHTanujy aaroputMa M kiace Function mpukaszana je wa cimiu 6.10 roe je

IpUKa3aH JujarpaM CEKBEHIIE U3BpIlIaBama Jieia npBee urepamnyje anropurma. Kaga ko—
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: DESEncrvptionFirstRoundView!‘ : VectorStateH : StateH : BinaeraIueH : JLabeIH : LabelMatrixH : FunctionH : StateH : LabeIMatrix!

_ <] 1: dolteration()
loopAllLabels 2 : getLabel()

4 : getState() 3

5
6 : getBinaryValue()

7
8 : getBinaryValue()

[e

10 : setText )
il
11
12 : initialPermutation()
il
13
<<create>> 14
: ]
16 : addState() 1
B 1]
17
loopAllLabels /] 18 : getLabel()
il
20 : getState() 19
B 1

21
22 : getBinaryValue()

23
24 : getBinaryValue()

25
26 : setText()

27

Cnuka 6.10./Iujarpam cexBeHlLie Jeia n3BpuiaBama npse urepauuje DESanroputma y COALA cuctemy

pucHUK omabepe Aa 3amoune mmdpoBame DES anroputMom npBu Kopak je yHOIICHE
OpPUTHHAIHOT OJioka 3a mudpoBamke W Kbyda. HakoH yHOca yima3HHX Napamerapa
KOPUCHUK 3aI0unbe mudpoBame U Kpeupa ce o0jekar TUIA
DESEncryptionFirstRoundVieWlpunukom kpenpama 0BOT 00jeKTa y KOHCTPYKTOPY Ce
Hajripe oOaBe CBE pajJmbe HEONMXOMHE 3a HCI[PTaBamkEe CaMoOr IMPO30pa M Ha Kpajy ce
no3uBa Metoaa dolteration (cimka 6.10-1),x0ja ciry:ku 3a U3BpIIIaBaib-€ IPBE UTEPAIH]e
anropuT™Ma M ToIymaBame cBUX Melypesynrara koju he Outu mpuxasanu. [leo oBe
METo/le KOjH W3BpIIaBa WHUIMjaIHy MEepMYyTalljy M TOINymaBa oarorapajyhm neo
MpUKa3a y BHU3YeJTHO] pEenmpe3eHTanuju je AeMoHcTpupaH Ha ciuiu 6.10. Hajope ce
Kperpa TeT/ba Koja mponasu kpo3 cBe JLabel objekre xoju ce Hamase y initialData
o0jekry, koju je tuma LabelMatrix OBaj o0jexar 3ampaBo INpelcTaB/ba WHUIM]ATHY
MaTpHIly Koja CaapKi YHETH OpUTMHAIHU OJIOK Mojaraka. Y MEeTJbH ce Hajlpe A0XBaTa

JLabelob6jekar mozuBom merozne getLabel(ciuka 6.10-2)y okBupy initialData ob6jexra
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ca oarosapajyhum mHAEKCOM BpCTE M KOJIOHE. 3aTHM ce JJ0XBara oArosapajyhe crame
no3uBoM QetState merone (ciuka 6.10-4) y oxBupy vectorStateoOjekra, koju je
VectorStateruna. 3a mobujenu objekar Tuma StatemosuBa ce meron getBinaryValue
(cnuka 6.10-6)ca uHIEKCOM KOjHU je KOPECITOHIEHTaH ca mo3uiujom goxsahenor JLabel
o0jekta y marpuim u noouja ce oxrosapajyhu BinaryValueo6jekar. Ha kpajy netsbe ce
no3uBa Metona getBinaryValue (cniuka 6.10-8) y okxBupy mobujeHor BinaryValue
objekTa koja Bpaha String penpeseHraiiijy oarosapajyhe BpeaHOCTH OBOT 00jeKTa Koja
ce 3aTMM TMocTaBsba Kao Teket JLabelobjexra mo3uBom metome setText(ciuka 6.10-10)
y OKBHpY TOr o0OjekTa. HakoH 1mITO ce metsba 3aBpIIM MaTrpulla Koja je MpHKa3aHa Kao
UHUIIMjaJHA BPEAHOCT OPUTMHAIHOr OJI0Ka TOjaraka je TOoMymeHa oAronapajyhum
BpeaHocTrMa. HakoH Tora m3BpImaBa ce ornepalyja HHUALUjAJIHE TIEPMYTallije TO3UBOM
merone initialPermutation (cimka 6.10-12) y oxBupy ob6jekra tuma Function Osa
Mmerozna Bpaha Hu3 BinaryValueoOjekara koju KOpUCTHMO Ja HallpaBUMO HOBH 00jeKaT
tuna State(ciauka 6.10-14).3atum HOBoHacTaiu objekar Tumna Statenogajemo y oojexar
vectorStataroznBom Mmetone addStatgcinka 6.10-16)oBor 06jekTa 1 Ha Taj HAYHH CMO
W3BPIIWIN OTepallvjy WHHUIMjaaHe nepMyTanuje. Ha kpajy je morpeOHO mpuKkazatv u
BPEIHOCT HAKOH M3BpIIEHE ONepalije WHUIMjajHe epMyTanuje Ha ekpany. [lpaBu ce
HOBa TMETJba 3a TIONYHhaBakbe BPEAHOCTH MAaTpHIE ca pe3ylTaroM OIepaluje
WHHIUjalTHe TIepMyTanuje. Y MeTJbu ce Hajupe JoxBara oOjekar tuna JLabelmosusom
merone getLabel (ciuka 6.10-18)y okeupy dataAfterlP o6jexra ca oarosapajyhum
WHJIEKCOM pefia U KosioHe. HakoH Tora goxBara ce oaropapajyhe crame mo3uBOM METOIC
getState(ciimka 6.10-20)y oxBupy vectorStateoGjexra, xoju je tuma VectorState 3a
nobujenn obOjekar Tuma State mosuBa ce merton getBinaryValue(cniuka 6.10-22)ca
WHIEKCOM KOjU je KOPECHMOHJCHTaH ca mosuiujom mgoxBahenor JLabel objekra y
MaTpHMIIM W Ha Taj HA4YMH ce ao0uja objekar Tuma BinaryValue Ha kpajy metsbe ce
no3uBa Mmerona getBinaryValue (ciuka 6.10-24) y okBupy nobujenor BinaryValue
o0Ojekra koja Bpaha String penpesenrainyjy oaroapajyhe BpeqHOCTH OBOT 00jeKTa Koja
ce 3aTMM TocTaBsba Kao Teket JLabelobjexra mo3uBom metome setText(ciuka 6.10-26)

Yy OKBHPY TOT 00jeKTa.

Kon AES anroputma m3BplaBame omepargja caMor ajroputMma jJedHuHHUCAHO je Y
kiaacama KeyExpansion SBox ShiftRowsu MixColumnskoje ce Hamaze y makery

coala.controlaes nox je onepanuja gqonaBama Kibyda HTEpalyje MOAPKaHa Y KIIacH
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public State expandKey (State previousKey, int round){
BinaryValue[][] res = new BinaryValue[4][4];
SBox sBox = new SBox();

for (int i=0;i<4;i++){
res[i] [0] = sBox.subBytes (previousKey.getBinaryValue ((i+1)%4, 3));
res[1] [0] .xor (Rcon[round-1] [1]) ;
res[i] [0] .xor (previousKey.getBinaryValue (i, 0));

}

for (int i=1;i<4;i++)
for(int j=0;3j<4;3++){
res[jl[i] = new BinaryvValue();
res[j][i].setIntValue(res[j][1i-1].getIntValue());
res[j] [1] .xor (previousKey.getBinaryValue(j, 1));
}

return new State(res);

Cnuxka 6.11.Meroaa expandKewnace KeyExpansion

Statekoja ce Hanasu y makety coala.control.comman

Hexke on 3nauajuunjux merozaa kiace KeyExpansiory:

expandKey(cimuka 6.11) — MeToma Koja M3BpIIaBa €KCIAH3W]y HAPEIHOT

KJbyua HTEpallrje Ha OCHOBY TeKyher Kjby4ya uTepamnuje u

expandAllKeysForDecryption MeTona koja BpIIM €KCIIaH3H]y CBUX KJbyueBa

uTepalyje Ha OCHOBY MHUIIM]ATHOT KJbyYa.

Hexke on 3nauajunjux merona kiace SBoxcy:

doSubBytes- MmeTona koja W3BpIIaBa omepaiyjy 3aMeHe 0ajToBa 3a 00jekar

tuna Statexoju je npocneheH kao yna3Hu napamerap u

dolnverseSubBytes merona koja u3BplIaBa WHBEP3HY ONEpaLUjy 3aMeEHE

OajToBa 3a o0jekar Tura Statekoju je mpocieheH Kao yaa3Hu mapaMeTap.

Heke ox 3HauajHujux meroxaa kiace ShiftRowsy:

shiftRows— mMeToma koja u3BpIIaBa oreparujy moMepama peaoBa 3a odjexkar

tumna Statekoju je mpocneleH kao yla3Hu mapamerap u

inverseShiftRows- MeTona koja mM3BpIIaBa WHBEP3HY OINEpaIMjy MOMeparmba

penoBa 3a o0jekar Tumna Statekoju je mpocieheH kao yna3Hu mapamerap.

Heke ox 3Hauajaujux meroaa kiace MixColumnscy:

mixColumns- meToza koja U3BpIIaBa ONepalujy Mellama KoJoHa 3a 00jeKar

tumna Statekoju je mpocneleH kao ya3Hu mapamerap u

inverseMixColumns- meTona Koja U3BpIIaBa MHBEP3HY OIEpalnjy Mellarmba

KOJIOHA 3a o0jekar Tuna Statekoju je mpocieleH kKao yna3Hu napamerap.
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Merona kiace Statekoja je o 3Ha4aja 3a u3BpiaBambe AES anroputma je:

* addRoundKey- merona koja m3BpmiaBa omnepanujy ekckiay3uBHo MJIN Han
Tekyhum ctameM u o0jekToM Tuma State koju je mpocneheH kao yima3Hu

napamerap.

Cropera wu3meh)y kmaca w3 makera coala.viewzes koje cioyxe 3a BH3YEIHY
perpe3eHTalH]y aIrTOPUTMa U TIPETXOIHO OMMCAaHMX KJlaca KOje CIIy)Ke 3a M3BPIIaBarbe
anropuTMa TpuKazaHa je Ha ciuuu 6.12 e je mpukasaH JMjarpaM  CeKBEHIIE
U3BpIIaBama IpBEe HUTepaunuje anropurMa. Kama kopucHuK onaGepe jga 3amouHe
mudpoBatbe AES anropuTMomM mNpBH KOpak je YHOIICHE OPUTHHAIHOT OJIoKa 3a
muppoBake W Kbydya. HakoH yHOcCa yima3HHX [apaMeTrapa KOPHUCHHK 3alOvhibe
mmdpoBame u Kpeupa ce objekar tuna AESEncryptionFirstRoundViewl Ipumkom
KpeHpama OBOI' 00jeKTa y KOHCTPYKTOPY C€ Hajipe 00aBe CBE pajmbe HEOINXOTHE 3a
UCIpTaBamke caMor Mpo30pa U Ha Kpajy ce mo3uBa merona dolteration (ciuka 6.12-1),
KOja CIYXH 3a H3BpIIABakE MpBE HUTEpaldje alropuT™Ma M TOMYHhaBambe CBUX
Melypesynrara koju he outn npukazanu. Hajupe ce mo3uBom metozne getStateo6jexra
vectorState(ciuka 6.12-2), xoju je tuma VectorState moxsara MHHUIMjaHO CTambe,
OJIHOCHO OpHUTMHAJIHM OJIOK IMojJaTraka Ha OCHOBY KOTa ce IOIyHhaBajy MaTpuIile Ha
eKpaHy Koje ce OJHOCe Ha OBaj mojarak mo3uBoM Mmerone SetlnitialStateView(ciuka
6.12-4). Hakon tora ce mo3uBoM Metone getStateoGjexra vectorKey(ciuka 6.12-5),
koju je Tuna VectorState noxsara MHUIMjATHU KJbYY Ha OCHOBY KOTra C€ IOIYHaBajy
MaTpHIle Ha EKpaHy Koje Ce OJHOCE Ha 0Baj mojarak mo3uBoMm meroze SetlnitialkeyView
(cnuka 6.12-7).ITotom ce 3a o6jekar Tuna Statekoju je noxBahen u3 objekra vectorState
nosuBa Mmerona addRoundKey(cimka 6.12-8) kojoj ce Kao yma3HH mapamerap
npocnehyje objekar Tuma State koju je nmoxBahen u3 objekra vectorKey Merona
addRoundKeyi3spiiaBa orepanijy HHHIIHjATHOT 10JaBama Kjbydya U ICH Pe3y/Tar ce
no3uBoM metone addStateodjexra vectorStatgciuka 6.12-10)10maje y BeKTOp y KOMe
ce uyBajy mehypesynraru. Pesynrar omepauuje MHUIUjaJHOT JOAaBama KJbyda ce
KOPHCTH H JIa CE MOITyHe MaTpHIIe Ha eKpaHy Koje Ce OJHOCE Ha OBaj IMOJATaK MO3MBOM
merone SetStateAfterinitialAddRoundKeyViefinka 6.12-12). Hakon Ttora ce 3a
objexar Tuma SBoxmo3uBa meromga doSubBytegciuka 6.12-13)k0joj ce Kao yaa3HH
napameTtap mnpociehyje oOjekar Tuma State koju je mocinenmu AoAar y ofjekar

vectorStateMerona doSubBytessspiasa onepanujy 3amMeHe 0ajToBa U BeH pe3yaTar
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: AESEncrvotionFirstRoundView!‘ : VectorStateH : VectorStateH : StateH : SBoxH : ShiftRowsH : MixCqumnsH : KeyExpansion|

1 : dolteration()
2 : getState()

3
Dj 4 : setInitialStateView()
5 : getState()

6 L
Dj 7 : setlInitialKeyView()
8 : addRoundKey()

1

o

: addState() 9
]

11
[ <112 : setStateAfterInitialAddRoundKeyView()
13 : doSubBytes()

15 : addState() 14
1

16

| <1 17 : setStateAfterSubBytesView()
I 18 : shiftRows()

20 : addState() 19
1

21
[ <] 22 : setStateAfterShiftRowsView()
23 : mixColumns(

25 : addState() 24
1

26
[ 127 : setStateAfterM xColumns()
28 : expandKey()

30 : addState() 269

31
| <132 : setlterationKeyView()
33 : addRoundKey()

35: addState() 34
"

36
| < 37 : setStateAfterAddRoundKeyView()

Cnuka 6.12.lujarpam cexBeHle n3BpiaBama npse urepanuje AESanropurma y COALA cucremy

ce mo3uBoM Metone addStateoGjexra vectorState(ciauka 6.12-15)1omaje y BekTop y
KOMe ce 4yBajy mehypesynraru. Pesynrar omepanuje 3aMeHe 0ajToBa c€ KOPUCTH U Ja
ce TMOIMyHEe MaTpulle Ha E€KpaHy KOje ce OIHOCE Ha OBaj IMOJaTaK MO3WBOM METOE
setStateAfterSubBytesVie@nuka 6.12-17). 3atum ce 3a oOjekar tuma ShiftRows

no3uBa merona ShiftRows(ciuka 6.12-18)kojoj ce kao ymasuu mapamerap mpociehyje
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oOjexar tuna Statekoju je mocieamu noaar y objekar vectorStateMerona shiftRows
U3BpIIIaBa OIepalnjy oMepama peioBa U BeH pe3yaTar ce mo3uBoMm Metone addState
objekra vectorStatgcnuka 6.12-20)1o01aje y BEKTOp y KOME Ce 4yBajy Meljypesyiararu.
Pesynrar onepaiuje momepama peioBa ce KOPUCTH U JIa ce MOIYHE MaTpuIle Ha eKpaHy
KOje ce OJHOCE Ha OBaj MojaTak mo3uBoM merone SetStateAfterShiftRowsViefwiika
6.12-22).ITotom ce 3a ob6jekar tuma MixColumnsnosusa metona mixColumns(ciuka
6.12-23) k0joj ce Kao yma3HM mapamerap mpocielyje objekar tuma State xoju je
nociaeamy gofaar y objekar vectorState Meroga mixColumnsusspiiaBa omnepariujy
Melllamka KOJOHa M HEH pe3ynrar ce mo3uBoMm Mmertone addStateobjexra vectorState
(cimka 6.12-25)n0maje y BeKTOop y KoMe ce uyBajy Melyypesynraru. Pesynrar oneparuje
Melllamka KOJIOHA Ce KOPUCTH U JIa Ce MOIYHe MaTpuIle Ha eKpaHy Koje ce OHOCE Ha OBaj
nogarak mo3uBoM Metone SetStateAfterMixColumnsVie(wnuka 6.12-27).Hakon Tora
ce 3a oOjexar Tuna KeyExpansioniosusa merona expandKeycnuka 6.12-28)kojoj ce
Kao ynasHM mapamerap mnpociehyje objekar tuma Statekoju je mocneamu Aomar y
objexar vectorKey Meroga expandKeyusspimaBa orepaidjy €KCIaH3hje HapeIHOr
KJbyda HTEpallfje M FCH pe3ylrar ce mo3uBoM merome addStateobjekra vectorKey
(cnmka 6.12-30) momaje y BEKTOp y KOME C€ 4YyBajy KJbydeBH HTeparuja. Pesynrar
olepalrje eKCcraH3rje HapeIHOT KJby4ya UTepalije ce KOPUCTHU U J1a Ce MOIyHEe MaTpulle
Ha eKpaHy Koje ce OHOCE Ha OBaj TojaTak mo3uBoM Metone SetlterationKeyVievfcirka
6.12-32). Ha kpajy ce 3a oOjekar tuma State koju je mocieamu AoaaT y oOjekar
vectorStatemosusa meroma addRoundKey(cauka 6.12-33) k0joj ce Kao yiaa3Hu
napamerap mnpociehyje objekar tuna State koju je mocienmu gomar y objekar
vectorKey Metona addRoundKeyi3BpiaBa onepaiyjy n1oaaBama Kibyda UTepaluje u
ICH pe3yirar ce mo3uBoMm Metone addStatenbjexra vectorStatgcnuka 6.12-35)monaje
y BEKTOp y KOMe ce 4yBajy Mmelypesynraru. Pesynrar omeparuje goqaBama Kibyda
uTepalmje ce KOPUCTH U Jia ce MOIMyHEe MaTpHile Ha €KpaHy Koje ce OJHOCE Ha OBaj

nozarak no3uBom Metone SetStateAfterAddRoundKeyViéwika 6.12-37).

6.4.2. HAUMH N3BPIIIABAIbA AJITOPUTAMA CA JABHUM K/bYUEM

Kox anropurama ca jasaum kibyuem (Diffie-Hellman u RSA) 6mio je morpebHO
MMIUIEMEHTHPATH W3BpIIABae ANrOpHTaMa Tako aa Oymae oMoryheH mpHKa3 CBakKor
JeTajba y alrOPUTMy W NMPOMEHa y HM3BpIIaBamby KOje Ce JellaBajy ca IpoMeHaMa

yIa3HHUX IapaMeTrapa, Kao MITo je Ae(UHUCAHO BU3YEITHOM PENpe3eHTAlNjOM y ToTIa—
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public long fastModularExponentiation(long a, long b, long n){

long result = 1;

BinaryValue bBin = new BinaryValue();

bBin.setLongValue (b);

String bBinString = bBin.getBinaryValueNocExtension();

for (int i=0; i<bBinString.length()-1; i++){
result = (result*result) % n;
if (Integer.parseInt(bBinString.substring(i, i+l), 2) == 1)

result = (result*a) % n;

}

result = (result*result) % n;

if (Integer.parseInt(bBinString.substring(bBinString.length()-1), 2) == 1)
result = (result*a) % n;

return result;

Cnuxka 6.13.Meroaa fastModularExponentiatiornace KeyExchange

BJbY 4.3.3a paznuKky o CUMETPUYHHUX aJropuTaMa OBO HHCY UTEPAaTUBHU aJITOPUTMHU

na Huje Omio mpobiemMa Koju Cy ce TaMO JaBHITH.

Kox Diffie-Hellman anroputma wu3BpinaBame ormepaidja camor —ajaropurma

nedunrrcano je y kiacu KeyExchangeaoja ce Hanasu y makery coala.control.dh Heke

0] 3Ha4YajHUjUX METO/Ia OBE KJace Cy:

optionsForAlpha— merona koja 3a 3amary 1enoOpojHy BpemHocT ( Bpaha

JUCTY BPEHOCTH MambUX O] ( KOje IPEeICTaBIbhajy MpOoCcTe KOpeHe 3a (g,

isPrimitiveRoot— meToma koja mpoBepaBa Aa JM je THpBa OO JBE yia3HE

11e100pojHE BPEIHOCTH MPOCT KOPEH 3a APYry YHETY BPEIHOCT,

gcd — merona koja mpoHanasu Hajehw 3ajeHWYKM AenMiall 3a JBa yHETa

nena Opoja,

Fi — merona kxoja uszpauynasa OjiepoBy ¢u (QyHKIH]y 32 YHETY LIEI00pOjHY

BPEIAHOCT,

fastModularExponentiatiofcirka 6.13)— MeToaa Koja U3BpIIaBa aaropuTMa

3a Op3y EKCIIOHEHTH3AaIIN]y 33 YHETE IIeJI00POjHE BPETHOCTH,
calculateYa- merona koja u3padyHaBa jaBHY BPEJHOCT KOPHCHUKA A,
calculateYb- koja uzpauyHaBa jaBHy BPEIHOCT KOPHCHUKA b 1

calculateKey- merosa koja n3padyHaBa 3ajeJHHUKY TajHy BPEIHOCT.

Kon RSA anropuTma m3BplaBame omnepargja caMor ajroputMma jaedHuHHUCAHO je Y

ki1acama Key u RSAkoje ce Hamase y makery coala.control.rsallpu tome kinaca Key

camo JeduHHILIE OAroBapajyhy CTPYKTypy HoAaTaka 3a Kpeupame KJbydeBa KOjH ce

kopucre kox RSAanropurma.
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public Eey[
this.p
this.q

keyGeneration (long p, long q){
Pi
d;

this.n = p * g;

this.Fin = (p-1) * (q-1);
for(e=2; e < Fin; e++)

if (ged(Fin, e) == 1) kreak;
for(d=2; d < Fin; d++)

if (((d*s) % Fin) == 1) break;
PU = new Key(e, n);
PR = new Key(d, n);
Key[] result = new Key[2];
result[0] = PU;

result[1l] PR;

return result;

}

Cnuxka 6.14.Meroaa keyGeneratiomnace RSA

Hexke on 3nauajunjux merona kiace RSAcy:

keyGeneratior(ciimka 6.14)— MeTona kKoja Ha OCHOBY YHETHX LIEIOOPOJHHUX
BpPEIHOCTH 3a P W ( U3BpIIABa IOCTYNMak reHepucama kibyda kox RSA

aJTOpHTMa M Kao pe3yiaTar jaaje map objexara tuma Key,

optionsForE— metomna koja 3a gedunrcane P u g Bpaha cBE BPEIHOCTH KOje

nomnase y 003up na Oyamy omadpaHu Kao €,

optionsForD — metona koja 3a neduHHMCaHy BpemHOCT 3a € Bpaha cBe

BPEIHOCTH KOje J1oj1a3e y 003up aa Oyny omabpanu kao d,

recalculateKeys- merona xoja omoryhaBa 3aMeHy mapa KjbydeBa Kajua ce

IIPOMEHE YJIa3HU NIapaMeTpH,

encryptRSA- metona koja 3a neduHrCcaH map KJby4yeBa M YHETY 11eTT00pOjHY

BPEAHOCT OPUTHHAIHE MTOPYKE Jaje oarosapajyhy mudpoBaHy mopyky u

decryptRSA- meTona koja 3a neuHHCaH Nap KJby4eBa M YHETY LEIOOPOjHY

BpeAHOCT mudpoBaHe MOpyKe Aaje oAroBapajyhy opuruHaiHy mopyky.
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/. MIPUMEHA COALA CUCTEMA

VY oBom mornaBjby Ouhe ommucaH HauMH KopuiIhema peann30BaHOT CHUCTEMa 3a
BU3YEITHY pENpe3eHTalnjy KpUnTorpadCKux airopuraMa y OKBUPY Kypca 3aitura

noaaraka Ha Enektporexanukom dakynrety y beorpany.

7.1. HAYUH ITPUMEHE CUCTEMA

PeanuzoBanm cucteM ce KOpUCTM Ha Kypcy 3amTuTa MojJaraka Ha
Enextporexunukom Qakynrery y beorpamy. OBaj kypc je obaBe3aH Ha YETBPTO]
TOJMHMA OCHOBHHX CTYAMja Ha OJICEKY 3a COPTBEPCKO MHXKEHEPCTBO, a U300PHU je Ha
YEeTBPTO] TOAWHM OCHOBHUX CTyAMja Ha OJCEKY 3a padyyHapcKy TEXHUKY U
nH(popMaTUKy 1 U300PHU j€ Ha MAcCTep CTyJHjaMa Ha OJICEKY 3a pPauyHapCKy TEXHUKY U
uHpopmaruky. Kypc je y moHyam Ha cTyIujCKOM MporpaMmy copTBEPCKO MHKEHEPCTBO
on 2007/2008.mkoncke roguHe, a Ha CTYAMJCKOM MpPOrpaMmy padyHapcKa TEXHHKa H

uHpopMaTHKa, Kao U Ha Mactep cryaujama o1 2008/2009mkoicke roauHe.

Ha ocHoBHUM cTynujama Kypc uma (oHI OJ1 1Ba 4aca Mpe/iaBama, JBa yaca BexOu
Ha TabIM W jefaH 4dac jJabopaTOpHjCKUX BEXOM HENEeJbHO, IOK Ha MacTep CTyaujama
HEMa dYacoBe JIabopaTopHjcKuXx BexOuW. M3 TOr pasmora peann3oBaHH CHUCTEM 3a
BU3YEITHY peNpe3eHTaI]y KpUNTorpad)cKux ajaropuTaMa je yBeleH y HacTaBy caMo 3a
Ipyly cCTyJdeHaTa Ha OCHOBHUM CTyJHjama, ¢ TUM IITO je MpOIeHAT CTyJeHaTa ca
0JICEKa 3a pauyyHApCKy TEXHHKY M WH(OpPMATHKYy KOju OHpajy MpeaMeT Ha OCHOBUM
CTyAHMjaMa 3aHEeMapJbHB, MA j€ TAKO AaKIEHAT Ha TPYNH CTyJeHaTa ca OJceKa 3a
co(pTBEpCKO MHXKEHEpCTBO. Manu Opoj cTyzneHaTa OJCeKa 3a pauyyHapCKy TEXHHKY H
uHPOPMATUKY KOjU OMpajy MpeaAMET Ha OCHOBHUM CTyJHjaMa je JJako 00jaCHUTH, HauMe
OBU CTYJICHTH Y CEMECTPy y KOME Ce ApXKU TMpeaMeT Oupajy jelaH Oj 4YeTpHAECT

npeaMeTa y TOHY/IM, a MOTY Tra KaCHHje 0/1adpaTH ¥ Ha MacTep CTyaujama.

Jlakiie, Ha MpeIMETyY TIOCTOj€ IBE PEICBaHTHE TPYIE CTyIeHATa: CTYJJCHTH OCHOBHUX
cTyamja oaceka 3a codprBepcko mmkemepcTBo (OC CH) u crymeHTH MacTep CTyIauja
oJiceka 3a pauyHapcky TexHuky u uHpopmaruky (MC PTU). Cucrtem je yBeneH y
HacTaBy 3a npBy rpyny cryaeHara (OC CH) 2011/2012mkoncke rogune. OCMHIIbEHE
cy Jraboparopujcke BexOe Ha Kojuma je omoryheno cryaeHtuma na kopucte COALA

cucTeM Kako Ou 00sbe caBiagaiv rPaJiuBo MpeaMeTa KOoje ce OJTHOCH Ha Kpunrorpadcke
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ITOpPUTME.

Hampassene cy tpu nabopatopujcke BexkOe: (1) DES amropuram, (2) AES
anroputaM u (3) RSA u Diffie-Hellman anroputmu. Caka naGopaTtopujcka BexOa
tpaje 135 munyra. CTyaeHTH ce HpUIlpeMajy 3a J1abopaTopujcke BexOe Tako MITO
Hayde TpaJnBO M3 001acTH J1abopaTopHjCcKe BekOE KOje je MpeaaBaHO Ha YaCOBHUMA
npeaaBama U yacoBMMa BexkOM Ha Tabmau. Ha maGopaTtopujckoj BeXOHM CTYIAECHTH MOTY
na xopucre COALA cucrem u no6wujajy cer mutama (u3mehy 25 u 40 nurama y
3aBUCHOCTH OJ] Be:K0€) Ha Koja Tpeba ia oarosope. OnroBope 1ajy Ha mamnupy, bUXOBU
OJITOBOPH C€ KacCHH]e Tperjiefiajy W OleHmY]y M CKaaupajy Ha Opoj MmoeHa KOju HOCH
nabopaTtopujcka BexkOa. CBe BexxOe Hoce IO 5 moeHa Tako J1a J1JabopaTopHjcKe BexOe
ynaze y ¢uHamHy oleHy Ha ucnuty kao 15% omene. JlabopaTopujcke BexxOe HHCY
o0aBe3He Ja OM ce MOJOXHO MCIUT, alld C€ MOCHHU OCBOJEHHM Ha J1aOOpaTOPHjCKUM
Be)kOaMa HE MOTYy HAJOKHATUTH Ha Jpyrd HauyuH. JemaH Jeo THTamka Ha
1a00paTOpUjCKUM BekOaMa 3axTeBa IMO3HABAamkE KOHIENATa Ha KOjUMa CE aJlTOPUTMHU
3aCHUBAjy, Ka0 U pa3yMeBame ajlropuTaMa Ha BUIIEM HUBOY alCTpakiyje, 0K je Apyra
neo nutama Gokycupan Ha npaheme u3BpiiaBama anropurama y COALA cucremy ca
KOHKPETHUM BpeAHOCTHMA. [InTama Cy OCMHUIIUBEHA TaKO J1a Cy CTYJCHTH YCMEPEHHU Ja
UCTIpaTe KOMIUIETAaH MpoIec Mu(poBama U JemudpoBama 3a CBaKH alroOpuTaM, Kao
na obpaTe makmby Ha crerupuaHocTd cBakor o aaroputama. Ox 2013/2014 mikosncke
rOJIMHE MUTama cy npedayeHa y copreepcku cuctem Moodle [82], Tako na crymeHTH
cazia 0JlIroBapajy Ha MUTamka HA payyHapy M OJMax I10 3aBpIIETKY BexOe 100ujajy 6poj
ocBojeHux moeHa. Y COALA cucremy cy yHampen KOH(PUTYpPHUCAHU CILICHApHUJU
U3BpIlIaBamka ajJrOpUTMa 32 CBaKM aITOPUTAaM U CBaKy OJl CHTYyallMja Koje ce mpare Ha
nabopaTtopujckuM BexOama, Ma je yBOJHHM €KpaH cHucTeMa mpuiaroheH morpebama

nabopaTtopujckux BexxOu (ciuka 7.1).

7.2. IIPBA JIABOPATOPHUJCKA BEJKBA

[IpBa nabopaTopujcka BexxOa ofHOCH ce Ha mpaheme n3BpiaBamba DESanroputma u
MPOBEPY MO3HABaka OBOT AJITOPUTMA O] CTpaHe cryacHaTa. JlabopaTopujcka BexOa ce
cactoju u3 Tpu gena: a) DES mmdposame, 6) DES mmdpoame ca mpomemeHuM
OpPUTHMHAIHUM OJIOKOM ToziaTaka 3a 1 out y ogHocy Ha mmdpoBame noxa a) u B) DES
nemmdpoBame. [Iutama Ha TPBOj 1abOpPaTOPH]jCKO] BEXKOM Cy IIpHKa3aHa Ha CIUIU 1.2.

[Tutama cy monesbeHa y TpH rpyrie U oJHOce ce Ha 3amatke 1, 2u 3 u3 npBe BexOe y
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Cruka 7.1.YBoguu ekpan COALA cucrema Ha 1abopaTopHjcKUM BesxOama

IMokpenyTn cumysaaTop u oxabpatu BexOy 1 —sadamax 1 (DESwugposarse). Onrosoputy Ha cieneha nurama:

1. (1m) Koja je xekcaaeunmaaHa BpeJHOCT MoaTKa Koju ce mudpyje?

2. (1m) Koja je xekcaennuMaiHa BpeJHOCT KJbyda KOjU Ce KOPUCTH 3a LIH(POBabe?

3. 6n) Cxumparn usrnen DESanropurma npuimikom nmdposama?

4. (3m) Ha ocHOBY BpeJHOCTH U3 CHMYJIaTOpa, HALPTATH U3riIex Tabiuue koja nepuunure PCloepmyrannjy?

5. (1m) Koja je xekcaaeunmaina speasoct Hakon PCliepmyranuje?

6. (2m) Koja je xexcamenumanta BpenHocT HakoH Left Shift Keyporauuje xipyda? 3a xomuko 6ura je U3BpIICHO MOMEPAbE U
3aITo?

7. (3m) Ha ocHOBY BpeHOCTH W3 CHMYJIAaTOpa, HAUPTATH U3riie] Tabnuie koja nepununie PC2nepmyranujy?

8. (ln) Koja je xexcagermmanaa BpeaHocT HakoH PC2nepmyrannje? lllTa npeacrasiba oBa BpeaHOCT?

9. (3m) Ha ocHOBY BpeHOCTH W3 CHMYJIATOPA, HALPTATH H3IJIe] TaOIHUIE KOja Je(UHHUIIC HHHULMjaTHy IIepMyTaLujy?
10. (lm) Koja je xekcaeunMainHa BpeJHOCT HAKOH MHUIIMjaJlHE epMyTaluje?

11. Gn) Cxuunparn nsriex jense urepauuje DESanropurma.

12. (3n) Ha ocHOBY BpeaHOCTH W3 CHMYJIATOpa, HAL[PTATH U3 Tabnuie koja aedunuine E nepmyrarmjy?

13. (lm) Koja je xekcanennmaiHa BpeHOCT HaKoH E nepmyranuje?

14. (lm) Koja je xexcageunmaina Bpensoct HakoH XOR onepannje ca kibydem urepanmje?

15. @) Koja je xexkcaaennmaiHa BpeJHOCT HAKOH cyncTuTyiuje? O0jacHUTH Kako je 1o0ujeHa 0Ba BPEIHOCT.

16. (3mr) Ha ocHOBY BpeHOCTH M3 CHMYJIaTOpPa, HALPTATH U3rJIe] Tabuuie Koja nepununie P nepmyranujy?

17. (lm) Koja je xexcagenunmaiaHa BpeIHOCT HakoH P nepmyranuje?

18. @) Koja je xexcaaennmaiaHa BpeIHOCT pe3yarar ¢yHkimje npse urepanuje? Kako je nobujeHa osa BpeaHocT?
19. (lm) Koja je xekcaaeunmasiHa BpeIHOCT HAKOH IIpBe UTepawuje?

20. (10m) HampaButu Tabeny Koja 3a CBaky MTEpalyjy INpUKa3yje XEKCaJCLMMAIHy BPEAHOCT K/byda HTEpaluje |
XEKCaJCLUMaIHy BPEJHOCT HAKOH M3BPIIaBaha HTCpaLHje.

Htepaunja Kibyu urepanuje BpeaHoct HakoH HTepaluje
21. (lm) Koja je xekcaeunmaina BpeqHocT HakoH 32-bit swap?

22. (Bm) Ha ocHOBY BpemHOCTH W3 CHMyJaTOpa, HALpTaTH H3rjIeq Tabiuuie Koja AeMHUIIC HHBEP3HY WHULHjATHY
nepMyTaLujy?

23. () Koja je xekcaaennMaiHa BpeIHOCT HAKOH HHBEP3HE HHUIMjaiHe nepmytanuje? [lta npencraBiba oBa BpeJHOCT?

IMokpenyTn cumysaaTop u oxabpatu BexOy 1 —sadamax 2 (DESwugposarse). Onrosoputy Ha creneha nurama:

24. (lm) Koja je xekcaennMaiHa BpeJHOCT MOJaTKa Koju ce mudpyje?

25. () Koja je xekcaaennmaiHa BpeIHOCT KJbyda KOjU Ce KOPUCTH 3a MIH(ppoBare?

26. 6n) 3a cBaky uTepauyjy yImOpeIHTH XCKCaACLMMalHy BPEIHOCT KJbyda MTEpALMje M XCKCAACHUMAIHY BPEAHOCT HAKOH
H3BpILIABaba UTEpaLyje ca BpeqHocTuMa y tabenu y nutawy 20.11Ta ce Moxke youutu?

27. (lm) Koja je xexcaaennmaiHa BpeIHOCT HAKOH MHBEP3HE HHUIMjatHe nepmyTtanuje? Illta mpencraBiba oBa BpeJHOCT?

28. (lm) 3a xomuko GHTa ce pa3NuKyje Kibyd M3 OBOT IPUMEpa Of KJbyda YIOTPEObEHOr ¥ IPETXOAHOM 3aaTKy?

29. (lm) 3a konuKo OuTa Ce pasiIuKyje Mopyka Koja ce mudpyje U3 OBOT IpUMepa O MOPYKe Koja ce muppoBaia y HpeTX0IHOM
3a1aTKy?

30. (Lm) 3a komuko OuTa ce pasuKyje mudpoBaHa MOPyKa U3 OBOT PUMEpa Of MH(POBAHE MOPYKE Y IMPETXOAHOM 331aTKy?
31. ) Kako ce Ha3uBa 110jaBa Koja ce MOXKe yOUUTH aHaJIM30M OJroBOpa Ha muTama 28, 29u 30?

IMokpenyTtn cumyaaTop u oxadbpatu Bex0y 1 —sadamax 3 (DESoewugposarse). OnroBopurn Ha ciezeha nuTama:

32. (Ln) Koja je xekcaerumaiHa BpeAHOCT MK(ppoBaHe MopyKe Koja ce aemudpyje?

33. (Ln) Koja je xexcazerumanHa BpeAHOCT KJbyda KOjH ¢€ KOPHUCTH 3a Jemn(ppoBarmbe?

34. (2n) ITo yemy ce pazmikyje DESanropuram npuirkom fenpoBama O alropuT™Ma IpriikoM mudposarma? 360r yera?
35. Bm) 3a cBaky uTepalujy yIOPEIUTH XSKCAJCLHUMAIHY BPEJHOCT KJbyda HTEpALUje W XeKCaleLUMalHy BPEIHOCT HAKOH
M3BpIIaBaba UTEpaLije ca BpeqHocTHMa y Tabenu y mutamy 20.11Ta ce Moxke youutu?

36. (2n) Koja je xexcajermanHa BpeAHOCT HAKOH HHBEP3HE nHuUIMjanHe nepmyrtanuje? lllta mpeacraBiba 0Ba BpeJHOCT?

Cnuka 7.2.TIutama Ha IIpBOj 1a00PaTOPHjCKOj BEXON
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COALA cucremy (cnuka 7.1),a oarosapajy cutryanujama a), 0) 1 B), pECIIEKTUBHO.

up npBor nena yabopaTtopujcke BexOE je Ja CTYIEHTH HCIpaTe H3BPIIABAHE
QITOPUTMA MPUIMKOM MIM(pOBama M0 HAJCUTHUjET JAeTasba, mparehu MPUTOM CBaKy
nojenuHayHy onepanyjy. CTyJeHTH Hajupe npate NpBy UTepalujy mudpoBama 1 UMajy
3a/laTaK Jia 3a CBaKy OIepalyjy yode ITa ce J100Hja Kao pe3yaTaT M Ha KOjU HAuuH je
Taj pe3yaTaT JoOUjeH OX YJa3HHUX BPEIHOCTH naTe omepanwuje. [lopen Tora mocroje u
NUTamka Koja MPOBEPaBajy KOHIIETITYaTHO MMO3HABAKE aJITOPUTMA O] CTpaHe CTyJeHaTa.
Ha xpajy oBor nema BexOe CTyleHTH MpaBe Tabeny y KO0joj IOINMyHaBajy KIbyd
uTepalyje U BpeIHOCT HAKOH UTEpaIlFje 3a CBE UTEpaAIlfje alfTOPUTMA U 3aTUM Oelieke

BpeaHOCT mudpoBaHoT O10Ka Mo1aTaKa.

Hpyru neo mabopaTropujcke BexOe CIyKH J1a oMoryhu cTyleHTHMa J1a youe edekar
naBune koj DES anroputma. Edekar maBuHe mnpencraBiba MOXKEBHO CBOJCTBO
KpUNTOrpadcKUX ajaropuTama, a mojapasyMeBa MPOMEHY IITO BHILE OMTa muppoBaHe
MOpYKE ca MPOMEHOM CaMO jeTHOT OMTa OpUTHHAIIHE MOPYKE WM KJby4a KopuurheHor
3a mudpoBame. Y OBOM JeIy BexOe CTYyICHTH Hajnpe Tpeba /a yode Ja je Kibyd
kopuitheH 3a mmdpoBame HACHTHYAH Kao y MPETXOTHOM ey BexOe, a 1a ce
OpUTHHAIHU OJIOK MojaTaka 3a mH(poBame pasiuKyje 3a TauHo 1 OMT y oJHOCY Ha
OpUTHHAIHU OJIOK MoJaTaka U3 MpBOT Jea BexOe. 3aTuM cTyleHTH Tpeba Ja ucrpare
10 MOCTYIaK mudpoBama U Ja yrnopeae KibyueBe UTepalije U BPEAHOCTH 100ujeHe
HAaKOH HWTEepalyje 3a CBE HMTEpallHje aJropuTMa ca BPEIHOCTHMA KOje Cy JOOWIH Y
npBOM ey Jsabopatopujcke BekOe. 3akspydak Tpeba na Oyae Ja cy KIJbY4YeBHU
uTepalrje UICHTUYHU y 00a Cilydaja, a 1a ce BPEAHOCTH HAKOH WUTEpaIfje pa3iuKyjy
CBE BHIIE ca cBakoM cienehoMm urepanujom na OM Ha Kpajy pasidka Ouia Ha OKO
MOJIOBUHE O] yKymHoOr Opoja Ourta. CtyaeHTH Tpeba Ja Mperno3Hajy Ja C€ OBaKBO

MOHAIIAKkE aJITOPUTMA Ha3KBa eekar JaBuHE.

Y 1pehem nmeny mabGoparopujcke BexOe CTyIAeHTH Tpeba aa HucIpaTe MOCTyHak
nemmdpoBama kox DES amropurma. Kao mmdpoBanu 0610k momaraka y3uma ce
BPEIHOCT KOja je n1oOujeHa Kao pe3ynraT mudpoBama y MpBOM Aeny JadopaTopHjcke
BekOe, a Kao KJby4 3a JemudpoBame y3uMma ce HUCTH KJbyd KOju je KopuumtheH 3a
mupoBame y MpBOM Jieny jJabopaTopujcke BexxOe. Ha Taj HaumH cTyneHTH MOTY 1a
Bepu(uKyjy 1a he anropuraM KOPEKTHO BpAaTUTH OPUTHHAIHU OJIOK IMOjaTaka Kajua ce

KOPUCTH 0/roBapajyhu Kby 3a aemmdpoBame. 3aTUM CTYJCHTH MOTY J1a aHATTU3UPajy
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IMokpeHyTn cuMmyJaTop u oxabpatu Bex0y 2 —zadamax 1 (AESuugpposarse). Onrosopuru Ha cneneha nurama:
. (1) Koja je xekcaaennmaiaHa BpeJHOCT MOaTKa Koju ce mudpyje?

. (1m) Koja je xekcaaennMaiHa BpeHOCT KJbyda KOjU Ce KOPUCTH 3a LIH(POBabe?

. (bmr) Cxumparu nsrnex AES anropurma npuimnkoM mmdposama?

. (1m) Koja je xekcaneunmaiaHa BpeJHOCT cTama HakoH mouetHor AddRoundKey?

. (2m) 360r yera ce uzspuiasa nouerno AddRoundKey?

. (2m) Kaxko ce u3spmasa AddRoundKeyonepauuja?

. (1m) Koja je xekcaaennmaiaHa BpeIHOCT CTamba HakoH SubstituteBytes npsoj urepamuju?

. (2m) Yemy ciyxu SubstituteBytesnepanuja?

. (2m) Kaxko ce u3Bpiasa SubstituteBytesneparmja?

10. (L) Koja je xexcaaennmaiHa BpeqHOCT cTama HakoH ShiftRowsy mpBoj urepaumju?

11. @u) Yemy cnyxu ShiftRowsonepauuja?

12. @u) Kaxko ce u3spuiasa ShiftRowsonepauuja?

13. (lm) Koja je xexkcaaennmainHa BpeqHOCT cTama HakoH MixColumnsy npsoj uteparmju?

14. (3n) Ha npumepy npBor 6ajra crama HakoH MixColumnsy npBoj uteparmju, 00jaCHHTH Kako Ce H3padyHaBa BPEIHOCT
cBakor Oajra crama HakoH MixColumns.

15. @n) Yemy ciyxu MixColumnsomnepauuja?

16. @n) Kako ce u3Bpuasa MixColumnsorneparmja?

17. (ln) Koja je xekcaaeunMaiHa BpeJHOCT KJby4a MpBe ureparuje?

18. @) Kaxko je nobujena Bpearoct peun W4 nponmpeHor kipyda?

19. @n) Kako cy nobujese Bpenuoctu peunr W5, W6, W7npommuperor kipy4da?

20. (3m) Kako ce u3BpIIaBa NpoLIKpUBaLE Kibyda?

21. (lm) Koja je xexcaaennmaiHa BpeIHOCT CTamba HAKOH MPBE UTeparmje?

22. (10m) HampaButu Tabeny Koja 3a CBaky MTEpalyjy INpUKa3yje XeKcaJCLMMAIHy BPEOHOCT KJbyda HTEpaluje |
XeKca/ICIIMMAaIIHy BPEJHOCT HAKOH M3BpIIIaBamba HTEpalLyje.

©CooO~NOOAWNPE

Hrepanmja Kiby4 urepanuje BpeaHocT HAKOH HTepaumje

IMokpeHyTH cuMyJaTop u oxabpatu Bex0y 2 —sadamax 2 (AESwugpposarse). Onrosopuru Ha crneaeha nurama:

23. (lm) Koja je xekcajennMaiHa BpeJHOCT MojiaTKa Koju ce mudpyje?

24. (1) Koja je xexcaaennMaiHa BpeIHOCT KJbyda KOjH Ce KOPUCTH 3a MIH(ppoBarbe?

25. 6m) 3a cBaky HTepalHjy YIOPEANTH XEKCAACLUMAIHY BPEAHOCT KJbyda MTEpALHje W XEKCaACLUMAHy BPEJIHOCT HAKOH
H3BpILIABaba UTEpaLije ca BpeqHOCTHMA Yy Tabenu y nuTamy 22.11Ta ce Moke youuTu?

26. (lm) 3a xomuKo GHTa Ce pa3NuKyje Kibyd M3 OBOT IIPUMEpa O KJbyda YIOTPEOIbEHOr ¥ IPETXOAHOM 3aaTKy?

27. (L) 3a konuKo OuTa Ce pasiuKyje Mopyka Koja ce mudpyje U3 OBOT IpUMepa O MOPYKe Koja ce muppoBaia y HpeTX0HOM
3a1aTKy?

28. (lm) 3a xomuko 6uTa ce pasnukyje muppoBaHa OpyKa U3 OBOT IpUMepa of H(pPOBaHE MOPYKE y MPETXOTHOM 3aJaTKy?
29. @) Kako ce Ha3uBa 11ojaBa Koja ce MOXKE YOUMTH aHaJIM30M O/roBOpa Ha nuTama 26, 27u 28?

IMokpeHyTn cuMyIaTop u oxabpatu BexOy 2 —sadamax 3 (AESdewughposarse). Onrosopuru Ha cinepeha nurarma:

30. (Ln) Koja je xekcaerumaiHa BpeAHOCT Mn(ppoBaHe MopyKe Koja ce aemudpyje?

31. (ln) Koja je xexcaeruMaiiHa BpEAHOCT Kibyda KOjH ce KOPHUCTH 3a IeinppoBarbe?

32. (2u) ITo yemy ce pazmikyje AES anropuram npuirkom fernpoBamba O alropuT™Ma IPHIMKOM mrdposamma? 360r yera?
33. ) [a 5 nocroju pasznuka nsmelhy AddRoundKeykon mudposama u kox gemmppopama? 3airo?

34. 2n) Koja je pasnuka usmelyy ShiftRowsu InverseShiftRowsnepauuja?

35. (2n) Koja je paznuka m3mely SubstituteBytes InverseSubstituteBytesiepauuja?

36. () Koja je pazmuka usmely MixColumnsu InverseMixColumnsmepauuja?

37. Bm) 3a cBaky uTepaljy yNOPEIUTH XCKCAJCLHUMAIHY BPEJHOCT KJbyda HTEpALUje W XEKCalCLUMalHy BPEAHOCT HAKOH
M3BpIIaBaba UTEpaLije ca BpeJHOCTHMA y Tabenu y muTamy 22.110Ta ce Moxke youutu?

38. () Koja je xekcanermmanna Hakon AddRoundKey neceroj urepauuju? lllta npencrasiba oBa BpeHOCT?

Cnuka 7.3.[lurama Ha npyroj 1abopaTopHjcKoj BexxOH

Ha KOjM HAYMH CE¢ KOJI CHMETPHYHOI aropuTMma Koju kopuctu Feistelctpykrypy, kao
mTo je ciydaj kog DES anroputma, uctu anropuram KOpHCTH M 3a mU(poOBame U 3a

nemudpoBame caMo ca MPUMEHEHIM KJby4eBUMa UTepalje y UHBEP3HOM pEeloCieny.

7.3. IPYT'A IABOPATOPUJCKA BEKXBA

Jlpyra nmaboparopujcka Bexx0a ogHOCH ce Ha mpahemwe u3BpiiaBama AES anropurma
U TIPOBEPY IMO3HaBamka OBOT aJrOpUTMa OJi CTpaHe cTyaeHara. Jlaboparopwujcka BexOa
Ce cacTtoju W3 TpHM JeNa, CIMYHO Kao W mpBa Jaboparopujcka Bexba: a) AES
mmdpoBame, 0) AES nmppoBame ca mpOMEHEHIM OPUTHHATHIM OJIOKOM TOZaTaka 3a

1 6ur y oaHocy Ha mmdpoBamwe 1o a) u B) AES nemmdpoame. [Iurama Ha 1pyroj
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nabopaTopujckoj BexOM cy mpukazana Ha ciuuu /.3. [lutama cy moaesbeHa y TpHU
rpyne u ogHoce ce Ha 3anatke 1, 2u 3 u3 apyre Bexbe y COALA cucremy (cimka 7.1),

a o/IroBapajy CHTyalnujama a), 0) u B), pECIIEKTHBHO.

[Muss mpBor gena nabopaTopHjcke BekOE je Ja CTYASHTH HCIpaTe HM3BpLIABAHE
alropuTMa MPUIMKOM MU(pOBamka 10 HAJCUTHHjET AeTajka, IpaTehu mpUTOM CBaky
nojeauHavYHy onepannjy. CTyIeHTH HajIpe mpaTe MpBY UTEpanujy mudpoBama U UMajy
3aJaTak Jja 3a CBaKy olepalnujy yode miTa ce AJo0Hja Kao pe3yiTaT U Ha KOju HA4YMH je
Taj pe3ynraT A00MjeH O]l yIa3HUX BpeAHOCTH nare omepanuje. Ilopen Tora moctoje u
NHUTamba Koja MPOBEPaBajy KOHIENTYATHO MO3HABAKE aITOPUTMA O CTpPaHE CTy/eHaTa.
Ha kpajy oBor gema BexOe CTyIeHTH MpaBe Tabeny y KO0joj MONymaBajy Kibyd
UTepalrje U BPeIHOCT HAKOH UTepallyje 3a CBe UTepalnje aJropuTMa u 3aTuM Oenexe

BPEIHOCT MU(POBAHOT OJIOKA MOIaTaKa.

Jpyru neo nabopatopujcke BexOe cayxH Ja oMoryhu cryieHTuMa jaa youe edekar
naBuHe Koa AESanroputma. Y oBoM ey BexxOe CTyeHTH Hajipe Tpeda a youe Ja je
KJbyd KopuimheH 3a mu(poBame UACHTUYAH Ka0o Yy MPETXOJHOM ey BexOe, a aa ce
OpUTMHATHU OJIOK ToJaTaka 3a MmMU(pPOBame pasliuKyje 3a TayHo 1 OWT y ogHOCY Ha
OpUTHHAIHU OJIOK MOJaTaka U3 MpBOT Jeia BexOe. 3aTuM CTyAeHTH Tpeba Ja ucrpare
10 MOCTYMaK mudpoBama U a yrnopeae KibyueBe UTepalije U BPEAHOCTH 100ujeHe
HAaKOH WTEpaluje 3a CBE UTepalyje aJIropuTMa ca BpPEJAHOCTHMA Koje Cy A0OMIN y
npBOM ey Jsabopatopujcke BekOe. 3akipydak Tpeba na Oyae Ja cy KIJbY4YeBH
uTepalyje WASHTUYHN y o0a ciy4aja, a a c€ BPEIHOCTH HAKOH HUTEpaIfje pas3iiuKyjy
CBE BHIIE ca cBakoM cienehoMm urepanujom na OM Ha Kpajy pasidka Ouia Ha OKO
NOJIOBUHE OJ YKymHOr Opoja Ourta. CTymeHTH Tpeba Ja NpEno3Hajy Ja ce OBAaKBO

MOHAIIAKkE aJITOPUTMA Ha3KBa eekar JaBuHE.

Y 1pehem neny maGopatopujcke BexOe cTyaeHTH Tpeba [a HcIpaTre MOCTyHaK
nemmdpoBama kon AES amropurma. Kao mmdpoBanu 0610k momaraka y3uma ce
BPEIHOCT KOja je MoOujeHa Kao pe3yaTaT mudpoBama y IPBOM Iy Ja00paTOpHjCKe
BexOe, a Kao KJby4 3a JaemudpoBame y3uma ce HUCTH KJbyd KoOju je KopuumtheH 3a
mmdpoBame y mpBoM ey jJabopatopujcke BexxOe. Ha Taj HaUMH CTyneHTH MOTy Ja
Bepu(uKyjy na he anropuraM KOPEKTHO BpAaTUTH OPUTHHAIHU OJIOK IMOjaTaka Kajua ce
KOPHUCTHU OAroBapajyhu Kibyd 3a Aemmu@poBame. 3aTUM CTYICHTH MOTY Jia aHAJTU3UPa]y

Ha KOji HauWH Ce KOJ CUMETPUYHOT arOpuTMa KOju He Kopuctu Feistelctpykrypy,
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IMokpenyTn cumyJatop u onadparu Bexoy 3 —sadamax 1 (RSA)Onrosoputy Ha cieneha nurama:

1. (bmr) HabpojaTtu kopake 3a reHepucame napa kipydesa kox RSAanroputma?

2. (1m) Ha xoju HaunH ce OUpajy BpeJHOCTH 3a P 1 ?

3. (2n) Onabparu Bpexsoctn 199u 1633a p u g, pecnekrusHo. Koja je BpetHOCT 3a N 1 KaKo je 100ujeHa?

4. (2m) Konnka Moke GUTH BpEeAHOCT mOpyKe Koja ce mmdpyje momohy RSAanropurma y onsocy Ha N? Koja je makcumanHa
BPEAHOCT MOPYKE y OBOM CIIy4ajy?

5. (Bm) Koja je Bpeanoct @(n)? Kako je nobujeHa osa Bpeanoct? Llta npejcrasiba oBa BpeqHOCT?

6. (1m) ITo KoM mpaBwTy je oapeleH CKyI MOTCHIMjTHUX BPEAHOCTH 3a €7

7. (2m) Onabparu Bpeguoct 212533a e. Koju je ckyn moryhux Bpearoctu 3a d? Kaxo je 100ujeH 0Baj CKyIl BpeAHOCTH?

8. (2n) Koja je Bpegnocrt jaBHor kiby4a? Kako je 1o0ujeHa oBa BpeAHOCT?

9. (2im) Koja je Bpeanoct npusaTHOT Kiby4a? Kako je mo0ujeHa oBa BpeqHOCT?

10. @n) Cxuumpatu Kako ce 100HjeHH nap KJbyueBa MOXKE KOPHCTUTH 338 OCTBAPUBAELE TaJHOCTH?

11. @u) Koja mmdposana Bpeguoct ce 1obuja, mudposamem opuruHaine speasoctd 10?Kaxko je nodujena oBa BpeaHocT?
12. @n) Y cumynmatopy je mpHkasaHa ymoTpeba anropuTMa CKCIOHCHTHM3alHje, KOju Ha e(UKacaH HAYMH BpIIH
excrioHeHTH3anHjy. O6jacHUTH QYHKIHOHUCAE OBOT AITOPUTMA Ha IIpUMepy Mu(poBama opuraHaigne Bpeqaocty 10.

13. @u) Koja opurunansa BpeaHocT ce 106uja, nemmdpoamem mmdposane Bpeasoctd 861?Kako je nobujena oBa BpeaHocT?
14. (4n) CxunupaTy Kako ce JOOMjeHH Iap KJby4eBa MOKEe KOPHCTHTH 32 OCTBAPUBAE ayTCHTHKALHje?

IMokpenyTn cumysatop u onadparu Bex0y 3 —sadamax 2 (Diffie Hellman) Oxrosopuru Ha cieneha nurama:

15. (lm) Ha xoju HauuH ce xox Diffie Hellmananropurma 6upa q?

16. (lm) Oma6patu Bpeanoct 9973a (. Ha koju HauuH ce Gupa a?

17. @Bu) Llta 3Hauu ja je o npocT KopeH 3a g?

18. @n) Ha xoju HaumH TabGena Koja je MpHKa3aHa IMOMaXke Ja yTBPAMMO KOjU Cy CBe mpocTd kopeHu 3a 9977? Omabparu
BpenHoct 9683a a.

19. (lm) U3 kor ckyna BpegHocT KopucHuim A u B Mory onabpatu cBoje Tajue BpeaHocTd Xa u Xg?

20. @) Ona6paru Bpexnoct 6603a Xa. Koja je Bpensoct 3a Ya? Kako je nobujena osa BpeaHocT?

21. @n) Ona6paru Bpenuoct 8563a Xg. Koja je Bpeanoct 3a Yg? Kako je nobujeHa opa BpeaHoCT?

22. () Koja je 3ajenHnyka TajHa BpeAHOCT KOjy A00uja kopucHuk A? Kako je 1o6ujeHa oBa BpeqHOCT?

23. ) Koja je 3ajennnuka tajHa BpeAHOCT KOjy nobuja kopucHuk B?Kaxko je nobujena oBa BpenHocT?

24. (4n) lokasatu na xopucHui A u B yBek nobwujajy HCTy 3ajefHHUKY TajHy BPEOHOCT, MAaKO je padyHajy Ha Pa3IM4UTe
Ha4yuHe?

25. (lm) lllTa HEnocTaje 0BOM anroputMy aa Ou ce usberna npeTma o man-in-the-middleranaga?

26. (lm) Jla i1 ce OBaj anropuTaM MOXKE KOPHCTHTH 3a mu(ppoBame?

Cnuka 7.4.Tlutama Ha Tpehoj 1abopaTopujckoj BexOn

Kao 1ITO je cinydaj kox AESanroputma, pa3nuuuTi aaropuTMH KOPUCTE 3a IHPPOBaHkE
U 3a gemudpoBamke NMPH 4YEMy CE€ KJbYYCBH HTEpaluje TPUMEHY]y Y HHBEP3HOM
penocneny. Ctynentn 6u TpebGanu aa yode aa je kox AES anropurma nemmudpoame

3Ha4YajHO Mame e(pUKacCHO HEro MupoBame.

7.4. TPERA JJABOPATOPUJCKA BEXBA

Tpeha naboparopujcka BexxOa onHOcH ce Ha npaheme m3BpiraBatba RSA u Diffie-
Hellman anropurama u npoBepy No3HaBama OBHX alTOpHTama O] CTPaHE CTyJeHara.
Jlaboparopujcka Bexba ce cactoju u3 asa gena: a) RSAanropuram u 0) Diffie-Hellman
anroputaM. [Tutama Ha Tpehoj nabopartopujckoj BexOU cy mpukazaHa Ha ciuuu 7.4,
[MuTtama cy mopesbeHa y JBe Ipyle U OJHOCE ce Ha 3ajgarke 1 u 2 u3 Tpehe BexOe y

COALA cucremy (cmuka 7.1),a oarosapajy cuTyaijama a) u 0), peClIeKTHBHO.

[usp mpBor nena nabopaTtopujcke BexOe je 1a CTYIEHTH HCHpaTe LEeIOKYyIaH
MOCTYIIaK TeHepHucama Iapa KJbydeBa, ImudpoBama u jaemudpoBama kog RSA
anroputMma. CTyeHTH Hajupe Tpeba Ja MOKaxy Ja Cy TEOPU]CKH HAYYHIIH aJlrOpUTaM
KpO3 KOHIIETITyalHa MMUTamba O anroputMy. HakoH Tora CTyAaeHTH mpojase Hajupe Kpo3

IIOCTyNAaK FeHepucama napa KjbydeBa ca KOHKPETHUM BpenHocTHMa. Mako BpeaHocTH
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KOje ce KOPHCTE HUCY pela BeIMYMHA KOje Ce KOPUCTE y PEallHUM NpuMeHama (1o
HEKOJIMKO CTOTHHA JeHUMaTHuX Ludapa umajy OpojeBH Yy peaJlHuM IpHMeHama
ITOPUTMA), MIaK Cy ojgabpaHe BPEIHOCTH JOBOJHHE Ja JEMOHCTPHPA]y CBE OUTHE
JeTajbe anroputMma. Y IOCTYNKY TeHepHcama KJbydeBa CTYIACHTH MMajy MPHIUKY Ja
BUJIC Y CBaKoj (pa3u Koje cy TO KOHKpETHE BPEIHOCTH KOje HCIyHaBajy NeQUHHCAHE
ycioBe mpeMa anroputMy. [Ipunukom mocrynka mugpoBama U JemudpoBama e ce
jaBJbajy M3pa3W ca EKCIMOHEHTHMMA IO MOJYJy ca KOpHIINEHWM BEIMKHM OpojeBUMa
JIEMOHCTPHPAH j€ aJToOpuTaM 3a Op3y €KCIIOHCHTH3AIM]y KOjH je 00jalllmheH CTyIeHTHMA
Ha yacoBuMa. CTylaeHTH uMajy MOryhHOCT fJa ucmpaTe JeTajbe H3BpIIaBamkba OBOT
QITOPUTMA KOpaK MO KOpaK M Jia youe Ha KOjU HaYMH BPEIHOCT EKCIOHEHTa yTUYe Ha

e(hUKaCHOCT M3pavdyHaBama.

Jpyru peo mabopaTopHjcke BekOe CIOyXM Ja CTYyISHTH HCOpaTe MOCTYIaK
usBpmaBama Diffie-Hellman anropurma 3a curypHy pasmeHy 3ajeHHYKE TajHE
BpeaHoctu. M oBnme moctoju onpeheHu Opoj muTama KOJH TPOBEpaBajy Aa JU CY
CTYICHTH HAYYWIH KOHIENTe anroputMma. HakoH Tora cTymeHTH MOry Ja mpohy Kpo3
YHUTaB MOCTYIAK U3BpIIaBamka ATOPUTMA ca KOHKPETHUM Ipumepuma (kao u koq RSA
U OBJIC BPEIHOCTH HHUCY peaTHHMX AMMeH3Hja u3 mctux pasiora). Kox Diffie-Hellman
aJropUTMa CTYJICHTH HajIIpe BUJIC HAa KOJU HAaYWH ce OMpajy TJI00ATHA jaBHU €JIEMEHTH.
BusyenHo je mpukazaHO Kako Ce MOTY OJPEIUTH MPOCTH KOPEHH HEKOr OJadpaHor
npoctor Opoja. 3aTUM CTYIEHTH TEHEpUIly TajHE BPEAHOCTH 3a CBAaKOI O] JBa
y4eCHHMKa Y KOMYHHMKAIIMjH, yOUaBajy Ha KOjU HAUYMH Cy Ha OCHOBY TajHUX BPEIHOCTH
TCHEepHCaHEe jaBHE BPEIHOCTH W KaKO CBAaKM KOPHCHUK caM 3a cebe u3padyHaBa
3ajeMHUYKy TajHy BpeaHocT. C o03upoM ga ce W OBAC KOPUCTE H3pa3u ca
eKCIIOHEHTHMa 110 MOAYJIY U OBJE je TMpHUKa3aH paja ainroputmMa 3a Op3y

€KCIIOHEHTH3AIIH]y.

7.5.HAYMH HCIIUTUBAIbA HA JIABOPATOPNJCKHUM
BEKBAMA

[IpBe aBe roguHe Kopumhema cUCTEMa Ha Ja0OPaTOPHUjCKUM BeKOaMa CTYJEHTH Cy

umaiu Ha pacnojarary COALA cucteM Ha padyHapy y jgabopartopuju u nutama y pdf
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Koja je heksadecimalna vrednost rezultat funkcije prve iteracije?

Odgovor:

Cnuka 7.5. [Ipumep muTama rae CTyleHT Tpeba Ja yNuIe OAIOBOP Y EJIEKTPOHCKOM CHCTEMY 3a

HCIIUTUBAKC

dopmary. Y nabopatopuju je O6mo 3abpamen npuctyn WMuTepHeTy M oHemoryheHo
xopumrhewe OWII0 KaKBUX Marepujaia (HM eJeKTPOHCKHMX HHU InTammanux). CTymeHTH
HHUCY yHampes noOujanu nuTama 3a jJadopaTopujcky BexOy. CTyleHTH cy Ha NMUTamba
OJIrOBapajIii Ha Manupy ¥ HAKOH OJpXKaBama BekO0e HHUXOBH PAlOBH Cy OLCHUBAHU H

pe3yaTaTH cKaJupaHu Ha Opoj MoeHa Koju je oapeheH 3a cBaky BexOy.

VY 1pehoj rogunn kopumhema cuctemMa Ha 1abOpaTOPHjCKUM BexOama CBe je 0CTallo
UCTO ILITO Ce TUYE U3BOhema 1a00paTOPHjCKUX BEXOM, OCUM IITO Cy NMUTama IpedaueHa
y CIEKTPOHCKM cucreM 3a wucnutHBatbe Moodle Crpykrypa uW  1uJbeBH
71a00paTOPUjCKUX BEXKOM, KA0 M TOjeIMHHUX JIEJI0BA CBAKE O] JJa0OPaTOPHjCKUX BEKOU
cy octranu uctH. [lutama cy npuiarohena moryhHocTuMa KopumiheHOT eIeKTPOHCKOT
crcTeMa 3a UCIIUTHBAE, alli Ce HUje M3ryOmIa CyITHHA OBHUX MUTamkba, MaJia je 3a HeKa
nuTamka Mopaja na Oyae mpomemeHa ¢opma. YBOhEHmeM eNeKTPOHCKOT CHUCTEMa 3a
HCIINTHBAKE CMAbEHO j€ BPEME KOje Cy CTYACHTH TPOLIMIIM 33 OJIrOBapame Ha MUTAmba,
yiMe je moBehaHo Bpeme Koje CTYyJSHTH MOTYy Ja MOCBETe MaxJbHUBOM Ipahemy
u3BpIIaBama anropurama. KopumrhemeMm eneKTpOHCKOr CHCTeMa 3a HUCIHUTUBAmba
CTYJICHTH TPEHYTHO N00Hjajy pe3yaTaTe J1abopaToOpHjCKe BEXOE YUM Tpenajy CBOje
OJIrOBODE.

Bpcre murtama koje cy kopumheHe y eNeKTPOHCKOM CHCTEMY 3a HCIIUTHBAIE Cy

cnenehe: muTama 1€ CTyIEHT Tpeda Jla yruiie OAroBOp, MUTamka ca BUIIE MOHYhEHHX

OATOBOpA, MUTAKkA Ca YIIAPpUBAKLCM U ITUTAKA €A OATOBOPOM TAYHO WJIM HCTAYHO.

[Mutama rme crymeHT Tpeba ma ymumme oxaroBop (cimka 7.5) cy kopumihena y
CHTyallMjaMa I/Ie CTYIEHTH NpwiIMKoM mpahema pama anroputma Tpeba aa O4YHTajy
Heky BpenHocT n3 COALA cucrema, Kao M y KOHLENTYaIHHM NUTakbUMa TOe ce
0JIrOBOp MOXke (opMysIHcaTH y BTy Opoja.

Kox nurama ca Buile nmoHyheHux oaroBopa kopumiheHe Cy JBe BapHjaHTe: IIe ce
oupa camo jeman oarosop (ciuka 7.6a) m rae ce OMpa jemaH WM BHINE MOHYheHHX

oarosopa (cnuka 7.60). OBa rpyma nurama KopuiheHa je Hajuernihe 3a cutyamnuje Kaaa
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Neki od parametara DES algoritma imaju sledece vrednosti:

|zaberite jedan odgovor:

a. Blok: 64 bita, klju¢: 64 bita, broj iteracija:
b. Blok: 56 bita, klju¢: 56 bita, broj iteracija:
c. Blok: 64 bita, kljuc: 56 bita, broj iteracija:
d. Blok: 64 bita, klju¢: 56 bita, broj iteracija:

16.
16.
16.
10.

a)

Za svaku iteraciju uporediti heksadecimalnu vrednost kljuca iteracije i heksadecimalnu vrednost nakon izvrsavanja iteracije u Zadatku 2 sa vrednostima iz

Zadatka 1. Sta se moze uogiti?

|zaberite jedan ili viSe odgovora:

[0 a. Vrednosti nakon prve iteracije su identicne.

' b. Vrednosti nakon desete iteracije se razlikuju za 61 bit.
O ¢. Vrednosti nakon druge iteracije se razlikuju za 57 bita.

[0 d. Vrednosti nakon prve iteracije se razlikuju za 14 bita.

[0 e. Vrednost nakon desete iteracije u Zadatku 1 je ista kao vrednost nakon prve iteracije u Zadatku 2.

O

5 i. Vrednosti nakon desete iteracije su identi¢ne.

f. Klju€evi iteracije su identi¢ni u svim iteracijama.

g. Vrednosti nakon druge iteracije su identi¢ne.

! h. Kljucevi iteracije su identicni u svim iteracijama, ali su primenjeni u inverznom redosledu.

"I j. Vrednost nakon prve iteracije u Zadatku 1 je ista kao vrednost nakon poslednje iteracije u Zadatku 2.

I k. Vrednost nakon druge iteracije u Zadatku 1 je ista kao vrednost nakon poslednje iteracije u Zadatku 2.

1. Kljucevi iteracija su razli¢iti u svim iteracijama.

6)

Cnuka 7.6.[Ipumepn nurama ca Bulle MOHyHEeHUX OArOBOpa y EJIEKTPOHCKOM CUCTEMY 32 UCIIMTHBAE

U prethednom primeru koriscenja algontma za brzu eksponentizacyu za Sifrovanje dobijaju se sledeci medurezuliati

9. iteracija:
13. iteracija
14. iteracija
0. iteracija:
7. iteracija:
11. iteracija
5. teracija:
1. iteracija:
8. iteracija:
12. iteracija
6. iteracija:
2. fteracija:
3. teracija:
4. iteracija

10. iteracija

lzaberi

Izaberi.

Izaberi.

Izaberi.

Izaberi.

lzaberi

lzaberi

lzaberi

Izaberi.

Izaberi.

Izaberi.

lzaberi

lzaberi

lzaberi

lzaberi

[=]

B B OEE EOE E EOEOEEEE]

Cnuka 7.7.TIpuMep nuTama ca ynapuBameM Y IEKTPOHCKOM CHCTEMY 33 HCITUTHBAHE
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Kada posiljaoc sifruje poruku svojim privatnim kljuéem, tada svaki primaoc koji poseduje javni klju¢ posiljaoca, moze da je desifruje i na
taj nacin bude siguran da je poruka stigla upravo od posiljaoca. Na ovaj nacin obezbedema je autentikacija.

|zaberite jedan:
Tagno

Netaéno

Cnuka 7.8.HpI/IM€p nuTama ca OAroBOpoM Ta4vHO UM HETAYHO Y CJICKTPOHCKOM CUCTEMY 3a UCIIMTUBALEC

je moTrpebHO 00jacCHUTH Kako (PYHKIIMOHHUIIE HEKa Olepalyja y aJrOpuTMy, Kako je

no0MjeHa HeKa BPEIHOCT U 3a MPOBEPY MO3HABaka KOHIIENATa IrOPUTaMa.

[Turama ca ymapuBameM (ciuka 7.7)cy MOroaHa Kao 3aMeHa 3a MuTamba KO KOjuX je
Ha manupy Tpedano mpaBuUTH Tabeay y3 MOMOh Koje ce MpaTho TOK M3BpIIaBama HEKOT

O]l UTEPATUBHUX AITOpUTaMa Kpo3 UTepaluje.

[Tutama ca 0ArOBOPOM TadyHO WK HeTauHo (ciamka 7.8) kopumihieHa Cy ja 3aMeHe
nuTama y KOjuMa Ce Ha Manupy TPAXKWIO OJ CTyJeHaTa Ja JOHECY HEKH 3aKJby4dak.
buno 6u Gosbe 5a cy oBakBa MHUTama Mora Ja Oyay HampaB/beHa TaKO Ja CTYISHTHU
CaMHM HWCHHINY 3aKJby4Ke, ald OM TO Hapymmiao (opMy OIroBapama Ha IHTamba
KOpHUIThemheM eJIEKTPOHCKOT CHCTEeMa 3a MCIUTHBAKE, jep OW Taja Ta MUTama Mopalia
na Oyny mperiiefiana oji crpane HactaBHuka. Ca npyre cTpaHe KOpUIINemeM OBOT THUTIA
NUTamka CTYIEHTH MOpajy JAa NpEeno3Hajy Ja JU TBpAMmA KOjy MPOUYUTajy OAroBapa

IbUXOBOM 3aKJbYUKY.
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8. EBAJIYAIIMJA COALA
CUCTEMA

Y oBom mornaBspy Ouhe ommcana eBamyaruja COALA cucrema ca acmekra
e(pUKaCHOCTH MPUWIMKOM IPUMEHE Ha Kypcy 3allTHTa rojaTaka Ha EIeKTpoTeXHHUYKOM
daxynrery y beorpany. Cucrem ce KOPHCTH y HACTaBH y MPETXOIHE TPH IIKOJICKE
roguae (yBemeH je y HactaBy 2011/2012.mkosncke romuHe). AHanm3za pesysirarta
Kopuithewma cucreMa mojesbeHa je Ha TpH nena. [IpBu neo oOyxBara aHanu3y edekara
yBohema crcTeMa y HacTaBy MpBE IIKOJCKEe roguHe Kopumihema cucrema. [pyru meo
aHaTM3upa Hanpeaak y Kopuinhemy u3Mel)y npBe u Apyre MIKOJICKE TOAWHE y KOjuMa je
cucreM 0uo xopuithen. Tpehu neo ananmuse npencTaBba aHATU3y YTHUCKA CTy/EHATa O

Kopuihewmy cucTeMa Kpo3 YIUTHUK KOJU Cy MOMYHaBajl.

8.1. EOEKTHU YBOBEIA COALA CUCTEMA Y HACTABY

Ha Enextporexnuukom akynrery y beorpany na Behunu npeamerta, ma Tako u Ha
npeaMery 3alTuTa MojiaTaka, CTyIACHTH ce OLekY]y HE3aBUCHO Y OJIHOCY Ha JIpyre Ha
OCHOBY MPOIIEHTA IrpajuBa Koje cy caBnaaanu. Omene ce popmupajy Ha cienehu HaumH:
mambe 011 51% orieHa 5 (cTyaeHT HuUje monokuo ucnut), oa 51% mo 60% onena 6, ox
61% no 70%omena 7,o0n 71% o 80%ouena 8, ox 81% 1o 90%onena 9 u on 91% o
100% onena 10. Kaga je COALA cucrem yBeleH y HacTaBy Ha MpeAMETy 3allTHUTa
nojaTraka, OJJy4eHO je aa jabopaTopHjcke BexkOe Ha KOjUMa ce KOPUCTH HOCE
onpeheHn mpoleHaT MoeHa KOju yhasu y (opmupame (UHAIHE OICHE Ha HCIUTY.
Cgaka nabopaTopujcka BexkOa HOCH IO S 1MoeHa, MTo y yKyImHoM 30upy aaje 15%ornene
Ha ucnuty. OBa YMHCHUIIA MOTHBHIIE CTYACHTE J1a MaKo JabopaTopHjcke BexOe HHUCY
obaBe3He Mmak oanyde na ux moxahajy. Ocum mTo Mory aa 3apane oapehenu Opoj
MmoeHa Ha J1abopaTopHjCKUM BekOama, oBe BexOe MM Takohe momaxy na ce 0osbe

puIpemMe 3a KOJIOKBUjyME U UCIIUT.

Uumenunnia aa mocToje JBE TpyIe CTyAeHaTa Koje MMajy MOryhHOCT nma ciymajy
npeamer 3amrruta nogaraka (OC CHU u MC PTU) omoryhuna je na ce eduracHOCT
yBol)era HOBOI' CHCTEMa y HACTaBy M3MEpPH U YNOPEAM ca CUTYAIHjOM KajJa CHCTEM

HUje yBeneH y HactaBy. Maxko cy crynentu u3 MC PTU rpyne ronuny gana crapuju ox
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TaGena 8.1.bpoj nonarama Ha HCIIUTY Y TOKY IIKOJICKE FOAWHE U OpOj Mojarama y MpBOM UCIIUTHOM
POKY y HIKOJICKO] TOANHH

23 (23) 26 (20) 38 (32) 28 (13) 45 (24)

- 29 (17) 20 (13) 28 (14) 28 (9)

cryaenata u3 OC CH rpyrme, oBa UYnieHUIIA HE YTHYE Ha Pe3yiITaTe Mepema, C 003UpoM
na cy obe rpyme CTyAeHaTa Ha UCTOM HHMBOY IPETXOJHOT 3Hama U3 0biacTu 3alTure
nojaraka (0e3 mpeTXoIHOT 3Hamka) U caMuM TUM yde ucto rpaguBo. COALA cucrem je
yBeneH y HactaBy 3a OC CU rpyny crymenata 2011/2012 mmkosncke roause, 0K 3a
rpyny crynenara MC PTU nuje yBenen y HactaBy. Kako Ou ce nu3amepuia epuKacHOCT
yBoelba HOBOI' CHCTEMa y HACcTaBy MEPEHO je M TMPOLEAYPATHO M KOHIIETITYyaTHO
3HamE, Kako je TO ommcaHo y cekmuju 2. IlpomemypalHO 3HamE jeé MEpPEeHO Ha
7a00paTOpUjCKUM BekOama, JIOK j€ KOHIICNTYajJHO 3Hamke IIPOBEpaBaHO Ha
KOJIOKBH]YMHUMa, OJHOCHO HCIIMTY. 32 MEPEHE CTEUCHOT 3Hama KOpHUIIheHa je MeToja

TeCT HaKOH Kopuiihema (eHri. post-test method).

Tabena 8.1 mpukaszyje Opoj cTyaeHaTa KOjU Cy IMoOjarajd HCHUT W3 3allITUTe
nojaraka 3a obe rpymne CTyAeHaTa U 3a IIKOJICKE TOJMHE O] Kajia ce MpeIMeT APKU Ha
TOj TPYNHU CTy/AEHAaTa 0 IIKOJCKE T'OJMHE y KOjOj je CUCTeM yBEIEH Ha MpeaMET 3a
rpynnty OC CH. bpoj y 3arpaau o3HauaBa KOJUKO CTyJ€HATa je Mojarajio MmpeaMeT y

MPBOM UCIUTHOM POKY y LIIKOJICKO] TOJIUHHU.

Hekonmuko HyMepwykux HWHIUKaTopa je omabpaHo Kako OW ce KBaHTHU(HHUKOBAO
edexat yBohema COALA cuctema y HactaBy. T HHIUKATOPH CY. MPOIEHAT YCIICITHUX
nojiaramba HUCIUTA Yy TOKY YHUTABC IIKOJICKC I'OAWHE, NPOCCYHA OLCHA MOCTHUIHYTa Ha
HUCIIUTY Y TOKY YHUTABC INKOJICKC T'OAHWHC, MPOLCHAT YCIICIIHUX IOJiaramba HUCIHTaA Y
NIPBOM UCIIMTHOM POKY Y IIKOJICKO] TOJAMHH, IPOCEYHA OlleHa TIOCTUTHYTA HA UCIHUTY Y

MPBOM UCIUTHOM POKY y LIIKOJICKO] TOJIUHHU.

[IporieHaT ycHenrHuX IoJlarama HMCIHTa Y TOKY YHTaBe INKOJCKE TrofuHe (Taderna
8.2) npukasyje KOHCTaHTaH maj 3a o0e rpyme cryaeHara cse g0 2011/2012 mkoscke
rogune kana je COALA cuctem yBezeH y HactaBy 3a cryaente OC CHU rpyne. Tana 3a

rpyny OC CU oBaj mapamerap 6enexu nosehame, 1ok ce 3a rpyny MC PTU nag na—
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Tabena 8.2.HpoueHaT YCHCHIHUX IMOJIararba UCHUTA Yy TOKY YUTAaBC IIKOJICKE TOANHE

2007/2008.  2008/2009. 2009/2010. 2010/2011. 2011/2012.

85.19

62.5

- 88.9 76.92 77.42 63.3

TaGena 8.3.IIpoceuHa olieHa TOCTUTHYTA HA UCTIUTY Y TOKY YHTABE IIKOJICKE TOJIMHE

2007/2008.  2008/2009. 2009/2010. 2010/2011. 2011/2012.

TaGena 8.4.IIponeHaT ycnemHux nojaramka UCIIMTa y NPBOM UCIIUTHOM POKY Y IIKOJICKOj FOJMHU

2007/2008.  2008/2009. 2009/2010. 2010/2011. 2011/2012.

81.25

100

- 94.13 69.23 85.71 66.7

CTaBJba U OaJbE.

[TpoceuHa olleHa MOCTUTHYTAa Ha MCIHMTY y TOKY YMTaBe HIKOJCKE rofauHe (Tadena
8.3) npuka3zyje KoHCTaHTaH maja 3a o0e rpyme cryaeHara cse 10 2011/2012 mkoncke
roqune kana je COALA cucreMm yBeneH y Hacray 3a cryaenre OC CU rpyme. Tana 3a
rpyny OC CH oBaj mapameTap MoYum-€ Ja ce onopansba, 10k ce 3a rpyny MC PTHU man

HacTaBJba U JaJbE.

[IporieHar ycrmemHUX IMoJjlaraka WCIHUTAa Y MPBOM HMCIUTHOM POKY Y MIKOJICKO]
roguan (taberma 8.4) mpukasyje KOHCTAHTHO BHCOKY BpeaHocT 3a OC CU rpymy
cTyneHata W oBaj TpeHA ce HacTaBba u y 2011/2012.mkoickoj roguHu Kajaa je
COALA cucrem yBeineH y HactaBy 3a oBy rpymy cryaeHata (91.7/100). Osaj
mapamerap 3a MC PTU rpyny cTyneHnara uma HEmpeaBUANB TPEH TOKOM TOJMHA, KOJH

je HactaBibeH 1 'y 2011/201211K0ICKOj TOUHH.

[Ipoceuyna oreHa MOCTUTHYTa HAa WCIOUTY y MPBOM HCIMTHOM POKY Y UIKOJICKO]

roaunu (Tabena 8.5) mpukasyje KOHCTAHTHO BUCOKY BPEIHOCT 3a 00€ TpyIie CTyaeHara
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TaGena 8.5.1IpoceuHa onieHa MOCTUTHYTa Ha UCIIUTY Y IIPBOM MCIMTHOM POKY Yy HIKOJICKO] TOJUHU

8.57 7.95 7.31 7.85 7.75

- 9.06 7.31 7.57 7.78

Yy CBUM HIKOJICKHUM IoavHaMa.

Ananu3a nokasyje ma cy 3a cryaeHte OC CH rpyne koju ¢y UMaid MPUIUKY Ja
kopucte COALA cuctem npBa jJBa mapaMmeTrpa rnokasaia pact, JOK Cy KOJ JIpyre rpyre
cryaenata MC PTU koju HUCY KOPUCTUIIM CHCTEM OBH IapaMeTpH MOKa3aJli HAaCTaBaK
HEraTUBHOI TpeHJa. Jla OM ce yCTaHOBWIIM PA3JIo3U 3a NMPETXOJHO HACcTald HeraTUBaH
TPEHJ OBHMX [apaMeTapa Mopajga OM ce HampaBUTH IIOceOHAa aHaluM3a MHOIMX
pa3nuuuTUX (haKTopa KOju HHUCY y IOMEHY OBE JucepTanuje. BaxkHo je HamoMeHyTH Ja
TOKOM aHaJIM3UPAHOT BPEMEHCKOT Mepro/ia HUje OUIIo Apyrux MpoMeHa Ha Kypcy, OCUM
yBohemra COALA cucrema 3a OC CU rpymy cryaenata (MCTH HAaCTaBHMIIA, HCTO
rpajvBO M WCTH HAa4YMH WUCIUTHBama cBake ronune). OBakaB pe3yiTaT MPHIHKOM
yBohema cuctema y HacTaBy je 00JbM HEro IITO jé OYEKUBAHO, jep ce OUeKHBaIO 1a he
yBohewe cucteMa HauhM Ha OTHOp CTyAEHaTa C OO3UpPOM Ja Cy HOBH CHCTEM U
nabopaTopHujcKe BexkOe 3aXTeBaie J0JaTaH Hamop ca kbuxoBe crpane. Ouekyje ce aa he

OBAaj pe3yJITaT OUTH CBE 0OJHU U3 TOJIUHE Y TOAUHY.

[IpoueHat ycmemHux IMoJjlaramba UCHOUTa y HPBOM HCHUTHOM POKY Yy UIKOJICKO]
TOJIMHU U NPOCEYHA OlleHa MIOCTUTHYTa Ha UCIIUTY y MMPBOM HCIIUTHOM POKY Y IIKOJICKO]
TOJIMHU HaM TI0Ka3yje J1a CTYJIEHTH KOj! Cy MOJAarajid UCIUT Y IPBOM UCITUTHOM POKY Y
IIKOJICKO] TOJWHU UMajy Mame MpoliemMa Off OCTaluX CTyAeHAaTa Ja MOJOXKE HCIUT
YCIIEITHO M ca BHCOKOM OIleHOM. Takole, aHanu3a OBHX mapaMmerapa IoOKaszyje Ja
yBOh)eH€ HOBOT CHCTE€Ma HHj€ 3HAYajHO YTUIIAJIO HAa MTPOMEHY OBUX mapamerapa 3a OC
CU rpyny cryzaeHara, Kao IITO HU HE yBoheme CHUCTEMa HHUjE YTHIAIO 3HA4ajHO Ha
npomeny oBux mapamerapa 3a MC PTU rpyny crynenara. CTyZeHTH KOjHU HCIUT
MOJIAXY Y MPBOM HCIUTHOM POKY Y IIKOJICKO] TOJAMHHU CY THUIUYHO CTYACHTH KOjU
penoBHO mocehyjy dacoBe TpeaaBama M Be)KOM Ha TabMM TOKOM ceMecTpa, Hemajy
npoOjieMa J1a Ha BpeMe 3aBpIlle CBE CBOje MPEAUCIUTHE o0aBe3e W MHAYE IMOIAKY

ucnuTe ca BUCOKUM oreHama. OBaj aeo eBamyanuje COALA cuctema mokasyje aa je
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OBa Irpyla CBAaKaKo HMMaja KOPHUCTH O]l yBOolema HOBOI CHUCT€Ma y HAacTaBy, ajld Ja
Kopuirheme HOBOI CUCTEMa HUje 3HAYajHO YTHUIAJO0 HAa HUXOB U MHA4Ye HAaTIpPOCEYaH
yerex Ha ucnutuma (OC CHU), xao mro HU He yBoheme Huje yrunano 3a MC PTU
Tpymy cTynaeHaTta. Pe3ynaTaTu OBOT Jefla aHaiIW3e TMOKa3zyjy Ja cy HajBehy KOPHUCT Of
yBol)era HOBOT' CHCTEMa Yy HacTaBy MMajM CTYACHTH KOjH MHA4e OJAJaxKy TPEHYTaK y
KOME IOJIAXKY HCIHUT 3a KacHHje MCIUTHE POKOBE y TOKY IIKOJCKE TOJUHE Kako Ou
MMaJM BHIIE BPEMEHa Ja Ce MpHUIpPEeMe 3a MCIUT. TO Cy THIHWYHO CTYIEHTH KOjU He
IPUCYCTBY]Yy YacOBHMA IIpeaBama U B&KOHW M YECTO IpecKady Jia ypajae NpeAuCIUTHE
o0aBe3e YKOJIMKO HUCy oOaBe3He. OBU CTYNEHTH MMajy TEHICHLHU]Y Ja TPaJuBO yde
camoctanHo. Ilpe yBohewa COALA cucrema y HactaBy OBH CTYAEHTH Cy HMMaJH
BEJIMKHX MOTemKoha ja Hayde rpaJuBO U3 00JaCTH KpUNTOTpaCKUX aaropurama, Imro
Ipe/CTaB/ba jeAHY OJf KJbyYHHX OONacTH Ha NpeaMeTy 3amTura nojaraka. M3 rtor
pasjiora OHM HHUCY YCIIEBAJIM J1a MOJIOXKE UCIHUT WM Cy YCIIEBAJH Ja ra MOJIOXKeE, allu ca
HUCKUM oleHama. V3 ananmuse ce Buau aa je yBoheme COALA cuctema Ha mpeamer

MTOMOTJIO OBOj TPYIH CTYy/ICHATa J]a pa3yMe]y IpaJiiBO U Oy1y YCTICIIHU]H HAa UCTTHUTY.

8.2.IOPEBEWKLE MNPBE U APYI'E TOJAMHE KOPUIITREBA
CUCTEMA

Kao mro cmo Bugenu y tabenu 8.16poj crynenara y rpynama OC CU u MC PTU je
O0MO MPUIMYHO yjeHaYeH y MIKOJICKUM TOAMHaMa Koje Ccy aHanu3upane y cekuuju 8.1.
VY 2012/2013 mkonckoj roguau 6poj cryaenara y rpynu OC CU je mopacrao Ha 57,
ok ce 6poj crynenara y rpyniu MC PTU cmamuo Ha cBera 13 crynenara. 36or Tora
rpyna crynenata MC PTU Hmje Ouna anmexkBaTHa 3a Jajby aHaIW3y M YMECTO TOTa
akImeHart je ctaBibeH Ha mopeheme pesynrara npumene COALA cucrema xogx OC CU

rpyle CTyIeHaTa y ABE CYKLECUBHE IIKOJICKE FOJIHUHE.

Tabema 8.6 mpukasyje kako wu3rienajy mnapameTpu JAehUHHUCAHH y TPETXOIHO]
cekumju 'y 2011/2012m 2012/2013.mkonckoj rogunun 3a OC CU rpyny crynenara.
Koione penom caaprke BpeaHocTH 3a mapamerpe: (1) Opoj cTyaeHara Koju Cy mojaraiu
ucnut U3 3amrute nojgaraka (0poj y 3arpajan o3HadaBa KOJIHMKO CTYJCHATA j€ IOJIarajio
npeaMeT y MPBOM HCIUTHOM POKY Yy INKOJCKO] TOAMHH), (2) mpolieHar yCHEeHIHuX
HoJIarama MCIUTa Y TOKY YMTaBe IIKOJICKE TouHe, (3) mpoceyHa olleHa MOCTUTHYTA Ha
UCIIUTY Y TOKY YMTaBE LIKOJCKE ToauHe, (4) MmpolleHaT yCHENIHUX Mojarama UCIHTA Y

IPBOM UCIIUTHOM POKY y HIKOJICKO] roauHu U (5) mpocedHa oreHa MOCTUTHYTa Ha
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Tab6ena 8.6.1Tapametpu nedunucanu y cexkuuju 6.1y 2011/2012u 2012/2013mkosckoj roauau 3a OC
CH rpymy cTyaeHara

45 (24) 76.09 7.24 91.7 7.75

57 (38) 81.82 7.27 86.84 7.63

Ta6ena 8.7.I1Ipouenar pesynrara OC CU crynenara uznan 90%Ha HCIUTY TOKOM jeTHE IIKOJICKE
TOJIMHE

42 23.33 8.7 3.33 8.7 14.55

HCIUTY y IPBOM UCIIUTHOM POKY Y IIKOJICKO] TOJIUHHU.

W3 Tabene 8.6 ce BUAM /1a je IPOIICHAT YCIEUIHUX I0JIaramka UCIUTa y TOKY YUTaBe
IIKOJICKEe ToJuHe (2) HACTaBMO Jia pacTe y OAHOCY Ha NPETXOIHY HIKOJICKY TOIMHY,
IPOCEYHa OLlCHA IIOCTUTHYTAa HAa MCIHTY y TOKY YUTaBe MIKOJICcKe romuHe (3) Oenexu
HE3HaTaH MOpPacT y OJHOCY Ha NPETXOAHY IIKOJICKY TOAMHY, JIOK Cy IpoLeHar
YCHEIIHUX IoJlarakha HMCIUTa y MPBOM HMCIUTHOM POKY Yy IIKOJCKO] roauHu (4) u
IpOCeYHa OlleHa NOCTUIHYTA Ha UCHHUTY y MPBOM HCHHTHOM POKY y IIKOJICKO] TOAWHH
(5) u y 2012/2013.1K0ICKO] TOOAWHH KOH3HUCTEHTHH Ca MPETXOIHO YCTAHOB/HCHHM
TpenaoM. [IpoleHar ycrenHux mojarama UCIHUTA y TOKY YHTABE IIKOJICKE TOIUHE je Y
2012/2013. mIk0JCKOj TOAMHH JOCTHTao HajBehy BpPEAHOCT y MPETXOAHE YCTHPH
IKoJICKe rofauHe. [IpoceyHa olleHa MOCTHTHYTa Ha WCIHTY y TOKY YHTaBE IIKOJICKE
rogurae je y 2012/2013.mkonckoj roaunn Takohe 3abenexuna Hajehy BpemaHocT y
NPETXOJHE YETHPU IIKOJICKE TOIWHE, anu je moBehame y OnHOCY Ha NPETXOAHY
IIKOJICKY TOAMHY 3aHeMapJbuBo. M3 Tor pasinora je yTuiaj yBohema cuctemMa y HacTaBy

HCTpaXKeH MaJIo JICTaJbHH]E.

Juctpubyiyja oleHa CTyJeHaTa Ha HUCHOUTY OCTBAPEHMX TOKOM YHUTABE IIKOJICKE
rogure 3a 2010/2011, 2011/2012 2012/2013 mikoiicKke TOAUHE 3a TPYIy CTyAEHATa
OC CHU je mpuka3zana Ha ciunu 8.1.

[Iponienar crynenara koju cy octBapwim Bumie on 90% moeHa Ha MCIUTY TOKOM
yWTaBe IIKOJICKEe roauHe 3a rpyny crymenata OC CU 3a 2007/2008, 2008/2009,
2009/2010, 2010/2011, 2011/20122012/2013npuka3zaH je y Tadbenu 8.7.
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Cnuka 8.1. Tuctpubyuuja ouena crynenata OC CU Ha HCIIUTY TOKOM jeJJHE IIKOJICKE TOUHE

Ca cnuke 8.1 Buay ce Aa MpOIEHAT CTyAEHAaTa KOjU HE YCIIeBajy Jia MOJIOKE MCIIUT
(ouena 5) koncranTHo omana ox 2011/2012mkoncke rogune kaaa je COALA cuctem
yBeZieH y HacTaBy. Ca Jipyre cTpaHe, MpoIeHAT CTyAeHaTa KOjU Cy OIICHCHU HajO0JbUM
onenama (omerne 9 u 10)je y mopacry ox 2011/2012mkoncke roaune kaga je COALA
cHUCTeM yBeleH y HacTtaBy. TaOema 8.7 moka3yje Ja je NpOILEHAT CTyAEHaTa KOjH
yCIieBajy Jia OCBOje MaKCHMajHy olleHy Ha ucnuty (u3Han 90% ocBojeHHMX MoeHa Ha
UCIIUTY) y 3HAYajHOM ropacty u3 rogune y roauny nodepumn on 2011/2012 mkoncke

ronune kaga je COALA cucrem yBeieH y HacTaBy.

Nako je 3akspydak mpBor nena ananuze 6wo nma je yBoheme COALA cucrema y
HACTaBy HajBUIIE KOPUCTH JIOHENO CTYACHTHMA KOJU Cy MPETXOIHO MMaH mpobiema
Jla TIOJIOKE HWCIHT, OBaj 3aKJbydak OM Ha OCHOBY JPYyror Jneja a”aim3a Tpebdaso
MPOIIMPUTH Ca OICEPBAIMjOM Ja j€ yBOhEeHmE CHUCTEMa Yy HACTaBy JOHENIO KOPHUCTH U

HajOOJBUM CTYACHTHMA J1a T0O0JBINAJY CBOjE OIICHE.

VY npyroj roauHu kopuinhema cUcTeMa Ha JabopaTopHjcKUM BexxOama moryhe je
YIIOPEIUTH U pe3yiTaTe CTyAeHaTa IOCTUTHYTEe Ha CAMUM JIaOOPaTOPHjCKUM BexkOama y
JIBC CYKIIECUBHE IIKOJIcke roauHe. Tabenma 8.8 mpukaszyje mpocedaH MpOIICHAT
OCBOjCHMX ITOCHA Ha JJaOOPAaTOPHjCKUM BexkOaMa y jefaHoj mkosickoj roguan (1), kao u
MpoIeHAT CTyIeHaTa Koju cy mocTuriu pesynraT u3Haa 90% ocBojeHMX TOeHa Ha

nJabopaTtopujckuM Bexbama (2).

W3 tabene 8.8ce Buau a Cy CTYIGHTH IOCTUTIIN 00JbE PE3yATaTe y IPYyroj
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Tabena 8.8.1Ipoceuan mpoIeHAT OCBOjCHUX MTOCHA HA JIA0OPATOPH)CKUM BexkOaMa y jeTHO] IIKOJICKO]
TOJIMHU ¥ MPOICHAT CTY/ICHATa KOjU Cy MOCTUTIH pe3ynTar uzHaa 90%ocBojeHnX moeHa Ha
J1a00paTOPHjCKUM BexkOaMa

62.2 2457

75  53.63

Ta6ena 8.9.Pe3ynraru ankere cnposeere 2012/2013mKoicke roauHe

1 8 12 19 13

5 6 16 16 10

0 7 11 14 21

2 8 12 12 19

2 4 10 12 25

1 6 13 21 12

mKkoyickoj romuan 'y kojoj je COALA cucrem xopumhen. Criabuju pe3yaTaTu
2011/2012.mxojcke TOAMHE Ce MOTY MPUIKMCATH MPOOJeMHUMa KOjU Ce yoOH4ajeHo
jaBJpajy TMPHJIUKOM TpaAH3UIMOHE (a3e KOoX yBohema HOBOT CHUCTEMa y HAcTaBy H

HCOIIXOAHO MIEPHOJa HaBUKaBamka 3a CTYACHTC N HACTABHUKCE.

8.3. YIIHITHUK

[Topen emmupujcke ananuse edpexata COALA cuctema Ha pe3ynarare CTyAcHaTa Ha
UCIIUTY CIIPOBE/ICHE Ha OCHOBY MepJbHBUX pe3ynraTa mkojicke 2012/2013cnpoBeneHa
je u aHkeTra Mel)y CTyJeHTHMa KOjU Cy KOPHCTWJIM CHUCTEM Kako OM Ce YCTaHOBHJIO
KOJIMKO CTYJCHTH CMAaTpajy Jla UM je Kopultheme cucTeMa KOpucTuiio. AHKeTa je Oua
AHOHMMHA M y aHKETH j€ y4YeCTBOBaJO 54 CTyJeHTa KOjH Cy KOPHCTHIIA CHCTEM Ha
nabopaTtopujckuM BexkOama. Ankera (ciuka 8.2) ce cacrojaia M3 JIBE IpyIe MHUTAmba:

nuTama ca nonyhenum oaroopuma (6asupana na Likert-scalenpucryny) u nurama 3a
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DES

1. Konuko Bam je cucteM oMorao jia CXBaTuTe ajiropuram? 1] 2] 3] 4] 5
2. Koymxo Bawm je Bpemena tpebaio ia ce mpumnpeMure 3a j1ab. Besx0y?

3. Komuko Bam je xopumheme cucTema 3HAUWIO NPWINKOM IIPHIIpEME 32 1 2 3 4 5
KOJIOKBHjyM/HCIIUT?

4. Jla 171 TOCTOjU HEWITO IITO O MOO0JBIIANIO YIOTPeOy cHcTeMa 3a OBY BexOy?

AES
5. Kosnuko Baum je cucteM nomMorao jia CXBaTHTE aIrOpuTaM? 1] 2] 3] 4] 5
6. Konnko Bawm je Bpemena Tpebaiio fa ce mpumnpeMure 3a jiab. BexOy?
7. Komuko Bam je xopumnheme cucTemMa 3HAYWIO MPUIMKOM IMpHIpEMe 3a 1 > 3 4 5
KOJIOKBHjyM/ucnuT?

8. [la ntu mocToju HewTo mto 6u noboJspiIano ynorpedy cucrema 3a oBy Bex0y?

RSA, DiffieeHdIman

9. Konuko Bam je cucrem nomorao jia CXBaTHTE alrOpUTME? 1] 2] 3] 4] 5
10. Kosmnko Bawm je BpemeHa Tpedaio ga ce nmpunpeMure 3a jiab. BexxOy?

11. Komuko Bam je kopumiheme cucTeMa 3HAYMIO NPWINKOM HpHIIpEMe 3a 1 2 3 4 5
KOJIOKBHjyM/UcIUT?

12. Jla mu oCcTOjM HEIITO MITO 61 MOOOJBIIANO0 YIOTPeOy CHCTEMA 3a OBY BEXOY?

Onmra oneHa

13. Koismko Bawm je cucreM moMorao Jia CXBaTHTE IPaJHBO? 1 2 3 4 5
14.Konuko BaM je cucTeM 1oMorao Jia ce MpUIpeMHUTe 3a KOJOKBUjyMe/ucnuT? 1 2 3 4 5
15. Koniko cre 3a/10B0JbHH KOPUCHUYKUM HHTepdejcoM cructema? 1 2 3 4 5
16. Kosmko nurama Ha BexxOama omoryhasajy ma ce ucnpare geraspu anropurama? | 1 2 3 4 5
17. Konuko HayuH BH3yeJHE peNpe3eHTaluje airopurama omoryhaBa na ce 1 2 3 4 5
UcHpare JeTajbu aIropuTama’?

18./la mu 6m 1 mTa TpebGaIo MPOMEHUTH Y CAMOM CHUCTEMY?

19. /Ta iu 6u u 1ta Tpebano NPOMEHUTH Y MUTambUMa Ha J1ab. Bexxbama?

20. OueHnTe yKYIHO HCKYCTBO KopHInhemha cucrema. 1] 2] 3] 4] 5

Cnuka 8.2.U3rnen aHkeTHOT Jinctuha KOjU Cy NONYHhaBajl CTyICHTH

c11000/1HE OJITOBOPE.

Bpennoctu ckane koja je kopumrheHa 3a nuTama ca MoHyheHum oarosopuma cy: 1 —
BEOMa HE3aJ0BOJbaH, 2 — HE3aJ0BOJbAH, 3 — HHU 33J0BOJbaH HHM HE3a/J0BOJbaH, 4 —
3a710BOJbaH, 5 —BeoMa 33JJ0BOJbaH.

Tabena 8.9 mpukazyje pacnopes oIeHa Koje Cy CTYACHTHU JJaJId Y aHKETH Ha MUTamba
13, 14, 15, 16, 1% 20xoja ce ogHOCE HA OMIITY OIlEHY KOpUIINemka CUCTEMA.

[Tpoceune BpeaHOCTH KOje ce 00HMjajy O aHATU3UPAaHUM MUTambuMa cy 3.66, 3.38,

3.92, 3.72, 4.02, 3.7@ecniexktuBHO. U3 pe3ynTaTta ce BUIU J1a Cy CTYJICHTH J1ajld BeoMa

BHCOKE OIICHE Ha nuTama 15u 17 mro 3Haum aa cy OWiu 3a10BOJbHH HAYMHOM JIM3ajHA
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COALA cucrema. Ha mnwurame 14 cTygeHTH Ccy Jand Hajlolldje OIEHE, a
HajBEpOBATHUJU pa3ior je Taj INTO Cy alrOpUuTMH KOJjU C€ U3y4yaBajy Ha
1ab0paTOPUjCKUM BexOama caMoO JIe0 TpaJuBa KOje Ce TMOJjiake Ha KOJOKBU]YMHMA,
OTHOCHO HWCIIUTY, Tla TaKO CHUCTEeM HE MOXXE Ja IIOMOTHE CTyACHTHUMa Ja ce y
MOTIYHOCTU TPUIpPEME 3a KOJOKBHjYM WJIM UCHUT. Pe3ynTatu oaroBopa cTyjaeHara Ha
nutama 131 16 nokazyjy aa je COALA cucrem ycnemHo UCIyHHO OCHOBHU IIUJb, & TO
je na cTyAeHTH 0oJbe pa3ymejy TPaguBO U JeTajbe ajJropuTaMa KOju Cy TOKPHBEHU
oBuM cuctemMoM. [lutame 20 ToBOpM O TrEHEpPATHOM YTHUCKY CTyJIEHaTa KOjU CY
KOPUCTHJIM CHUCTEM M OBaKaB pe3yJTaT OJroBopa Ha MUTame TOBOpH Ja je BehuHa

CTyJeHaTa Ouia 3aJI0BOJbHA.

[Tutama Ha KoOja Cy MOIJIM Ja Jajy clI00OJHE OJIrOBOpE CTYICHTH CY YIJIaBHOM
UCKOPUCTUIIM J1a HW3HECY 3aMepKe Ha padyyH CHCTEMa WM OpraHu3alje
71a00paTOPUjCKUX BEXKOU YKOJIMKO WX je Omno. Heku on cTyneHarta cy M3HENIH 3aMEpKy
na je ¢ont koju je kopunthen y COALA cuctemy CyBHIIIE MaJld U Ja TO MPEACTaBIba
npo0iieM Kajia ce KOPUCTH cucTeM. HeKolInKko CTyleHara je cyrepucaio aa Ou UM o
kopuctu 6mio kaga 6u y COALA cucremy nocTojano BUIlE 00jallbemha aropuTama,
jep OM Tama makmie MOIVIM Ja HCIpaTe H3BpIIABAKkE ajlropurama. Bemukum Opoj
CTyJICHaTa Ce aJIHO J1a Cy HEKa O] MUTama Ha JJAOOpATOPHU]CKUM BexOama MpeBHUIIIE
HaIOpHA jep 3aXTeBajy Jia ce JI0CTa TeKCTa UCIIHIIE Y OKBHPY OJIrOBOpa Ha muTame. OBH

CTYJEHTH CY MPEUIOKIIN Ja ce OpOj TAKBUX MUTAHHA CMAH.
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9. 3AK/bYYAK

Y 0BOM pajly OIUCaH je HOBU CHUCTEM 3a BU3YEIHY PENpe3eHTaN]y KPUITOTpaCKuxX
anmroputama (COALA). ['maBHM 1mMJb pa3BUjEeHOr CHCTEMa je Ja C€ IOMOTHE
CTyJICHTHMa KOjU Cy HOBH y O0JacTH 3allITUTE TMOJaTaKa Ja JIakiie U 00Jbe caBianajy
TpauBO U3 00JIACTH KPUNTOTPaPCKUX aaropuTama Koje MpeacTaBiba OCHOBY Ha KOjy ce
HasloBe3yjy cioxkenuje Teme. Ha Enextporexnuukom ¢akynrery y beorpamgy mocroju
Kypc IOJl Ha3MBOM 3allTUTa IMOJaTaka Ha KOME C€ Hajupe M3y4aBajy KPUMITOTpadCKu
QITOPUTMHU Ha KOJUMa C€ 3aCHUBA]y CUTYPHOCHH MPOTOKOJIM M aIlJIUKAIHM]e KOJH CITyXKe
na obe30ene CHTYPHOCHE CEpBHCE, a HAKOH TOTa C€ H3ydaBajy aluidKaidje Koje
00e30el)yjy MpexxHYy CUTypHOCT, JIOK C€ Ha Kpajy y/la3Hu y IpoOJeMaTUKy CUTypHOCTH
pauyHapckux cucrema (xakepu, BHpycH, WTA.). [Ipahemem pesynrara cryaeHara Ha
UCIIUTY TIpUMENeHo je a CTYACHTH MMajy MmpobiieMa /1a caBiaaajy TpaauBo U3 00J1acTu
KpUNTOrpadCcKUX ainropurama, INTO C€ KAaCHUjEe HETaTUBHO OJpakaBa Ha HHHXOB
CBEYKYIaH yclleX Ha UCHHUTY. AHAJIM30M pasjiora KOjU Cy JOBENIU JI0 OBAKBOI CTamba
JIOLII0O ce 10 3ak/byuyka Jga Ou yBoheme cuctema 3a BU3YEIHY pelpe3eHTalu]y
KpUNITOTpaCKUX alropuTamMa y OKBUPY JaOOPATOPHU]CKUX BEKOW Ha MPEAMETY MOTJIO
OuTH jenHO ox pemiewma mpoodsiema. Kopumtheme oBakBUX cHCTeMa je yOOW4YajeHO Ha
npeaMeTuMa M3 00JIaCTM pauyyHapcKe TeXHHKE U HMH(OpPMAaTHKE KOjU H3ydaBajy
co(TBep, OIHOCHO Mpenn3Huje anroputme. [Ipe pa3Boja HOBOT cucTeMa, HallpaBJbEHA je
aHanm3a nocrojehux pemema Kako Ou ce yTBPAWIO Ja U Beh MOCTOju CUCTEM KOju Ou
WCITYHHO TIOTpede mpeaAMeTa U Kako OM ce YCTaHOBHUJIO KOj€ Cy TO KapaKTepHUCTUKE KOje
6u Taj cucteM Tpedao 1a uMma J1a OM ce yCIEIIHO KOPUCTHO y HACTaBU. Y CTAHOBJBEHO je
Jla MaKo TOCTOjU BEIMKHM Opoj CHUCTeMa 3a BU3YEJHY pEINpe3eHTAlHjy alrophTama,
penaTuBHO Manu Opoj mUX oMoryhaBa BH3YyEJIHY pENpe3eHTaIr]y KpPUNTOTrpadCKux
alropuTama, JIOK Mel)y aHalM3WpaHUM CHUCTEMHMa HE TIOCTOjU CHUCTEM 3a BU3YEIHY
penpe3eHTannjy KpunTorpadCKux aiaropuramMa KoOju y TMOTIYHOCTH 3a/I0BOJbaBa
notpebe npenmera 3amTuTa nojaraka Ha EnekrporexnuukoMm daxynrery y beorpany.
Ha ocHoBy cucremaruzamnuje mnoctojehnx cucrema 3a BH3YEIHY pENpe3CHTAIN]Y
aIropUTaMa ca MOCeOHHM OCBPTOM Ha CHCTEME KOjU CE MOTY KOPHCTHUTH 3a BHU3YEIIHY

perpe3eHTanujy Kpuntorpackux aiaropurama aeuHuUcCaHA je METOA0JIO0THja pa3Boja
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OBAaKBHUX cHCTeMa. AHAJIM30M JIUTepaType Koja ce 0aBU CUCTEeMHUMa KOjU c€ KOPHCTE 3a
nomoh y yuewmy neduHHCAaH je HauMH KopHIIhema pa3BUjeHOI CHCTEMa y HACTaBH.
PeanuszoBanm cucrem omoryhaBa mpaheme u3BpIIaBama CBUX KpUOTOrpadCKUX
ajropuTamMa Koju Cy oOjallllbeéHH Ha 4YacoBMMa TpelaBama W BEXOW, MpHUKa3zyje CBE
JieTajbe U3BPIABakha 32 CBAKU OJ1 MOJPKAaHUX AITOpUTaMa, 3a MOjeAMHE AITOPUTME TJie
j€ TO OJ1 BAYKHOCTH CHUCTEM PaJH ca PEaTHUM BeJIHMYMHAMa IapaMmerapa ajJropurMma Koje
Cce KOPHUCTE y TPaKCH W CBU TapaMeTpu aJropurama Cy KOHPUTYpaOWJIHM Kako Ou

MOTJIH JIAaKO ¥ Op30 J1a ce MPUKaXy pa3IMuuTH MPUMEPH U3BpIIABaKka allrOpUTama.

VY pany je HampaBiheH mperiea o0jacTH cucTeMa 3a TMOMOh y ydemwy, Mperyen
007acTH BH3yeJIHE pENpe3eHTalHje alropuTama, Kao M Tperien o0JacTH BHU3YyeTHE
penpeseHTanuje Kpunrtorpapckux anroputama. Jlar je omumc Kpunrorpadckux
anroputama koju cy noapxkanu y COALA cuctemy. Cuctem mma MOryhHOCT BU3YyeTHE
pemnpe3eHTamyje IMmeT BpcTra  KpunTorpadCKux — anropuTamMa.  CyOCTHTYITMOHHX
anmropurama (L{e3ap amropurtam, monoandabercku amroputam, Playfair amroputam u
Vigenereanropuram), Tpancno3unuonux anroputama (Rail Fenceanropuram u Row
Transpositionanropuram), npoxykuuonux anropurama (Rotor Machineanropuram),
cumeTpuuHux 0ok anropurama (DESanropuram u AES anropuram) u anropurama ca
jasaum kibyuem (Diffie-Hellman anropuram 1 RSAanroputam). I[Toceban akieHar je
CTaBJhCH Ha O0jallllkbermhe JIeTalba BE3aHMX 3a BHU3YEIHY PENpe3eHTalH]y ajlropuTama
xopumrheny y COALA cucremy. Ilpukasan je u nerasban pynkuuonanuau onuc COALA
CHUCTEMa 3a BH3YEJIHY pempe3eHTalnjy Kpunrtorpadckux amropurama. Y paay cy
objammbeHn U JeTajbu Be3aHu 3a copTBepcky umiiementannjy COALA cucrema. Jlar
j€ Tperyiiea TeXHOIOrHja KopuiheHuX 3a cohTBEPCKY UMILIEMEHTAIN]y, 00jallmkbeHa je
CTPYKTypa cOTBEPCKOT pellieka U AaTH Cy JeTabi HANPaB/bEHUX MpoIHpemna Javaun
SwingAPI-ja, kao 1 HaynH U3BpHIaBama anroputama noapxkanux y COALA cucremy.
Hauna kopumhema peaqw30BaHOT CHCTEMa 3a  BH3YEIHY  pEIpPE3CHTALHU]y
Kpunrorpadckux —ajaropuraMa |y OKBHPY HpeAMera 3amThTa IojaTaka Ha
Enexrporexunukom Qakynrery y beorpamy omucan je Kpo3 mperiel OCMHUIIBEHUX
naboparopujckux BexOu koje kopucte COALA cucrem. Y IIKOICKO] TOIUHU
2013/2014.yBenena je jomr jeaHa HOBHHA HA MPEAMETY, a TO je KOpHUIINEHme CHCTeMa
Moodlesa ncnuTrBame U OICHUBALE CTYIEHATa Y OKBUPY JIAOOPATOPHjCKUX BEKOH, Ta

je u To ommcaHo. Y pany je mpukazana u eBamyarja COALA cucrema ca acmekra
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e(pUKaCHOCTH TMPWIMKOM TIpUMEHEe Ha TpeAMeTy 3amTura [ojaraka Ha
Enexrporexunukom Qakyntery y beorpany. Cucrem ce KOpHCTH y HACTaBU y IPETXOHE
Tpu I1Kojiicke romuHe (yBemeH je y HacraBy 2011/2012.mkosncke romune). Pesyiararu
pUMEHe Cy MEpPEHU 3a TPBE JIBe ToAnHe Kopulthewma cucrema, ¢ 003upom na je Tpeha
IIKOJICKA TOJJMHA Y KOjOj Ce CUCTEM KOPHCTH jOIll YBEK y TOKy. EBanyaruja je moxesbeHa
Ha Tpu nena. Hajupe cy mepenu edextu yBohema COALA cuctema y HactaBy Ha
OCHOBY YCICIIHOCTH CTyleHara Ha NpPEAMETY Yy TPBOj IIKOJICKOj TOAWHH, 3aTUM Cy
ynopeheHu pesynaTaru Kopuiihema U3 MpBe U Apyre ToAWHE Kopulihema, a Tpehu neo
aHanu3e oOyXBaTHO je YTHCAaK CTy[eHaTa Ha OCHOBY YNUTHHUKA KOjU CY IOIYH-aBallu.
Pesynraru eBanyaiyje cy nokasaiu Jia cy Hajsehy KOpHCT oJ] yBol)ermha HOBOT CUCTEMA Y
HACTaBy MMalld CTYICHTH KOjH WHa4Ye OUIaXy TPEHYTaK y KOME IOJIaXKy HCIUT 3a
KaCHHj€ MCIUTHE POKOBE Y TOKY IIKOJICKE TOJMHE KaKo O MMajy BHUIIEC BpEMEHA J1a ce
OpUIIpeMe 3a MCIUT M KOjU HE YCIEeBajy Ja MOJOKE MCHHUT WM Ta MOJOoXe ajh ca
HHUCKOM OLIEHOM, Ka0 U Haj0OJbU CTYNEHTH KOjuMa je Kopuliheme cucrema MmoMoriio aa
mo00JbIIajy CBOje OllCHEe. AHaJIM3a aHKETE KOjy Cy CTYICHTHU IOMYymhaBal je ToKa3asa
na je COALA cucreM ycnemnrHo HCITYHHO OCHOBHH IWJb, @ TO j€ Ja CTYAEHTH 00Jbe

pasymejy TpaJiiBo U JIeTalbe aIropuTama Koju Cy IOKPUBEHU OBUM CHCTEMOM.
V OKBHpY AMCEPTAIHje TIOCTUTHYTH Cy ciieiehu HaydH! TOTPUHOCH:
* TeHepaJHM Iperie 0baacTu anara 3a momoh y yuewy (ennt. e-learning tool},

* TCHEpaJHM Mperiea OoONacTH BH3YyENHE penpe3eHTaluje anropurama (eHri.
algorithm visualizatiopn y3 ocBpr Ha mnocrojehy cucremMaruzanujy W
Kiacudukaiyjy oBe 00JacTi U ca MOCEOHUM aKIIEHTOM Ha NMPUMEHJBUBOCTH U

e(pUKaCHOCTH Y 00pa30BHOM IIPOLIECY,

* cucremaruzanyja U kiacudukanyja nocrojehux pemema y 001acTH BU3yeIIHE

perpeseHTalyje Kpunrorpad)CKux aJroputama,

* reHepaim3anvja (QYHKIMOHATHOCTH ToOCTojehux cHucTeMa 3a BHU3YEIHY

penpe3eHTalnjy KpuntorpadCKux ajaropurama,

* (Qopmupame HOBE METOIE 3a BHU3YEIHY pENpPe3eHTAI]y KPHUOTOrpadCKux
ajroprTamMa Ha OCHOBY KJIacM(pUKallMje U aHaIM3e mocTojehux pemema U3 oBe

o0OnacTH,

* Tpemor U MMIUIEMEHTAIMja OPUTHHAIHOT CO(PTBEPCKOT CHUCTEMA 3a BU3YEIHY
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penpe3eHTalujy KpUntorpa@CKux ajaropuraMa Koju NpUMEHmYje OCMHUIILJBEHY

METOZRY,

* @pemIor HauMHA MPUMEHE UMIUIEMEHTUPAHOI COQTBEPCKOT CHUCTeMa Yy
00pa30oBHOM IMpollECYy Ha OCHOBY aHalIHM3€ MPUMEHJHBHUBOCTU U €(PUKACHOCTH

OBAaKBUX CUCTCMA,

* eBanyanyja e(pUKaCHOCTH MMIUIEMEHTHPAHOT CO(TBEPCKOr CHCTEMa MPUIMKOM

nprMeHe Y 00pa30BHOM IPOIIECY.

EBanyanmja COALA cucrema he OWTtm HacTaB/beHa M y HapeIHUM TOIWHAMa U
04eKyjy ce jomr OospM pe3ynTard. YBohewmeM cucrema Moodle 3a wcnuTHBame |
OIICHbMBAE CTYICHATA Y OKBUPY JIA0OPATOPU]CKUX BEXKOU y TeKyhoj IIKOJICKO] TOIUHU
BpeMe u3pajie MojeMHaYHuX J1abopaTopujcKuX BexOu je ckpaheHo, ma ce caja jaBiba
IPOCTOP J1a c€ y OKBUPY PacHoIOKUBOT (OHJIA YacoBa MpeaBul)eHor 3a 1aboparopujcke
BeXXOE Ha TpenMeTy 3aliThTa IojaTaka yBeay M HOBE JabopaTopHjcke BexOe.
[TpunukoM HCTpakMBama 3a 0Baj pan npuMeheH je Benuku Opoj cucreMa 3a momoh y
yuemy KOjU Cy HaMEHEHH 3a 00JacT 3allTUTE IMoJaraka, ajd KOju ce He OIHOCE Ha
kpunrorpadceke anroputme. Y OyayhHocTu OM Omii0 moTpeOHO HaNpaBUTH Mperien
noctojehux cucrema 3a momoh y ydewmy M3 OOJAcCTH 3allITUTE TOojaraka. AHalIW30M
TAaKBOT Tperiea M TeMa W3 O0JaCTH 3a KOje ce Ha MpenMeTy 3aliTuTa Tojaraka
YCTaHOBH JIa Cy KpUTUYHE TpeOasio Ou JOHETH OJUTYKY O yBOhemYy JOZAaTHOT CUCTEMA 3a
noMoh y ydemy Ha naboparopujcke BexOe. To O mMorao Owtm HekHu O TocTojehux
CHCTEMa WJIM aKO C€ YCTAaHOBH Ja HE MOCTOJU CUCTEM KOjU OM MOKPHO KPUTHYHE TEME

Ha TIPEIMETY y TOM ClTy4ajy Ou TpeOajio OCMHCIUTH U PEaTu30BaTH HOBU CHCTEM.

OBaj pan oTBapa HEKOJMKO HOBUX IpaBalla MCTpaKMBama Koja 6w y OymyhHocTh
MoTIa OWTH CIIpOBE/ICHA. JeIaH mpasall Jajber UCTPpaKuBama Ou Morao f1a Oyze pa3Boj u
UMIUIEMEHTAallja ajara 3a TeHepucame KOH(UTYpaOMIIHUX CHCTEMa 3a BH3YEIHY
penpe3eHTalujy CUMETPUYHHX KpHUNTorpadckux OJIOK alropurama 3aCHOBAHHMX Ha
Feistel crpykrypu anropurma. [IpHHIMIHN [U3ajHA CHMETPUYHUX KPHUITOTPa(CKHX
070K anropuTama ce gocrta Jg00po Mory objacHuth Kopuithemem Feistel crpykrype
aIrOpuT™Ma, MAaKO aKTYeJIHW ajropuTaM KOju ce Kopuctu kao cranaapn (AES) ne
KOPUCTH OBY CTPYKTypy. [IpojekToBame OBaKBOT anara OM 3aXTeBajo peIlaBamke JBa
npobnema. [IpBu mpobiem O6u O6mo 00e30enuT MOTYhHOCT 1a ce KOH(UTypHIlly CBH

napaMeTpu aJropuTMa 3acHoBaHor Ha Feistel crpykrypu: BennumHa Onoka, BelIUYMHA
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KJbyua, Opoj uTepanuja, QyHKIHMja uTEepauuje U (PyHKIMja 32 TeHEpUCame KJbydeBa
utepanuje. [pyru mnpobrem Om Omo 00e30equTH MeXaHu3aM 3a JUHAMUYKO
MIPOjEKTOBAakE BU3YEITHE penpe3eHTalrje anroputma. Koj oBakBor anara Moriud Ou ce
YCTAHOBUTH M KPUTEPHjyMH HA OCHOBY KOjUX OM C€ MOrao MEpHUTH KBAJIHUTET
TeHEePHUCAaHOT AITOPUTMA, TTa OU ce TaKO MOIIM MOPEIUTH PA3TUYUTH AITOPUTMH. Jenan
OJl KpUTepujymMa OM MOrao OWUTH CTENeH MOCTUTHYTOr e(eKTa JIaBUHE Yy aJrOPUTMY.
Kako je y COALA cucremy moxapskan DES anroputam koju je 3acHoBaH Ha Feistel
CTPYKTYpPH aJTOpUTaM, YIpaBo OW OBaj /€0 CHCTeMa MOTao OWTH ToJIa3HA TadyKa Y
UMIUIEMEHTAlMjU onucaHor anara. OBakaB amatr OM ce MOrao KOPUCTHTH Y OKBUPY
nomahux 3amaraka, rae Ou ce of CTyJIeHaTa OYEKMBAJIO JJa OCMHCIE M momohy anara
Kpeupajy ¥ ucrpobajy CONCTBEHH CUMETPUYHH KpUNTOrpad)CKu OJIOK alrOpuTaM KOju
O6u Mopao aa ucnyHu oxapeheHe yHampen aeduHucaHe Kputepujyme. pyru mpasait
ucrpaxupamwa 6u Ono nma ce COALA cucreM HCKOpPUCTH Kao OCHOBa 3a JaJby
UMIUIEMEHTAIM]y BU3YEJIHE pernpe3eHTannje oapel)eHux CUTypHOCHHUX MPOTOKOJIA WIIH
arutukarja. Hop. morna Ou ce HampaBuTH Bu3yeiaHa penpesentanuja PGP ¢uri. Pretty
Good Privacy amukanuje 3a MpexxHy 0e30eaHocT. OBa 1ieMa KOPUCTH KOMOHHAIIN]Y
CUMETPHUYHUX M AaCHUMETPUYHMX KpHUNTorpadckux airopurama ga Ou obe3beamna
TAQjHOCT M ayTEHTHKAlMjy KOJA eJIeKTpOHCKe momre. BusyenmHa pernpeseHtanuja Ou
morna na kopuctu aeinoBe COALA cuctema 3a mpukas jaerajba godujama oapeheHnx
pesynrara kog PGPa. OBo 6u mMorao OuMTH mpojekaTr Koju OU CTYIEHTH CaMH Paiiif
uim OM MOmIO OWTH HMMIUIEMEHTHPAHO M KOPHIINEHO Yy OKBUPY J1ab0paTopHjCcKHuX

BEXOU.
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BUOI'PA®UIJA AYTOPA

Kapko CranucaBibeBuh, MacTep MHKEHEP €NEKTPOTEXHUKE U padyHapcTBa, poheH
je 21.09.1984.romqune y beorpany, Pemybmuka Cpb6uja, ox ouma CrnaBka M Majke
Mapune. OcHoBry mkony ,CreBan Cunhenuh” m cpeamwy mkony ,Hukona Tecna“

3aBpmno je y beorpany kao jeman oa HajOOJbUX yUEHHUKA.

Enextporexunuku ¢akynrer YHuBep3urtera y beorpany, oncex PauyHapcka TexHuka
u uHpopmatuka, ynucao je 2003.rogune. CBe obaBes3e je oapaauo y mpenBuheHOM
poky u qumiomupao y asrycry 2007.rogune ca npoceunom oueHoM 8,89wu orenom 10
Ha JUIJIOMCKOM. JIMTIIIOMCKe akajgeMcke cTyauje - macrep je ynucao 2007.ronuHe Ha
EnexrporexnnukoMm (akynrery YHuBepsurera y beorpany, oncek Pauynapcka TexHuka
u nHpopmartuka, u 3aspimo ux je 2008.rogune ca mpoceuyHom oreHoM 9,671 olleHOM
10 na macrep pany. [lokTopcke akageMmcke cryauje je ynucao y janyapy 2009.roaune
Ha EnekrporexHumukoM dakynrery YHuBepsurera y beorpany, oacex Pauynapcka

TEXHUKa ¥ UHPOpPMATHKA.

On centem6pa 2007.rogune mo mapra 2008.rogune 6mo je 3amocneH y ¢upMmu
Apuyc y beorpany Ha mno3unmmju codTBEPCKOT HWHXKEHEpa 3a pPa3B0j HHTEPHET
arumnkanuja. O mapra 2008.rogrHe aHTa)KOBaH j€ XOHOPAPHO Kao CapaJHHUK y HACTaBU
Ha Enexrporexnuukom ¢akynrery YHuBep3utera y beorpany m Ha mnpojekTuma
EnextpoTexHuukor Qakynrera moj pykoBoacTBoM mpod. np 3opana JoBaHosuha, a ox
janyapa 2010.ronuHe je 3anmocieH Ha EnekTpoTrexHndkoMm (akynreTry YHHBEp3UTETa y
beorpany kao acuCTeHT rne je TPEeHYTHO AaHra)koBaH Ha MpeiMeTHMa. 3allTuTa
noaaraka, OCHOBM padyHapcke TexHMKe 1, ApXuTekTypa M OpraHu3anuja padyHapa,
Opranuzanyja pauyHapa 1 ApXUTEKTypa U opraHusaiuja paayHapa 1.

Koaytop je nBa pama y mehynapomuum uacomucuma ca impact pakropom ca SCI
JHCTE Of KOJUX j€ jelaH y JUPEKTHO] BE3M ca AMCEPTaLrjoM, jeHOTr paga y aomahem
yacomucy, ABa pana Ha MehyHapogHuM KoH(pepeHLujamMa W TpU pajga Ha aomahum

KOH(epeHIrjaMma.
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Mpunor 1.

WUsjaBa o ayTopcTBy

Motnucadn  Xapko CtaHwcaezesuh
Bpoj uHpekca _2008/5050

WUsjaBmyjem

4a Je JoKTopcKa gucepTauuja nog HacnoBom
BusyenHa penpeseHTaLyja KpunTorpadyckiux anropurama

* pEe3ynTaT CONMCTBEHOr UCTRAXWBAYKOr paja,

* fa npeanoxeHa guceptauwja y UENWHM HW Yy AenoBuma HWje Suna npegnoxeHa 3a
fo6ujare 6Uno Koje AMNNoMe npema CTYAMJCKMM NporpaMumMa APYriMX BMCOKOLLKONCKMX
ycTaHoRa,

* [a Cy pe3ynTaTti KOPeKTHO HaeegeHu 1
e [a Hucam KpL Me{;ra’ ayTopcka npaea u KopUCTNO MHTeNEKTYanHy CBOjUHY ApYruX nuua.

~ MNoTnuc gokropaHaa

/ | if
71 .68 204/ / I

VB L1082 _ ,- F
corpany (Au..fm x,\(:o.n{.t,e;é ﬁ_.ji fjri-’ .
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Mpwunor 2.

UsjaBa 0 uCTOBETHOCTYM WITaMMNaHe U eNeKTPOoHCKe Bep3nje
AOKTOpPCKOr paga

Mme 1 npeavme aytopa MXapko CtaHucaebesuh
Bpoj nHaekca 2008/5050
Cryavjcku nporpam PadyHapcka TexHWka v uHbopmaTuka

Hacnos paga BuayenHa penpeaeHTaumja kpunTorpadickvx anropurama
MeHTop npod. ap 3opaH JoeaHoswh

Motnuncanu Kapko CtaHncaemsesuh

Wsjaerbyjem ga je wramnaHa Bepawja Mor JOKTOPCKOr paga MCTOBETHA ENEKTPOHCKO] BEPINjK
Kojy cam npeaao sa objaerbuBakse Ha nopTany JurutanHor penosutopujyma YHUBepauTeTa

y Beorpagy.

HossorbaBam fa ce ofjase MOjM NuYHU MogauM BesaHW 3a foBujarse akaneMcKor 3paka
AOKTOpa Hayka, kao LITO Cy UMe W Npeaume, rofnHa u Mecto pofiersa n fatym oabpaue paja.

OBW nuyHK nogaum Mmory ce ofjaBWTH Ha MPEXHUM CTpaHUUama AwrkTanHe GubnvoTeke, y
€MeKTPOHCKOM KaTanory v y nybnukauwjama YHueepauteta y Beorpagy.

MoTnuc poktopaHaa

Fa)

¥ Beorpagy,

8 Lotk ( | /,;
- i i :
'u.ua,mml bl w/ ] *U
/
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Mpunor 3,

UsjaBa o kopuwhewy

Osnawhyjem YHusepautetcky 6ubnuoteky ,Ceertosap MapkoBuh* pa y  OururanHw
penosutopujym YHueepanteta y Beorpagy yHece Mojy AoKTOpcky AWcepTaLunjy Nog HacnoBoMm:

BuayenHa penpeseHTaumja kpuntorpadhcrux anroputama

koja je moje ayTopcko aeno.

Hucepraumjy ca cBum npunosvma npepac/pd cam Y eneKkTPOHCKOM dopmaTty norogHom 3a
TpajHO apxUBUparbe.

Mojy Aoktopcky aucepTaumjy noxpareeHy y Lurutanmu pencanTopujym YHueepsuteTta y
Beorpapy mory ga kopucte cBu Koju nowTyjy oapeabe cagpxare y ogabpaHom TMNY NuueHLe
Kpeatushe 3ajeqnnue (Creative Commons) 3a kojy cam ce oanyuno/ne.

1. AyTopcTeo

2, AyTOpCTBO - HEKOMEpPLWjarnHo

3. AyTopeTeo — HekoMmepuujarnHo — 6es npepage
@'Ay‘mpcmo — HEKoMepLMjanHo — AenUTW Nog UCTUM YCNoBUMa
5. AytopecTteo — Bes npepage

6. AyTOpCTBO — AEnuTH NOA UCTUM YCroBuMa

(Monumo na saokpyxuTe camo jefHy 0f WecT NOHYAEHUX NUUEHLM, KPaTak Onue NUUeHUN aaT
je Ha nonefuHKn nucra),

MoTnuc pokropanaa

Y Beorpaay, 773 08 Lok, /

(scnncel o] //
WA CUH A CG'E‘)-{_’,G‘ A H /.
i

)
‘ A
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1. AyropcTeo - [losBorbasate YMHOXaBaHe, AMcTpubyumjy w jaBHO caonwrTaBare Aena, u
npepagde, ako ce Hasede wWme ayTopa Ha HauwH ofpeleH of cTpaHe ayTopa wnv Aaeaoua
nvueHUg, Jak v y komepuujante cepxe. OBo je HajcnoBoaHuja of CBUX MULIEHLI,

2. AyTopcTBO — HekomepuwjanHo. [JossorbapaTe yMHOXKaBar-e, Anctpubyuniyy W jaeHo
caonuitaeare fena, 1 npepape, ako ce Haseje ume ayTopa Ha HauvH oapefieH of cTpaHe
ayTopa unu pasaoua nuueHue. OBa nuleHlUa He A03BOrbaBa kKomepuujanHy ynoTpeby aena.

3. AyTtopcTBo - HekomepuwjanHo — 6ea npepage. [lossorbasate YMHOMXaBare, AMCTprbyLujy 1
jaeHO caonwrasawe fena, HGea npomeHa, NpeoBnuKoBaka WK ynotpebe aena y ceom geny,
aKo ce HaBefe MMe ayTopa Ha HavuH ogpefied of cTpaHe ayTopa Wik gasaoua nvueHue. Oea
niueHua He aossorbasa koMepuujandy ynotpeby Aena. Y oAHoGy Ha GBe ocTane nuueHue,
OBOM NiUeHLUoM ce orpaHuqaBa Hajeehu obum npaea Kopuwhewa aena.

4. AyTopcTB0 - HekoMepLMjanHo — AennTi nog ucTum yenosuma. [oasorsasare YMHOXaBaHse,
AncTpubyLujy v jasHo caonwTaBamwe gena, u npepane, ako ce HaBede WMe aytopa Ha HayuH
ogpefeH o cTpaHe ayTopa UNWM Aasaoua NULUEHLEe W ako ce npepana AuctTpubyurpa nog UcTom
wnn cnndHoM nuueHuom. OBa nuueHua He fosBorbaea KomepumjanHy ynoTpeby pena u
npepaga.

5. AytopctBo - Ges npepage [lossorbapaTe yMHOWaBatbe, AMCTPUBYLM)Y W jasHo
caonwraeake aena, 6es npomena, npecbnukosarka Unk ynotpebe gena y csom Aeny, ako ce
Haeefe WM& ayTopa Ha HaqvH ogpefeH of cTpaHe ayTopa wnw fAasBaoua nuueHue. Osa
NuueHUa fo3Boreasa KomepuujanHy ynotpeby gena.

B. AYTOpCTBO - ASNUTK NOA WCTUM ycnosuma. [JossorbasaTte YMHOMX@BaHe, AUCTPUBYUMY W
jaBHO caonwTaBare gena, W npepage, ako Ce HaBede MMe ayTopa Ha HauuH ogpefieH og
CTpaHe ayropa unu pasaoua nuueHue u ako ce npepaja AvcTpubyupa nog MCTOM MNW
crudHOM nuueHuom. OBa nuUeHUa AosBorbaea kKomepumjanHy ynotpeBy aena w npepapa.
CnudHa je cotTeEepCcKMM NUUEHLaMa, 0AHOCHO NuUeHUama OTBOpPEHOr Koga.
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